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1 Reason for Contribution

The chapter about security functions in the IMS in OMA AD should be completed.

2 Summary of Contribution

This contribution is based on the Architecture Document < Utilization of IMS capabilities > Architecture, Draft Version 1.0 – 1 July 2004. 

New content is proposed for the IMS security chapter in the IMS in OMA AD

3 Detailed Proposal


<< Added new references>> 


2.2 Informative References

	[TR_IMSinOMA]
	OMA-TR_IMSinOMA-V1_0-20030912-A 

	[3GPP TS 22.141]
	3GPP TS 22.141, Presence service; Stage 1

	[3GPP TS 22.228]
	3GPP TS 22.228, Service requirements for the IP Multimedia Core Network Subsystem; Stage 1

	[3GPP TS 22.250]
	3GPP TS 22.250, IP Multimedia Subsystem (IMS) Group Management; Stage 1

	[3GPP TS 22.340]
	3GPP TS 22.340, IP Multimedia Subsystem (IMS) messaging; Stage 1

	[3GPP TS 23.002]
	3GPP TS 23.002, Network Architecture

	[3GPP TS 24.141]
	3GPP TS 24.141, Presence service using the IP Multimedia (IM) Core Network (CN) Subsystem; Stage 3

	[3GPP TS 26.236]
	3GPP TS 26.236, Packet switched conversational multimedia applications: Transport protocols

	[3GPP TS 29.328]
	3GPP TS 29.328, IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents

	[3GPP TS 29.228]
	3GPP TS 29.329, IP Multimedia (IM) Subsystem Sh interface; Signalling flows and message contents

	[3GPP TS 32.200]
	3GPP TS 32.200, Telecommunication management; Charging management; Charging principles

	[3GPP TS 33.203]
	3GPP TS 33.203, 3G security; Access security for IP-based services

	[3GPP TS 33.210]
	3GPP TS 33.210, 3G Security; Network Domain Security; IP network layer security

	[3GPP2 S.R0037-0]
	IP Network Architecture Model for cdma2000® Spread Spectrum Systems

	[3GPP2 X.P0013.0]
	Multi-Media Domain Overview

	[3GPP2 X.S0013-003]
	All-IP Core Network Multimedia Domain, IP Multimedia (IMS) session handling; IP Multimedia (IM) call model; Stage 2

	[3GPP2 X.S0013-004]
	All-IP Core Network Multimedia Domain, IP Multimedia Call Control Protocol based on SIP and SDP; Stage-3

	[3GPP2 X.S0013-005]
	All-IP Core Network Multimedia Domain, IP Multimedia  Subsystem Cx Interface; Signaling flows and message contents

	[3GPP2 X.S0013-006]
	All-IP Core Network Multimedia Domain, Cx Interface based on the Diameter protocol; Protocol details

	[3GPP2 X.S0013-008]
	All-IP Core Network Multimedia Domain, IP Mulimedia Subsystem – Accounting Information Flows and Protocol 

	[3GPP2 X.S0013-010]
	All-IP Core Network Multimedia Domain, IP Mulimedia Subsystem Sh interface; Signaling flows and message contents – Stage 2

	[3GPP2 X.S0013-011]
	All-IP Core Network Multimedia Domain, Sh interface based on Diameter Protocols, Protocol Details – Stage 3

	[IS-835]
	TIA/IS-835, Release C; CDMA200 Wireless IP Network Standard

	[OSE]
	OMA-SERVICE_ENVIRONMENT-V1_0 (Draft)

	[TIA-41]
	TIA/IS-41, Revision D, Cellular Radiotelecommunications Intersystem Operations

	[RFC2617]
	HTTP Authentication: Basic and Digest Access Authentication

	[RFC 3310]
	Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA)

	[RFC 3329]
	Security Mechanism Agreement for the Session Initiation Protocol (SIP)


<< Added abbreviation>>


3.3 Abbreviations

	OMA
	Open Mobile Alliance

	Xxx
	Xxx

	AS
	Application Server

	Mb
	Interface to IPv6 network services

	CCF
	Charging Collection Function

	CDR
	Charging DataRecord

	CN
	Core Network

	CSCF
	Call Session Control Function

	CSE
	CAMEL Service Environment

	EI
	Enabler Implementation

	Gm
	Interface between a UE and a P-CSCF.

	GW
	Gateway

	HSS
	Home Subscriber Server

	I-CSCF
	Interrogating-CSCF

	IM
	IP Multimedia

	IMS
	IP Multimedia Core Network Subsystem

	ISC
	Interface between a CSCF and an Application Server

	ISIM
	IMS Subscriber Identity Module

	MMD
	Multimedia Domain

	OMA
	Open Mobile Alliance

	OSA
	Open Service Access

	OSE
	OMA Service Environment

	PoC
	Push to talk over Cellular

	Rf
	Interface between the CCF (Charging Collection Function) and any AS. (Rf is used also elsewhere within IMS.) 

	Ro
	Interface between the Event Charging Function (which is part of the Online Charging System) and the AS (Ro is used also elsewhere within IMS.)

	P-CSCF
	Proxy-CSCF

	QoS
	Quality of Service

	S-CSCF
	Serving-CSCF

	Sh
	Interface between an AS (SIP-AS or OSA-CSCF) and an HSS.

	SIMPLE
	SIP for Instant Messaging and Presence Leveraging

	SIP
	Session Initiation Protocol

	UE
	User Equipment

	UICC
	Universal Identity Circuit Card

	Ut
	Interface between UE and an Application Server

	USIM
	Universal Subscriber Identity Module


<< New text >>

6.3.5 IMS Security functions
OMA enablers may rely on the security mechanisms provided by IMS, as described in this section.

IMS classifies the security functions into:

1. Access Security, as specified in 3GPP TS 33.203; and
2. Network Security, as specified in 3GPP TS 33.210.
6.3.5.1  IMS Access Security
The IMS Access Security functions affect the IMS implementation in the UE and the network. IMS Access Security has the following charecteristics:

· Mutual authentication between the user and the network. 
· A private user identity used for authentication.  The private user identity is stored, along with shared security parameters both on a tamperproof identity module (UICC) in the terminal, and also in a server in the network.. 

· IMS Authentication based on HTTP Digest Authentication (RFC 2617) and the Authentication-Key-Agreement (RFC 3310).

· Users are authenticated as soon as they register to the IMS and also upon network request.
· Users may register one or more public user identities.  Upon authentication of the private user identity the network is able to verify that the public user identity or identities are valid.
· Confidentiality and integrity protection are provided between the UE and the IMS core.

· A security association agreement procedure (RFC 3329) allows negotiation of the security mechanism.

· 
6.3.5.2 IMS Network Security

The IMS Network Security functions affect the implementation of network nodes. IMS Network Security has the following characteristics:

· Inter-domain interfaces provide confidentiality and integrity protection.

· Intra-domain interfaces may provide, at the discretion of the operator, confidentiality and/or integrity protection.

· Inter-domain boundaries are separated by IPsec Gateways.

· Secure transport of ciphering and integrity keys across different nodes.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that OMA-ARC Working Group agree to do the proposed changes for the chapter on security in the Architecture Document for IMS in OMA.
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