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1 Reason for Contribution

In the latest charging AD (OMA-AD_Charging-V1_0-20050329-D), some security and privacy requirements for charging are proposed in section 4.3. However, how to meet and implement these requirements in charging functional model is not mentioned.

The purpose of this contribution is to analyse the necessity and propose approaches for charging security and privacy issues in MCC.

2 Summary of Contribution

--

3 Detailed Proposal

3.1 Security and Privacy requirements in AD

In section 4.3.1-4.3.2 of charging AD, some basic and important security and privacy requirements are listed. There are: 

· Authentication: text in AD, “All senders of information that relates to charging must be authenticated”, etc.

· Authorization: text in AD, “The charging trigger function must …… first get an authorization from the …… charging function before it can allow a user to gain access to the chargeable event”, etc.

· Integrality: text in AD, “the integrity of the charging information should be guaranteed”, etc.

· Confidentiality: text in AD, “the channels to communicate charging information should be secured ”, etc.

· Non-Repudiation: text in AD, “The charging enabler should provide the charging infrastructure with sufficient information to allow auditing for non repudiation ”, etc.

· Privacy: text in AD, “To meet the requirements for privacy it must be possible to use pseudonyms or identify anonymously to a service provider and rely on the charging infrastructure to identify the user of an account ”, etc.

3.2 Necessity

In section 4.3.1 of charging AD, “The charging enabler is required to use the available mechanisms specified in OMA SEC to ensure the identity and authenticate the merchant to the charging infrastructure being used.” That is to say, Charging enabler SHALL consider security and privacy issues. However,

1) How to implementation security and privacy in charging enabler according to existing mechanisms is not mentioned in charging AD.

2) In OMA SEC WG, the security common functionality enabler has not been finalized. Even if there is common functionality enabler in SEC WG, how to re-use this enabler in Charging enabler to comply with the MCC particular requirements on security also needs to be solved.

3) All participants (including operators, SPs, CPs, etc.) always SHALL not belong to the same domain. So all participants SHALL support some security mechanisms to meet charging security requirements.
Therefore, it’s necessary to consider security and privacy in charging functional model. Maybe it’s difficult to solve the case of O-CTF in Application, especially for the case when the application deployed in mobile terminal, then the security mechanism and the terminal capability SHOULD be leveraged.

Maybe MCC should send charging security and privacy requirements to the SEC WG, and SEC will finish the work based upon current AD according to common security mechanisms specified by SEC.
3.3 Mechanisms

TLS or other E2E security mechanisms could be the candidate solutions.

3.4 Suggestions

Security and privacy capabilities are not intrinsic to the Charging enabler. Therefore, in order to meet these requirements in line with the OMA re-use and interoperability approach as described in the OMA-Service-Environment-V1_0-20040907-A, MCC should send their security and privacy requirements to the SEC WG, and SEC will finish the work based upon current AD. Work in the SEC WG for addressing these requirements should be coordinated with MCC with the help of early Architecture Reviews, in order to ensure that the needs of the Charging enabler are satisfied in an interoperable way. It is advisable that MCC experts participate in this work to ensure that charging flows and charging message structures are defined, so that the security and privacy solution specified by SEC can work with interoperability.
This work can be finished in another independent document or a security enabler.
4 Intellectual Property Rights
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5 Recommendation

Authors kindly ask ARC to adopt the following suggestions:
1) the section 5.4 of charging AD should show that the Charging enabler delegates the Security and Privacy functionality to a Security enabler or another independent technical document

2) section 3.1 of this contribution should be added into section 5.4 of charging AD. It will be more clear to describe charging security and privacy requirements

3) the specifications necessary to meet the Charging Security and Privacy requirements will be developed jointly by the MCC and SEC WGs
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