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1 Reason for Contribution

This contribution is entered to start addressing specifics for the PEEM callable interface PEM-1, as one of the items that is expected to be specified by PEEM.

2 Summary of Contribution

This contribution provides initial considerations on the criteria needed to be met by the PEM-1 interface, based on and analysis of the PEEM RD requirements and other consideration for such an interface.

3 Detailed Proposal

The following definitions are copied here from the PEEM RD, since the requirements analyzed and the proposal may benefit from having those handy.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement1
	The processes of policy evaluation and policy execution.

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Expression
	The language to express policies

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true


An analysis of the PEEM RD resulted in identification of the following requirements that are directly or indirectly related to the PEEM Callable Interface (PEM-1):

6.1#3 MUST support the evaluation (or evaluation and execution) of policies for at least the following, 

· Requests from a 3rd party ASP, wanting to utilize Mobile Operator's (Service Provider’s) resources 

· Requests from end users, (including end users belonging to different networks) wanting to access services of the Mobile Operator, (Service Provider)
· Requests from end users, wanting to access services of a 3rd party ASP, and 
· Requests from another Mobile Operator, (Service Provider)

· Response from the resource

· Request from an end user wanting to communicate with another end user

6.1#4 MUST support the identification of policies that apply to a request and response. (Motivated by Use Case 5.5)

6.1#5 MUST support the receipt of requests for a policy evaluation (or evaluation and execution), e.g. authorisation. (Motivated by Use Case 5.5)

6.15#1 Standardized interfaces MUST be defined for the PEEM enabler. [ARCH]

6.2#7 The PEEM enabler MUST be able to determine the resource that needs to be protected and the policies associated to that resource

6.2#8 The PEEM enabler specification MUST be able to support the interruption of flows and rejection of requests, through enforcement of policies (e.g. failure in authentication or authorization requests, charging failure, etc.).
PEM-1 interface properties 

Based on an analysis of PEEM requirements, the specific properties for the PEEM Callable interface (PEM-1) call for certain properties of this interface. We note that some of the requirements focus on the pre-processing of a request (before getting to the policy rules themselves) and some distinguish between a request for evaluation only, versus the need for evaluation and execution. Other requirements focus on the type of requestors allowed. The observations are important and can help us in narrowing down the selection of an appropriate specification for PEM-2. For example, an evaluation-only situation is a valid particular case of PEEM, and needs to be taken into account, in particular because it’s validity is strengthened by the formulation of many requirements. As a result, we have identified the following properties to be considered at the time of specifying the interface:

1. need to consider either

a. a joint interface that can serve both evaluation-only requests (requests for a policy evaluation decision, according to the IETF model), as well as evaluation and execution requests. If this approach is taken, the evaluation-only interface may be a subset of the evaluation and execution callable interface and it has to be clearly distinguishable from the interface if the request is a request for evaluation only, or for both evaluation and execution. For deployment and optimization reasons, there should not be a need to go through the process of processing the policies in order to determine the type of processing needed.

b. OR, a distinct interfaces for evaluation-only and evaluation and execution may need to be specified.

2. requests need to include parameters that will convey sufficient information to allow identification of relevant policies (or policy rules).

3. the requirements (and the overall behaviour of PEEM) seem to imply the need for an interface that functions as a synchronous interface. The requestor issues a request, and will normally wait for a response from PEEM before continuing. Regardless of implementation though, it can be clearly concluded that a request via PEM-1 is requiring a response. The exact nature of the information returned with the response may depend upon the type of request (in particular if a request for evaluation-only or a request for both evaluation and execution). In the case of an evaluation-only request, the response will signify that the evaluation (of all applicable policy rules) succeeded or failed, but it also may also need to provide additional information – very dependent on the nature of the specific request for an evaluation decision (e.g. since in this case the enforcement is done by the requester, the request could be of the nature “tell me which of the n possible decisions needs to be carried out, based on the evaluation of given conditions”). In the case of evaluation and execution, it is not so clear what the result may be – although it would probably be indicative of success or failure (depending on specific policies, additional information indicating partial success or partial failure may be needed). The different type of information potentially received as a response in the case of an evaluation-only request and a request for evaluation and execution strengthen the point that there may differences in the processing of both input and output, in the case of evaluation-only, as opposed to evaluation-and-execution.
4. different categories of principals can use the callable interface – which implies the need for an access control mechanism. While the access control mechanism may be a PEEM implementation, rather than PEEM specification requirement, the requests need to include parameters that would convey enough information to support access control (e.g. work under Global Permission Management work item may be be appropriate for such implementation, when available).
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to add the text identified under the title “PEM-1 interface properties” as a new subsection in the section 5.3.3 to the PEEM AD.
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