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1 Reason for Contribution

This contribution is entered to start addressing specifics for the PEEM Policy Management interface PEM-2, as one of the items that is expected to be specified by PEEM.

2 Summary of Contribution

This contribution provides new text proposal for the PEM-2 interface description in the PEEM AD, based on PEEM RD identified requirements and based on the model described in contribution 302, “PEEM Fundamentals – WYSIWYG”.

3 Detailed Proposal

 The following definitions are copied here from the PEEM RD, since the requirements analyzed and the proposal may benefit from having those handy.

	Policy
	An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460].

	Policy Action
	Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	Policy Condition
	A condition is a Boolean predicate that yields true or false. It may be “complex”.

	Policy Enforcement1
	The processes of policy evaluation and policy execution.

	Policy Engine
	A logical entity that evaluates a policy or policies.  

	Policy Evaluation
	Determination of whether the policy rules results in “true”

	Policy Execution
	Execution of the action associated to the policy condition selected by policy evaluation

	Policy Expression
	The process of representing a policy

	Policy Expression
	The language to express policies

	Policy Management
	The act of describing, creating, updating, deleting, provisioning and viewing policies. A meta-model or representation scheme may be used in this activity.

	Policy Rule
	A combination of a condition and an action to be performed if the condition is true


An analysis of the PEEM RD resulted in identification of the following requirements that are directly or indirectly related to the PEEM Policy Management Interface:

6.1.#6 MUST support policies that allows the request to pass through without any additional policy enforcement, (i.e. this allows other resources to implement their own local policies (Motivated by Use Case 5.5)

6.1.3#2 The PEEM enabler specification MUST define interfaces for a principal to manage policies related to a resource.  

6.1.3#3 The following functions related to policy management MUST be supported:

· To create policies

· To update/modify/re-use policies at runtime, (e.g. if the application/service provider adds new functionality that may impact policies)

· To view policies

· To delete policies

The following functions related to policy management MAY be supported:

· To prioritise/sequence policies

· To identify inconsistencies

6.1.3#4 The PEEM enabler specification MUST specify mechanisms that associate policies with:

· an individual resource

· a group of multiple resources

· a specific requestor

· a specific request

6.1.3#5 The PEEM enabler specification MUST support ways to include in a policy rule references to input data (i.e. contained in the service request/response), during policy management (with the intent to be replaced by the real input parameter values during the policy enforcement).” (Motivated by Use Case 5.5 and 5.7)

6.1.3#6 The PEEM enabler specification MUST be able, as part of the policy enforcement process or as part of the policy management process, to derive from policies what additional input data a requestor must supply. (Motivated by Use Case 5.5 and 5.7)

6.1.3#7 The PEEM enabler specification MUST enable a resource owner to delegate to other parties the enforcement of policies for such resources. (Motivated by Use Case 5.8 and 5.9)

6.1.3#8 The PEEM enabler specification MUST permit the delegation of policy management to parties other than the Service Provider, e.g. allow a subscriber to set his/her privacy rules

6.1.3#9 The PEEM enabler specification SHOULD support policy management at run time

6.1.3#10 The PEEM enabler MUST support policy management by various actors, e.g. service provider, network operator, enterprise, and end-user.

6.1.5#1 Standardized interfaces MUST be defined for the PEEM enabler. [ARCH]

6.2#6 The PEEM enabler specification MUST be able to support a mechanism through which the PEEM enabler is made aware of the addition, modification or removal of a resource or an interface to a resource. Note – potential requirement for policy management interface.
6.2#17 When Policies are established the PEEM enabler SHOULD be able to include mechanisms to facilitate detection of policies incompatible with others already established, i.e. for detection of contradicting policies. Note – potential relationship to policy management.

PEM-2 interface properties 

Based on an analysis of PEEM requirements, and based on the PEEM Fundamentals – WYSIWYG explained model, we arrived to the conclusion that PEM-2 interface:

1. supports operations of adding, deleting, retrieving and updating of policies and policy rules.

2. supports the above operations at run-time

3. may be involved in the association of policy and policy rule treatment to policies and policy rules (e.g. associate a priority/sequence to a policy rule, associate resource(s) and/or request(s) and/or requestor(s) with a policy rule).

4. may be involved in resolving inconsistencies/conflicts

Note: if the last 2 requirements may not be completely resolved via the PEM-2 interface, they need to be otherwise addressed by the PEEM AD.

Note: all the preceding text in the Detailed Proposal is informational – for the purpose of the review of this document. The following text is the only text recommended for the AD:

5.3.4 PEM-2 (PEEM specified management interface)

The PEM-2 interface is described as follows:

· This interface is specified and exposed by PEEM, and is used by other entities to make a request for policy management. This interface is also referred to as PEEM management interface. The originating entity is using this interface to pass a management request for policies to PM. The PEM-2 interface is not being used to provide enabler life cycle management (I1 category).
· The PM component in the PEEM enabler exposes the PEM-2 interface.
PEM-2 must support the capability to add, delete, update, and retrieve policies and policy rules.

PEM-2 may support the capability to associate policies and policy rules with:

· A priority/sequence

· Resource(s)

· Request(s)

· Requestor(s)

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC agrees to replace the current text in the PEEM AD, section 5.3.4 with the text proposed in the Detailed Proposal, under the title “PEM-2 (PEEM specified management interface”.  The rest of the text in the Detailed Proposal is for information only.
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