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1 Reason for Contribution

Various recent contributions and discussions in OMA-ARC wrt the PEEM AD are referring to the IETF PEP-PDP model. The IETF model is an existing model that specifies a policy enabler architecture that can be applied to policy enablers. We feel that the IETF PEP-PDP architecture should be taken into account by the PEEM AD, since it specifies a policy architecture that is already widely adopted in the industry.

2 Summary of Contribution

This contribution provides an introduction to the IETF PEP-PDP model. Also this contribution provides insights to how the IETF PEP-PDP model corresponds with components of the PEEM model.

3 Detailed Proposal

IETF PEP-PDP model (informative)
This section provides an introduction to the IETF policy architecture described in [RFC2753] “A framework for policy-based admission control” and an explanation on how this IETF policy architecture maps to the PEEM architecture.

Introduction to IETF terminology
This section introduces the IETF terminology described in [RFC3198] “Terminology for policy-based management” and how the PEEM terminology is related to that.

	IETF definitions [RFC3198]
	Corresponding OMA definitions [PEEM AD]

	Policy

"Policy" can be defined from two perspectives:

· A definite goal, course or method of action to guide and determine present and future decisions.  "Policies" are implemented or executed within a particular context (such as policies defined within a business unit).

· Policies as a set of rules to administer, manage, and control access to network resources [RFC3060].
	Policy

An ordered combination of policy rules that defines how to administer, manage, and control access to resources, [Derived from [RFC 3060], [RFC 3198] and [RFC 3460]].

	policy rule

A basic building block of a policy-based system.  It is the binding of a set of actions to a set of conditions - where the conditions are evaluated to determine whether the actions are          performed [RFC3060].
	Policy rule

A combination of a condition and an action to be performed if the condition is true

	policy condition

A representation of the necessary state and/or prerequisites that define whether a policy rule's actions should be performed. This representation need not be completely specified, but may be implicitly provided in an implementation or protocol. When the policy condition(s) associated with a policy rule evaluate to TRUE, then (subject to other considerations such as rule priorities and decision strategies) the rule should be enforced. 

In [RFC3060], a rule's conditions can be expressed as either an ORed set of ANDed sets of statements (disjunctive normal form), or an ANDed set of ORed sets of statements (conjunctive normal form).  Individual condition statements can also be negated.
	Policy condition

A condition is a Boolean predicate that yields true or false. It may be “complex”.

	policy action

Definition of what is to be done to enforce a policy rule, when the conditions of the rule are met.  Policy actions may result in the execution of one or more operations to affect and/or configure network traffic and network resources. In [RFC3060], a rule's actions may be ordered.
	Policy action

Action (e.g. invocation of a function, script, code, workflow, …) that is associated to a policy condition in a policy rule and that is executed when its associated policy condition results in "true" from the policy evaluation step.

	policy decision

Two perspectives of "policy decision" exist:

-  A "process" perspective that deals with the evaluation of a policy rule's conditions

-  A "result" perspective that deals with the actions for             enforcement, when the conditions of a policy rule are TRUE
	Policy evaluation

Determination of whether the policy rules results in “true”

See also Policy action.

	[RFC3198] has no equivalent container definition.
	Policy enforcement

The processes of policy evaluation and policy execution.

	policy enforcement

The execution of a policy decision.
	Policy execution

Execution of the action associated to the policy condition selected by policy evaluation


Introduction to IETF Policy Architecture
[RFC2753] “Framework for policy-based admission control” introduces the following architectural components.

Architectural Elements

The two main architectural elements for policy control are the PEP

(Policy Enforcement Point) and the PDP (Policy Decision Point).

Figure 1 shows a simple configuration involving these two elements;

PEP is a component at a network node and PDP is a remote entity that

may reside at a policy server.  The PEP represents the component that

always runs on the policy aware node. It is the point at which policy

decisions are actually enforced
. Policy decisions are made primarily

at the PDP. The PDP itself may make use of additional mechanisms and

protocols to achieve additional functionality such as user

authentication, accounting, policy information storage, etc. For

example, the PDP is likely to use an LDAP-based directory service for

storage and retrieval of policy information. 
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Figure 1: A simple configuration with the primary policy control

architecture components. PDP may use additional mechanisms and

protocols for the purpose of accounting, authentication, policy

storage, etc.

The basic interaction between the components begins with the PEP. The

PEP will receive a notification or a message that requires a policy

decision.  Given such an event, the PEP then formulates a request for

a policy decision and sends it to the PDP. 

The PDP returns the policy decision and

the PEP then enforces the policy decision by appropriately accepting

or denying the request.  

The PDP may also return additional information to the PEP.

This information need not be associated with an admission control

decision. Rather, it can be used to formulate an error message or

outgoing/forwarded message (e.g. ask user consent).

It must be noted that the PDP acts as the final

authority for the decision returned to the PEP and the PEP must

enforce the decision rendered by the PDP.

In the case of an external PDP, the need for a communication protocol

between the PEP and PDP arises. In order to allow for

interoperability between different vendors networking elements and

(external) policy servers, this protocol should be standardized.
Recap of PEEM model
In chapter 5 of the PEEM AD the PX and PV components have been introduced:

In Figure 3, PEX is decomposed in two distinguishable logical components, PEEM Evaluation (PV) and PEEM Execution (PX). 


[image: image2.emf]I1

PEM-1 PEM-3 PEM-2 PEM-4

PEEM - Evaluation and Execution (PEX)

PEEM

Management (PM)

PEEM

Target

Resource

Requestor

Target

Resource

Delegated

Resource

PE

Requestor

PM

Requestor

Execution

Environment

Bindings - required by other resources Bindings – required by PEEM

PEX

Requestor

PM

Requestor

Legend

Enabler:

Application/Other:

PEEM

Execution

(PX)

PEEM

Evaluation

(PV)


Figure 3 

Thus, the PEEM enabler can be used in callable mode for PV only, to accommodate the requirements for policy evaluation only. 

PEEM-RDFigure 4 illustrates the case where the PEEM enabler performs evaluation only []. In the case of evaluation only, PV is the only component involved. Typically this applies to a PEEM enabler in callable mode. 
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Figure 4

The components and interfaces not used in this specific case are shadowed.

The PEM-1 interface between PEX Requestor and PEX (PV only) is used only for evaluation requests. 

Mapping IETF PEP-PDP model to the PEEM model
Taking into consideration the on the one hand the IETF model that is based on PEP and PDP components, the following table and text applies:

	IETF definitions [RFC3198] [RFC2753]

	Policy Decision Point (PDP)

A logical entity that makes policy decisions for itself or for other network elements that request such decisions [RFC2753].

	Policy Enforcement Point (PEP)

A logical entity that enforces policy decisions [RFC2753].

The PEP enforces the policy decision by appropriately accepting or denying the request [RFC2753].


The basic interaction between the components begins with the PEP. The

PEP will receive a notification or a message that requires a policy

Decision (see figure 5, PEM-3).  Given such an event, the PEP then formulates a request for

a policy decision and sends it to the PDP (see figure 5, PEM-1, PEP is PDP requestor). 

The PDP returns the policy decision (see figure 5, PEM-1 to PDP requestor) and

the PEP then enforces the policy decision by appropriately accepting

or denying the request (see figure 5, PEM-4 service request to Target Resource, in case of an accepted request) 

The PDP itself may make use of additional mechanisms and

protocols to achieve additional functionality such as user

authentication, accounting, policy information storage, etc. For

example, the PDP is likely to use an LDAP-based directory service for

storage and retrieval of policy information (see figure 5, PEM-4 to Delegated Resource).

Thus figure 5, illustrates the PEP-PDP model when all of it is incorporated in PEEM. In addition to the IETF view that the PDP may make use of additional mechanisms and protocols we suggest here that PEP mat make use of such mechanisms as well.
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Figure 5 PEP-PDP model when both components are incorporated in PEEM

The PEEM enabler can be used in callable mode for policy evaluation only, to accommodate the requirements for policy evaluation only. 

Figure 6 illustrates the case where the PEEM enabler performs evaluation only [PEEM-RD]. In the case of evaluation only, PDP is the only component involved (besides PM). Typically this applies to a PEEM enabler in callable mode. 
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Figure 6 Callable PEEM for evaluation only: PEP-PDP model when only the PDP is incorporated in PEEM

The components and interfaces not used in this specific case are shadowed.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The authors recommend that the text and figures described in the Detailed Proposal be agreed to as section 5.6 in the PEEM AD.










� Note that “policy enforcement” according IETF [RFC3198] has a different meaning than PEEM policy enforcement; IETF [RFC3198] policy enforcement rather corresponds to PEEM policy execution.
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