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1 Reason for Contribution

Document OMA-ARC-2005-0318-IETF-PEP-PDP-model-support has been submitted.
2 Summary of Contribution

This contribution provides comments to OMA-ARC-2005-0318-IETF-PEP-PDP-model-support.
R01 adds supporters and improves readability of the text. R02 and R03 add more co-authors and editorial fixes. R04 adds supporters.
3 Detailed Proposal
3.1 The IETF PEP-PDP Model
The PDP-PEP model describes how policy enforcement can be delegated between a requester (PEP) and a policy enforcer (PDP).
The words used in the previous sentence have been very carefully selected:

· The PEP in the IETF PEP-PDP model is a system that delegates a particular task. In addition the PEP is designed to determine its next action based on the result of the delegation. The E in PEP refers to that latter determination,not execution steps that are performed during delegation of the policy enforcement.

· The PDP in the IETF PEP-PDP model is the system that performs the policy evaluation and execution task delegated by PEP and returns the result used by PEP to determine the next steps. The D in PDP refers to providing the results needed for the PEP to decide on the next steps. 
RFC 2753 clearly allows for:

· Delegation of task by the PDP (section 4)
· Passing BLOBs to the PDP (section 6.1) 
· Performing action execution (e,g, authentication) as a result of the policy enforcement decision (marco level
) delegated to the PDP by the PEP  (section 4).
3.2 Analysis with respect to 0318

0318 (and numerous contributions provided previously by the authors like 0300 and 0302 seem to imply that the PEP-PDP models implies segregation of the evaluation and execution activities. This is simply not what is stated in RFC2753. RFC2753 solely delegates the policy enforcement decision (macro level) so that a next step can be determined based on the result.

As a result, PDP maps onto the generic PEEM enabler (PEX module). It is incorrect to claim that it maps solely to policy evaluation or PV. In fact the decision function may be split between PDP local to requester and callable PDP (Callable PEEM).
The PDP-PEP model is realized via callable PEEM, when the PEEM requestor uses the results of the delegated enforcement to determine its next steps.
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The IETF PDP-PEP model as specified in RFC2753 does not in any way imply that PV or PX components must be identified as separate components of PEEM in order to support the model.

So in summary, all it takes to support IETF PEP-PDP and map it onto PEEM is illustrated in Figure 1.
Figure 1 – Mapping of IETF PEP-PDP model on PEEM
It is important to understand that in this picture the notion of ENFORCEMENT as in PEP is at a macro level while actions (and hence enforcement) (e.g. changing of variables, checking of auth tokens/credentials, etc) can be done during PDP (i.e. macro decision-making). 
PDP provides a macro decision by enforcing its policy and returns a result. It is at a macro level because it’s the result of the enforcement of the whole policy.

PEP ENFORCES that macro level decisions to decide what to do at the next level considering the result.
3.3 Additional implications
It should therefore be clear that while callable PEEM is needed to support the IETF PEP-PDP model, it has no other implications, especially with respect to particular implementations or deployment cases that identify PV and PX. PV and PX are not implied by the IETF PEP-PDP model.
The proposed “Recap of PEEM model” section in OMA-ARC-2005-0318-IETF-PEP-PDP-model-support is incorrect in making claim of such relationship: the IETF PEP-PDP model does not require the decomposition into PV and PX components and it is not appropriate to then map the PDP part onto PV! This would in fact also require defining a standard interface between PV and PX. 

Section “Mapping IETF PEP-PDP model to the PEEM model” in OMA-ARC-2005-0318-IETF-PEP-PDP-model-support is incorrect in further claiming that PX would then be an appropriate mapping of the PEP function. It confuses PX as defined in AD (i.e. per the current definition in AD, responsible to execute actions) with the notion of PEP. As we explained PEP-PDP models maps PEP to the PEEM requestor! The confusion however clarifies the problems with the model proposed by the authors of 0318 and 0319: confusion between the PDP and PEP components in the IETF PDP-PEP model and implementation choices for PEEM. For example, when implementing PEEM, we could implement it in one way that groups PX and a sequencer and / or topology transformer (as PEP) and makes calls to PV to evaluation conditions (PDP). This is illustrated in Figure 2.
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Figure 2 – One way to look at the implementation of PEEM with the IETF PEP-PDP model
However, it should be clear based on the decompositions presented in Figure 3 or in Figure 4 that other decompositions are as valid and arbitrary. 
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Figure 3 – Another way to look at the implementation of PEEM with the IETF PEP-PDP model
Figure 4 - Another way to look at the implementation of PEEM with the IETF PEP-PDP model
When such a variety of interpretations can be taken, it is a clear sign that the decomposition and mapping can’t be used for a logical architecture. It can only refer to particular implementations and views of the implementation.
3.4 Additional comments on 0318
We are surprised by contribution 0318. It contains entire sections and figures that seem cut and pasted from RFC 2753. We believe that this may infringe IETF copyright statement on RFC 2753.

It seems that the authors of 0318 do not understand that if a policy stipulates only conditions to evaluate, PEEM provides evaluation only. PEEM RD stipulates being able to perform evaluation. This is satisfied without requiring the introduction of PV.

We also do not understand the text in 0318 that introduces figure 5: (“Thus figure 5, illustrates the PEP-PDP model when all of it is incorporated in PEEM. In addition to the IETF view that the PDP may make use of additional mechanisms and protocols we suggest here that PEP may make use of such mechanisms as well.“) What does it mean? 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We do not agree to the proposal of 0318.

We recommend that ARC WG understand the IETF PEP-PDP model before discussing 0318. 

We recommend that contribution 0318 be not agreed by ARC WG on the basis that: 

· It incorrectly characterizes and models the IETF PEP-PDP model and therefore incorrectly maps it on PEEM 
· The proposed text is unclear

· It may violate IETF copyrights 

· It derives incorrect implications on PEEM.

































































































� Details on macro level are provided after � REF _Ref116033211 \h ��Figure 1�.





NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2004 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

© 2004 Open Mobile Alliane Ltd.  All Rights Reserved.
Page 3 (of 4)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20040917]

