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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	
	

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[ARCH-PRINC]
	“OMA Architecture Principles”, <doc ref>, URL:http://www.openmobilealliance.org/

	[ARCH-REVIEW]
	“OMA Architecture Review Process”, <doc ref>, URL:http://www.openmobilealliance.org/

	[OMADM]
	OMA Device Management, Version 1.2. Open Mobile Alliance(. URL:http://www.openmobilealliance.org


	[DMPRO]
	“OMA Device Management Protocol, Version 1.2”. Open Mobile Alliance(. 
OMA-TS-DM-Protocol-V1_2, URL:http://www.openmobilealliance.org

	[DMWSIRD]
	“OMA DM WSI Requirements”. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[DM-FUMO]
	“Firmware Update Management Object, Version 1.0”. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[DM-DIAGMON]
	“DM Diagnostics and Monitoring, Version 1.0”. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[DM-SCHED]
	“Device Management Scheduling, Version 1.0”. Open Mobile Alliance(. URL:http://www.openmobilealliance.org

	[OMA-DICT]
	“OMA Dictionary”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

This is an informative document, which is not intended to provide testable requirements to implementations.

3.2 Definitions

	Interface
	See [OMA-DICT].

	Charging Event
	A DM activity, the occurrence of which an External System is interested in, the details of which the External System may subsequently obtain.  For example, in the case of a Firmware update, the Charging Event may comprise of a timestamp, DevInfo associated, and an update package employed.

	Device Management Web Services Interface
	An interface which external systems use to interact with the Device Management System in order to perform management operations on the Device.

	Web Service
	A Web service is a software system designed to support interoperable machine-to-machine interaction over a network. It has an interface described in a machine-processable format (specifically WSDL). Other systems interact with the Web service in a manner prescribed by its description using SOAP messages, typically conveyed using HTTP with an XML serialisation in conjunction with other Web-related standards.



3.3 Abbreviations

	OMA
	Open Mobile Alliance

	DDI
	Description, Discovery and Integration 

	WSI
	Web Service Interface

	xxx
	xxx

	
	


4. Introduction
(Informative)

This specification allows management operations to be initiated by an External System (see definition in [DMWSI-RD]), such as a customer care system or a secondary DM Server.  The External System interacts with a DM server via a web services interface specified by the DMWSI v1.0 specifications.
The DMWSI specification allows a service provider’s DM Server to accept management operations originating from inside or outside its domain – including enterprises, organisations, device vendors, software vendors and trusted individuals.
It will also allow a primary DM Server within an organisation
 to accept management operations from External Systems inside and outside the organisation, and forward these management operations to a service provider’s DM Server.

4.1 Use Cases

4.2 Requirements

a) The DMWSI architecture SHALL
 support the following functionality:

1. Discovery or pre-configuraton of a DM Server by an External System 
2. Authenticated registration of an External System by a DM Server

3. Asynchronous interactions between the DM Server and an External System
4. Secure content ingestion into the Device Management System by the External System
5. 
Remote management of parameters in the DM Tree

6. Information on management operations initiated by the External System is sent by the DM server to either to the same or separate External System
b) The DMWSI architecture
 MAY support the following functionality:

1.    Initiation of a management operation on one or more devices by the External System
2.    Result retrieval in pull or push mode by the External System
3.    Device diagnostics and monitoring
4.    Network diagnostics

5.    Bulk Operations

6.    Firmware Updates

4.3 Planned Phases

During Phase 1, the requirements in section 4.2 will be addressed.   Subsequent phases are likely to address additional web service definitions, operations and service bindings that relate to new DM functionality.
5. Architectural Model

5.1 DM WSI Architecture Stack
Figure 1 illustrates an abstract and generic model of the OMA DM WSI architecture stack.
















Figure 1: OMA DM WSI Architecture Stack
Although the main interface is between the External System and the DM Server, there is a second interface used for the DDI Service.   DDI (Description, Discovery and Integration) is the process that includes the registration, discovery and description of a web service via an external registry service.   Section 4.2 states that an External System SHALL discover or be preconfigured with a DM Server, and IF-2 (see Figure 1) is an optional means of doing that.
5.2 Dependencies

The DMWSI interface between the DM Server and External System may run without dependency on additional interfaces, enablers or network entities.

It is likely that the External System will require human intervention in order to create management operations.
   The DM Server will automatically process all in-bound management operations.

Specification dependencies will include [long list of specs including DM v1.2, Diagnostics & Monitoring, DM Scheduling, possibly some W3C and OASIS stuff etc.]
5.3  Interfaces and Operations
DMWSI interface (IF-1) will be specified for the following operations:

· DMREG: Web Service Registration (Mandatory)
· DM: OMA Device Management (Mandatory)

· DMDIAG: Diagnostics and Monitoring (Optional)

· DMSCHED: DM Scheduling (Optional)
· DMSCI: Secure Content Ingestion (Optional)


DDI interface (IF-2) will include the following operations:

· Registration (Optional)

· Discovery (Optional)

Below is a more detailed description of these interfaces and their associated operations
5.3.1 DMWSI (IF-1)

The DMWSI interface (IF-1) is the grouping of all Device Management related operations performed with an External System.   These operations are asynchronous
 and detailed in the subsections below.

5.3.1.1 DMREG

The DMREG operation allows the External System to register access to the DM Server, and MAY include:

· the authentication of either party

· the exchange of Service Level Agreement from the DM Server, accompanied by acceptance, rejection or negotiation from the External System.

· confirmation of successful or failed registration from the DM Server to the External System.
5.3.1.2 DM
The OMA-DM operation MUST be implemented on both the External System and DM Server.   It provides an extension to the functionality provided by the OMA DM specification [OMADM], which encompasses the following management operations:

· Device discovery

· Parameter management

· 
Firmware updates [DM-FUMO]
· 
DM Download [DMPRO]

· Generic Alert [DMPRO], which can be forwared to the same or a different External System. 

5.3.1.3 DMDIAG
The DMDIAG operation provides support for invoking diagnostics operations in the device
, for collecting diagnostics information (device or network related) from the device or the network, and the delivery of such information to an External System such as a customer care service.
This operation will effectively extend
 the DM Diagnostics and Monitoring [DM-DIAGMON] mechanism over the IF-1 interface.

5.3.1.4 DMSCHED
The DMSCHED operation makes it possible to schedule management operations.
This operation will effectively extend
 the DM Scheduling [DM-SCHED] mechanism over the IF-1 interface.

5.3.1.5 DMSCI

The DMSCI operation allows the External System to securely forward update packages to a DM Server for asynchronous delivery to devices via the DM Protocol [DMPRO].
5.3.2 DDI (IF-2)

IF-2 is an optional asynchronous interface that allows a network entity to perform the following operations:

· Registration: allowing it to publish its WSDL description to a DDI server
· Discovery: allowing it to discover a web service and obtain its WDSL description

A DM Server may wish to do both, in order to be discovered by an External System and to discover another DM Server with which to perform another separate or related DMWSI operation with.


5.4 Flows
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Appendix B. <Additional Information>

If needed, add annex to provide additional information to support the document.  In general, this information should be informative, as normative material should be contained in the primary body of the document.

Note that the styles for the headers in the appendix (App1, App2, App3) are different than the main body.  The use below is intended to validate the styles to be used.  Remove if not needed.

DELETE THIS COMMENT

B.1 App Headers

<More text>
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�Referred to informatively, but in a normative section.   Should this be an informative or normative reference?


�W3C definition for Web Service


�Switching between “service provider” and “organization” – difference here?


�Even if org and SP are intended to be different, then this level of indirection is not relevant since the “external system” does not know the separation.


�SHALL is the same as MUST.   I would say that some of these features could be classed as a MAY


�Could be delegated to a feature specific WSI


�Is it that the arch may support, or is that an implementation may support?


�I think the arch MUST support this functionality, tho implementations might not choose to do so


�Why not “and monitoring” like for devices?


�Does this subsume #1?  Or different?


�This sentence sort of contradicts the sentence 2 below (“Specification dependencies ….”).


�Possibly true, but why relevant here.  Delete the senence


�This sentence does not seem to have any content – if the server supports the interface, that means it will do what this sentence says??


�I don’t think that this enabler should spec the DDI interface – it is generic and useful to ALL enablers.


�I would prefer to split this interface into 2: register and discovery since they are separable and used by different actors for different purposes.


�Async is ambiguous – is the request/response for given operation async, or is the relationship between DMREG and DM async, or ….   English parsing says the latter – but async is not the right word, perhaps indendent or something like that.


�Note that this is already defined by MWS in their OWSER specs


�Above says this is mandatory, but bulleted list in 4 said it was optional


�Should this be in this version?  May impact the WISPR


�But not the network?


�Not “extend” but rather be the conduit for invoking the mechanism?


�Should this be in this version?   This will affect the WISPR


�Is “extend” the right word?


�Should this be in this version?   This will affect the WISPR


�This is a generic enabler, not a part of DM-specific.


�The registration and discovery flows should NOT be defined in the DM WSI enabler.  This enabler might however define how to fill in various fields specific to DM activities of the register/discovery messages.
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