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1 Reason for Change

Text was added to security section in OMA-AD-Policy_Evaluation_Enforcement_Management-V1_0_0-20051118-D. Email discussion raised the need for additional text.
R01 and R02 accommodate comments on the mailing list.
2 Impact on Backward Compatibility

This change is not an issue, as it is work in progress on a first enabler release.

3 Impact on Other Specifications

This change has no impact on any specifications other than the future PEEM specification work.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that ARC WG agrees to these changes to the PEEM AD.
6 Detailed Change Proposal

---- Begin CR text / figure changes ----

[…]

4.2  Security Considerations

The PEEM enabler can be applied according to two usage patterns (callable and proxy usage pattern). In both usage patterns, interaction with the PEEM enabler may be within the same domain or between different domains, and the elements that interact with the PEEM enabler differ per usage pattern; 

· in the callable usage pattern the PEEM enabler can be explicitly called by an E Requestor (see Section 5) that may reside in the same domain as the PEEM enabler domain and security measures should be considered that allow for secure intradomain exchanges between E Requestor and PEEM enabler. Alternatively the E Requestor may reside in a different domain from the PEEM service enabler domain hence security measures should be considered that allow for secure interdomain exchanges between E Requestor and the PEEM enabler. 

· in the proxy usage pattern the PEEM enabler the Target Resource Requestor may reside in the same domain as the PEEM enabler domain and security measures should be considered that allow for secure intradomain exchanges. Alternatively the Target Resource Requestor may reside in a different domain hence security measures should be considered that allow for secure interdomain exchanges. The intercepted Target Resource Requests may need OSI model layer number 7 level security. 

Editor’s note: do we need a reference to the OSI model?

Note that different domains may imply: different administrative domains, different security domains or security levels and/or the need to traverse insecure networks between the domains.

In both usage patterns the PEEM service enabler may delegate to (i.e. make a request to) other enablers such as a charging enabler. These other (delegated to) enablers may or may not reside in different security or administrative domains and appropriate security measures should be considered for each case. In particular, it is important to be able to ensure that the different systems (PEEM, delegated resources and target resources) get access only to the information that they need to know to perform their functions (e.g. payment details are not made available to authentication resource etc…). Appropriate key management and selective encryption when delegating functions may be required and may be specified by the policies.

In both usage patterns the PEEM enabler policies are managed (i.e. create, modify, view, delete policies) through the management interface PEM-2. Various management actors such as network operator and end-user (i.e. M Requestors, see Section 5) must be supported and appropriate associated security measures need to be applied. It should be possible to authenticate and authorize these M Requestors and secure the PEM-2 exchanges for both the intradomain and the interdomain case.

In both usage pattern applications the PEEM service enabler implementation may be subjected to security measures such as intrusion detection techniques, countermeasures against DDoS and replay attack etc.

Editor’s note: what is the significance of making some text appear in italics?
5. Architectural Model

 […]

---- End CR text / figure changes ----
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