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1 Reason for Contribution

This contribution tries to clarify the issues raised against the AD for the SEC enabler.
Per the action item at the ARC conference call of 15 November 2005, we start the discussion of the individual comments provided in OMA-ARCH-2005-0370-SEC_AD_issues.
2 Summary of Contribution

This contribution explains and discusses issue 1 in OMA-ARCH-2005-0370-SEC_AD_issues:

1. Expectation of additional functions provided by the SEC enabler:

a. SEC enabler must provide authentication mechanism(s) for principals (end users, applications)

b. Must provide authorization mechanism(s) for principals (end users, applications)

c. Must provide mechanisms for:

· Ensuring confidentiality

· Ensuring Integrity

· Ensuring signature / non-repudiation

· Protecting against attacks like DoS, replay, … 
3 Detailed Proposal

3.1 Introduction

In OMA-ARCH-2005-0370-SEC_AD_issues, we stated that based on our reading of the latest version of the AD (OMA-AD-SEC_CF-V1_0-20050705-D), we did not see the function mentioned in section 2.

In answer to that comment at the 15 Nov 2005 conference call, it was mentioned that actually the SEC AD addresses authentication and authorization as well as confidentiality and integrity. It was also mentioned that non-repudiation / signature and protection against DoS, replay etc are for later phases.

We believe that there may be confusion with the expectation described in item 1 in OMA-ARCH-2005-0370-SEC_AD_issues. 

In what follow, we use the definitions in OMA-RD-SEC_CF-V1_0-20051018-D.

3.2 Authentication Enabler
The primary security function required by almost all OMA enablers is the identification of the principal who interacts with an enabler implementation.  Many enablers perform their functions based on the identity of this principal – PoC, device management, data synchronization, browsing, etc.  Additionally, the charging operation resulting from such enabler execution will generally be applied to the account of the principal who invoked the enabler.  It is essential that OMA agree on methods for identifying the originator of an enabler request.  Many mobile data operations can be performed without providing confidentiality against unauthorized viewing, but almost no operations can be done without knowing the identity of the originator.
In item 1 of OMA-ARCH-2005-0370-SEC_AD_issues, the expectation for an authentication enabler was for having such an authentication enabler available to be called by a requester to check the validity of an identity claim (ID + credentials). 
A typical use case is where a resource needs to check and identity claims by explicitly calling the authentication enabler. It is illustrated in Figure 1.
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Figure 1 – Flow for a typical usage of the SEC authentication enabler.
It is possible that the SEC be used in proxy pattern as illustrated in Figure 2.
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Figure 2 – Proxy usage pattern for the SEC authentication enabler.

A particular case is when the proxy is PE or PEEM used in proxy mode. 
In both Figure 1 and Figure 2 calls to the SEC authentication enabler as done via its I0 interface.

Note that the requester may be any other resource.
We also expected interfaces to manage the authentication enabler.
3.3 Authentication in SEC AD
It seems that in OMA-AD-SEC_CF-V1_0-20050705-D, authentication is a function provided by an OMA enabler via the OSG for mutual authentication when establishing a secure link: the requestor's identity is determined as part of setting up the connection.
This function does not seem to be available for explicit calls to verify identity claims nor for management of the enabler.
3.4 Authorization Enabler
The second most important security function required by almost all OMA enablers is checking the authorization (i.e., permission) of the principal to interact with the enabler.   Of course, this function can only be performed after the originator’s identity has been determined via an authentication process.
In item 1 of OMA-ARCH-2005-0370-SEC_AD_issues, the expectation for an authorization enabler was for having such an authorization enabler available to be called by a requester to check that a particular principal is authorized to access a particular resource or one of its exposed methods. 

A typical use case is where a resource needs to check authorization by explicitly calling the authorization enabler. It is illustrated in Figure 3.
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Figure 3 - Flow for a typical usage of the SEC authorization enabler

Again, this can be proxied (e.g with PEEM / PE) as illustrated in Figure 4.
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Figure 4 - Proxy usage pattern for the SEC authorization enabler.

We also expected interfaces to manage the authentication enabler.
3.5 Authorization in SEC AD
It seems that in OMA-AD-SEC_CF-V1_0-20050705-D, authorization is a function provided by an OMA enabler via the OSG based on successful establishment of a secure link. 

This function does not seem to be available for explicit calls to check authorization for a action by a principal nor for management of the enabler (e.g. authorization tables).
3.6 Confidentiality and Integrity in SEC AD
We acknowledge that OMA-AD-SEC_CF-V1_0-20050705-D provides for the establishment of links that are secure and guarantee integrity of data exchanges over TCP/IP.

We question if it may be necessary to also provide an enabler that can be called to provide application level confidentiality and integrity protection instead of solely relying on transport mechanisms. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We invited the ARC WG and SEC WGs to discuss these aspects. In our view, the SEC WG should consider the viewpoint in section 3 and concentrate on defining the authentication, authorization functions of the security enabler. It should also analyze the need for additional confidentiality and integrity protection functions (application level).
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