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1 Reason for Contribution

Document OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format has been submitted.
2 Summary of Contribution

This contribution comments on some of the additions proposed in OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format. 
It does not affect comments made in OMA-ARC-2006-0005-PEM1_specification_discussion that still hold. However through discussions of the ambiguities of the definition for ruleset proposed in OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format, we illustrate with concrete examples the dependency between PEM-1 and a PEEM policy expression language and in particular our claim that proposal OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format makes significant, and unnecessary, restrictions and assumptions on PEL in its proposal for PEM-1.

3 Detailed Proposal

In this document, we assume that the definitions are the definition currently agreed in the PEEM AD (e.g. OMA-AD-Policy_Evaluation_Enforcement_Management-V1_0-20060108-D).

3.1 Notion of logical ruleset
3.1.3 Ruleset vs policy?
What is the difference between logical ruleset (as proposed in OMA-ARC-2006-0005-PEM1_specification_discussion) and policy?

In the current PEEM AD, Policy is an ordered combination of policy rules. 
A ruleset as proposed in OMA-ARC-2006-0005-PEM1_specification_discussion is a policy that consists of a collection of rules that operate as a whole to satisfy a specific policy evaluation request. 

What exactly is the difference brought by the qualification that the policy consists of a collection of rules that operate as a whole to satisfy a specific policy evaluation request? Is it the restriction to evaluation?

If there are no differences, why introduce a notion of logical ruleset that would overlap with the term used in policy expression languages and models (e.g. geopriv, XACML, …), where it has a different meaning from policy in general or as used in PEEM AD so far... This is problematic.
3.1.4 Ruleset and Evaluation?

Per the PEEM AD, a policy evaluation determines which policy rules result in true.

What about then executing the associated actions, i.e. policy execution?

3.1.5 To operate as a whole to satisfy a specific policy evaluation request?

We do not understand what this means. 

With our poor understanding, and assuming a difference with the generic definition of policy discussed above, it seems to imply that policy evaluation is performed once across the whole set of rules. 

At the minimum this would prevent policy topologies where conditions are evaluated when met and possibly depending on previous condition evaluations and action executions… It would therefore not in agreement with section 5.5. of the PEEM AD.

It seems that this restriction is essential to the definition and that would be the difference between ruleset and policy?

3.1.6 Implications of how the collection of to-be-evaluated rules is assembled?
The definition of ruleset proposed in OMA-ARC-2006-0005-PEM1_specification_discussion, is claimed not imply how the collection of to-be-evaluated rules is assembled.
However, we have identified in section 3.1.3, reasons to believe that it is in fact making significant restrictions on the supported policy topology. Such a topology makes (a) evaluation up front of all the conditions and (b) assumes independence of the result of previous condition evaluations and action executions. 

Both these restrictions are significant. In fact they imply that the notion of logical ruleset is no different from the notion of ruleset as currently met in the literature: this is what a ruleset is…
So while such a definition can accept different rule combination algorithms (e.g. as defined by XACML), in terms on when to stop evaluating conditions and what actions to execute, it is limited to conventional notion of ruleset with ruleset execution model assumptions.

It is therefore incorrect to state that there are no implications on how the collection of the to-be-evaluated rules is assembled. 

3.2 Dependencies of PEM-1 on PEL execution model / language

3.2.3 Examples of dependencies based on the definition of ruleset

Assuming that the basic construct for the combination of rules is a ruleset is a significant dependency on the language, e.g.:
· The language has such a construct

· The construct has a specific execution model

· Policy topologies are restricted to the types discussed section 3.1.3 

3.2.4 Examples of dependencies derived from the introduction of ruleset ID in PEM-1
Additional issues come from the notion of ruleset ID mandatory for the profiles that use it (RulesetProfile and SROEProfile). 

Based on the definition above, how can combination of rule set be possible?

For example, we do not believe that the approach and definition fit XACML ruleset when multiple ruleset are involved with a ruleset combination algorithm? Similarly, considering the incomplete proposal made in OMA-ARC-2005-0408-PEEM-TS-Policy-expression-language-details, we would like to understand what it means for example:

· To be a collection of rules that operate as a whole to satisfy a specific policy evaluation request, when multiple data structure are declared as ruleset data types in a programming language as apparently proposed and supported by OMA-ARC-2005-0408-PEEM-TS-Policy-expression-language-details?

· What happens when one of the ruleset data structures is not identified, while multiple ruleset data structures are declared?

· What happens in general when multiple ruleset data structures are declared? 

· What does it mean to have a ruleset data structure identified when multiple ruleset data structures are declared?

· …

It seems that the notion of declaring a ruleset identifier as a mandatory element is infact implying also that only one ruleset data structure can be declared! This is again a significant restriction.
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5 Recommendation

We have illustrated the ambiguity introduced with the proposed definition of logical ruleset. 

We also believe that this discussion illustrates with concrete examples the dependency between PEM-1 and a PEEM policy expression language and in particular our claim made in OMA-ARC-2005-0421-Comments_418, at the Athens meeting and in OMA-ARC-2006-0005-PEM1_specification_discussion, that proposal OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format (and earlier versions) makes significant, and unnecessary, restrictions and assumptions on PEL in its proposal for PEM-1.
On this basis, we can not accept the proposal to introduce the definition of ruleset proposed in OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format. We also maintain our previously stated issues against the proposal for PEM-1 contained in OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format.

We recommend that ARC note OMA-ARC-2005-0418R02-PEEM-TS-PEM-1-interface-format.
We urge ARC to spend time understanding first how languages and models can be resolved and the properties than PEM-1 must satisfy based on PEEM properties and languages agreements. We emphasize the fact that OMA-ARC-2006-0005-PEM1_specification_discussion discusses way forward based on such observations.
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