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1 Reason for Contribution

This contribution argues the need for certain basic PEL constructs.

2 Summary of Contribution

Any PEL (whether we specify on or not) needs to be able to support the basic defined entities: policy, rule, condition, action. The notion of “policy” needs to be supported as an object, not as “all the rules ever written in a domain”. We therefore will use the word ruleset instead of policy for the construct because policy is an overloaded term (it could mean all the rules existing in a domain), and the intent here is to refer purely to a collection of rules that operate as a whole in response to a policy evaluation request. The detailed proposal explains the semantics carried by each of the 4 constructs (ruleset, rule, condition, action) and how those constructs relate to each others. An EBNF syntax may be provided, if ARC decides to go ahead and specify a PEL. At this current time, the goal of this contribution is not to propose or endorse a specific PEL, but rather to describe those constructs that could be used as criteria to assess a language as being appropriate for expressing policies. The R02 revision does not introduce any new content, only addresses the comments received during the review. The R03 addresses comments agreed on-line during the review.
3 Detailed Proposal

X. Policy Expression Language selection criteria: Constructs and Semantics

This section describes constructs/semantics that need to be supported by a Policy Expression Language (PEL).
x.1 Ruleset
A ruleset (also referred to loosely as a policy) is a collection of rules that operate as a whole to satisfy a specific policy evaluation (or evaluation and enforcement). The ruleset is the subset of the policy rules that are applicable in a particular instance (i.e. will become candidates for the evaluation and enforcement process for a particular request). An algorithm that describes how the rules in a ruleset are to be combined is associated with the ruleset construct. The need for such a construct in the language is the result of the necessity to logically identify and separate a set of rules targeted for a specific purpose, from different set of rules targeted at different purposes.
Editor’s note: a new contribution is needed to describe rule combination algorithm associated with the ruleset construct (after x.1.1.2)
A ruleset is characterized by the following:

1. a name

a. the name serves as a means to manage a ruleset, separately from other rulesets. The name is assigned when a ruleset is created, and is used when the ruleset is viewed, modified, or deleted. A ruleset name may also be passed by a requester, to specify a policy that will be used in the evaluation.

2. an optional set of variables. Variables will be described as a language construct in a separate section.

a. the variables shall have global validity across all the rules in the ruleset. They include:

i. variables that may be assigned values as a result of input variables passed through an evaluation request (input variables)

ii. variables that may be assigned values as a result of the evaluation (output variables)

iii. variables that are used to store intermediate results, that may be used in the rules evaluation process across the entire ruleset, and then get discarded at the end of the policy evaluation(intermediate, or internal, variables)

3. a set of rules

a. a ruleset may include one or more rules

b. the rules within a ruleset may be optionally prioritized

4. other optional features

a. the construct may benefit of other features, such as a description and an optional domain that the ruleset is associated with. The domain concept may be useful during provisioning, if a service provider wants to group together ins a “domain” multiple rulesets that are addressing a similar topic, but used in different circumstances.
In conclusion, the ruleset construct is a container for a set of rules, and variables on which the set of rules operate. 
Variables are typed, and will be described in a separate section.
x.1.1 Rule

A rule consists of a rule condition, and a set of one or more rule actions. A rule evaluation consists of checking if the rule condition is true, and if it is, executing the rule actions in sequence. 

A rule is characterized by the following:

1. a rule name, which may be used both during policy management time (e.g. to allow the provisioning tools to point out errors (if any) in a ruleset). The rule name has no role during the evaluation process, other than to help in identifying potential errors through logging).

2. a condition

3. one or more actions

4. an optional usage description. The usage is ignored during the evaluation process.

A rule is part of a ruleset, a higher level construct.
x.1.1.1Condition
A condition is a Boolean expression (formed using variables, constants, mathematical operators and logical operators, and function calls) that evaluates to a Boolean value of TRUE or FALSE. Variables, constants, mathematical operators and logical operators and function calls are language constructs that will be described in separate sections.

A condition is part of the rule construct. Every rule contains a condition.
x.1.1.2 Action
An action is an operation that shall be executed if the condition of a rule evaluates to TRUE. Typical actions include:

· assigning a value to a variable

· calling a function

· doing nothing (null action)

An action is part of the rule construct. Every rule contains an action (a null action at the minimum), but may contain multiple actions
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5 Recommendation

We recommend that ARC agrees that the constructs of ruleset, rule, condition and action are the basic constructs needed in a PEL, and that, should we provide any documentation on PEL (specification, or just informative guidelines or best practices), we should include this text in a section describing the criteria that a PEL must meet.
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