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1 Reason for Contribution

Relate the PEM-1 TS concepts such as identifying technology-neutral identifiers/types to similar work done in 3GPP.
R02: Contribution 178 was received.  It is attempted to address comments in it here.
2 Summary of Contribution

We thank Lucent for making comments available at an early stage.  We attempt to address them in the remainder:

178#1: 
· It is not clear what is meant by “initial authorization of the PEEM request” – not explained (here or in the detailed section).

[Response] Good point.  We had understood “initial authorization” to include: verifying if the E-requestor permitted to make any or this particular request, verifying if non-request information (other context) is allowed to be read by the e-requestor. Other common initial procedures/sanity checks can also be admittance related: is the other context references present, are all templates used understood, are all mandatory parameters/templates present, are conditional parameters/templates present if the conditions are fulfilled, are conditional parameters/templates present while the conditions are not fulfilled, is there some ‘server’ error: e.g. maintenance (if so, the request could be ‘delayed’ until the update has completed), database disconnected, overloaded, …

Many of these initial procedures will all cause error codes if the conditions are violated.  Some of the parameters to perform these checks are candidates for the binding sections.  A flow that mentions such checks, parameters and their related error codes would be useful.
· Authentication of E requester may indeed be be out-of-scope – but it is too early to tell since we haven’t discussed specific protocols yet. Given that, an assertion that it would be somehow be handled by the “binding” may be misleading, since specific bindings have not been proposed/discussed.

[Response] The text commented reads “(we assume that describing the parameters for authentication of the E requester is out of scope for templates and handled by the binding)”.  1) To assert is in our opinion not a synonym for to assume. 2) an assumption can be proven wrong or unconvincing but we have trouble with characterising this as potentially causing ARC “to accept something false, especially by trickery or misrepresentation” (a paraphrased definition of to mislead).
178#2:

There is nothing “incidental” about 328 & 329 with respect to DIAMETER. Both contributions acknowledge the use of DIAMETER and no other technology for the purpose of achieving the Sh reference point.

[Response] Note the NOTE that says “Note: to my knowledge, 3GPP does not bind Reference Point Sh to other protocols than Diamater.”.  Sh is identified/defined in as a Reference Point in TS 23.002 & TS 23.228.  The text explains that the Sh interface is used as part of this Sh Reference Point.  The title of TS 29.329 reads “Sh Interface based on the Diameter protocol”.  Clearly, there is only one binding specified by 3GPP for the Sh interface, namely to Diameter.  There is also only one interface specified in 3GPP to fulfil the needs of the Sh reference point: Sh Interface.  Admittedly, the distinction is between Reference Point and Interface is somewhat blurred.  I can only speculate about the reasoning behind this blurriness, perhaps people in 3GPP felt that a binding to, say, Radius was not in the interested of the 3GPP membership.  

Regardless, Lucent’s comment was against the following sentence “See for example 3GPP TS 29.328.  29.238 contains signalling flows and message contents for the Sh reference point.  Incidentally, another 3GPP specification (TS 29.329) provides a detailed binding of Sh (according to 29.328) to Diameter.  The Diameter application that satisfies the “Sh interface application” is identified by IANA as 16777217.”  After reading it again and again, there is nothing in that sentence that is contradicted by Lucent’s comment.  What is the point?
178#3

This is misleading information. There is no formal methodology or notion of templates, standardized templates, master templates, or regular templates to be found in the referenced 3GPP TS. It is possible that the author is paraphrasing/extrapolating, but the concepts and definitions do NOT in fact exist in the reference documents. It is fine to suggest to look at what other organizations are doing, but it is misleading an unacceptable to make assertions and references to a methodology that does not exist. Should one study those references, one would realize that those specifications are simply listing parameters and messages, and stay away from formalizing any methodology. Which may make sense in their case, given that they started with the assumption that the interface will always be realized only using DIAMETER.

[Response] Lucent commented against the following sentence “In our view, the approach consists of identifying templates (in particular, one could view the contents of TS 29.328 as identifying 8 standardized master templates (see below for definition) [in section 6.1 of TS 29.328] and 1 standardized regular template (see below for definition) [in section D of TS 29.328])”.  We DO NOT allege these TSes make mentioning of “formal methodology or notion of templates” (in fact the word ‘formal’ doesn’t even occur once in 146R01).  We kindly ask Lucent to clarify what in the sentence that was commented on us ‘misleading’.  Subsequently, we also kindly ask Lucent to consider rephrasing if no basis the allegations exist.
178#4
There seems to be an implication that 3GPP uses the concepts of “template:, “master” and “regular”. I have not found such evidence in 3GPP.

[Reponse] we do NOT suggest the terms “template:, “master” and “regular” are used in 3GPP.

178#5

This seems to be a requirement on the “Regular Template”. We need to understand the justification for using XML. Note that even in the 3GPP references provided, XML is ONLY used when a parameter passed is an XML document (in which case it makes obvious sense to give the syntax of the document in XML). Other than this case, only plain English is used everywhere in the 3GPP specs referenced.

[Response] XML is used to convey data between HSS and AS by Sh.  XML can be used a language to define the contract between the entities and XML is computer readable but also human readable.  XML is well-typed and a specification that can be reused in the context of PEEM for the purposes of specifying PEM-1 templates such that PEM-1 parameters are typed, identified, and indicate optionality or not.  PEEM can reuse specifications and while doing so, ensure rich expression and typing of templates.  Sure, there are other ways of ensuring interoperability and prevent ambiguity, however, the benefits of XML are clear.
178#6

This is confusing. Same author advocated “Standardized templates” in another contribution – but here the notion of “standardized templates” disappeared, yet new notions (undefined via a formal definition in the terminology section) appear instead.

[Response] Contributions should be stand-alone as far as possible.  In this particular case, the other contribution proposes a change against TS, while this contribution seeks to discuss an approach to be considered for formalizing specification of templates.
178#7

Not clear what is meant by “initial authorization of the PEEM” ?

[Response] There is an error in this sentence, thi should read “initial authorization of the Policy Evaluation Request”.  See also ‘178#1’
178#8

Is this the requestor that issues a request to PEEM, or the originator that issued a request to the requestor to PEEM – please clarify.

[Response] E requestor (the requestor that issues a request to PEEM)
178#9

Who is the user (the user of PEEM, the user of a resource that uses PEEM, other alternatives) ?

[Response] the user of a resource that uses PEEM
178#10

What would that be?

[Response] in the case of CBCS, this regular template could e.g. include the URL locating the content.  
178#11

What does “qualifiers”  mean – I have not found any definition for it.

[Response] Maybe the term ‘attribute’ is better.  An example is given.
178#12

Can be defined ? Before it was stated “must be defined in plain English and XML”.

[Response] Note that RFC 2119 is not referenced.  
178#13

What is “Policy Evaluation Answer template” - undefined term.

[Response] term is used prematurely.  We suggest that the authors also see also the flow section.
178#14

In PEEM we used interfaces, not reference points.

[Response] good point.  Term corrected.
178#15
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This maybe a contradiction. Question: is Master Template a standardized template, using Telcordia terminology provided in another contribution ? If so, it must be a template specified by OMA, hence should not include “regular custom templates.” If it is NOT a standardized template, then why do we talk about it at all at length ?.

[Response] “Master Template can contain any combination of Regular Custom or Standardized Templates.”  A Master Template can contain any number of templates (including standard (i.e. defined by OMA) and custom templates (i.e. not defined by OMA)).  Obviously, if a custom template is included, the master template itself is a custom template.
178#16

DIAMETER may be an appropriate protocol. The question is only whether we do not need a targeted contribution for such a proposal. This contribution, I thought, was focused on technology neutral templates” discussion, so it should not be biased by a specific technology. Given that first clarifications of definitions were required  I am surprised to see mixing specific bindings in this discussion.

[Response] If your observation is that this is not the contribution the targeted contribution aiming to bring in Diameter as a binding, then that is correct.  Diameter is staged as a candidate binding technology (in the opinion of Telcordia).  Note that in the recommendation we claim that further contributions are needed.
178#17

This needs more study, and specific examples of attributes, and needs to fit into the current baseline – or an alternative baseline be provided. It also may be worth discussing AFTER agreeing to basic definitions in sync with the current baseline (see 147). Master and regular, assuming I understood the use correctly, may not be the right nomenclature – in particular “regular” seems to be misplaced.

[Response] Note that in the recommendation we claim that further contributions are needed.
178#18

There seems to be a contradiction between 2 of Telcordia’s own contributions (146 vs. 142). I thought contribution 142 just asked ABNF to be taken out of the references – this seems a contradiction.

[Response] a TS should not define terms or use references that are not used.  ABNF is not used in the current TS.  This contribution, in fact does not propose to add text to the TS. A contribution that does propose adding text to the TS, text that includes mentioning of ABNF, should also introduce the reference.
178#19

There is a need to understand why the use of XML is needed – there was no justification for this so far. The use of XML in the referenced 3GPP documents is for a very specific reason that we have not encountered here yet.

[Response] The data accessible using Sh and made available by the HSS is specified in XML.  This contribution suggests to express data made available using PEM_1 by the E requestor using XML (see also response to 178#5)
178#20

· Is this a new reference, or a typo ? 

[Response] Thank, this is an unfortunate typo.  It is corrected.

· Previously references to 328 and 329 were given. Also, is it possible to get complete references with hyperlinks ? 

[Response] Yes

· Finally – explain the relevance of this comment to PEM-1 TS. Why would PEM-1 TS care that the editor of TS 29.238 (or, 328 if that was a typo) mention XML Spy as a verification tool ?

[Response] just today there happens to a discussion on DM about a particular vendor’s parser failing to parse a DTD:

<some vendor’s> XML parser has a problem validating the new DDF DTD that was put out on the OMA web site.
Line 42, column 50: “OMA IPR Declarations” contains illegal character ‘“’.

XML may parse fine to the human eye, but it needs to be verified if the XML is parsed by available parsers.  It is suggested that XML Spy sufficiently deals with this question from the perspective of Sh-enthusiasts in 3GPP.
178#21

This is a valid explanation, when machine parsing is needed. Telcordia should therefore explain why they think that a template (a technology neutral description) would need machine parsing, other than when a parameter is of type “XML document”. So far no such parameter has been proposed yet.

[Response] This is a good point.  

a) the Master Templates’ Regular Template field should be of type ‘XML document’.

b) A template is technology neutral but could be expressed in some language like XML in order to benefit from its type system and type composition system.  Templates are bound to technologies using technology bindings.  In the hypothetical case where one binds to diameter, on could bind only Master Template elements to AVPs.  Note that the Master Template includes a Regular Template field.  The regular Templates contained in the Master Templates’ Regular Template field don’t require AVPs.  In the case of Diameter, this structuring of templates would not require modifications to the Bindings section in the TS if new Templates are Standardized.
178#22

No such need has yet been identified so far.

[Response] It could be possible for particular bindings such as the one illustrated in 178#21b
178#23

Is this a contribution about PEM-1 template model ? IMO, a separate contribution, more substantive than a mere statement, is needed to propose specific technologies.

[Response] True, note that this bullet is part of a list.  The list is introduced as “To agree on the following as a structured way forward and to encourage contributions accordingly”
For the purposes of this document, we wish Templates to be understood as a technology-neutral set of (optional or mandatory) identifiers and types needed when requesting and performing policy evaluation or when returning the policy evaluation result.  Templates may include other templates.
3GPP has some experience with normatively representing (optional or mandatory) identifiers and types in an interchangeable manner.  

This proposal suggests that there is a template hierarchy:

Master template: this is a template that cannot be included in other templates

Regular template: a template that can be included in other templates.  A regular template may be a BLOB.
The Standardized (policy evaluation request and answer) Master Template is to contain minimally:

· master template identifier,

· the template parameters that are essential for initial authorization of the PEEM request (we assume that describing the parameters for authentication of the E requester is out of scope for templates and handled by the binding), 
· an instance of a (policy evaluation request or answer) regular template,
· error codes (e.g. authorization failure, unknown template, incomplete information, unknown attribute), and

· possibly some attributes (e.g. the what is termed the external policy reference in 93R03).
3 Detailed Proposal

3GPP has some experience with normatively representing (optional or mandatory) identifiers and types in an interchangeable manner.  See for example 3GPP TS 29.328.  29.238 contains signalling flows and message contents for the Sh reference point.  Incidentally, another 3GPP specification (TS 29.329) provides a detailed binding of Sh (according to 29.328) to Diameter.  The Diameter application that satisfies the “Sh interface application” is identified by IANA as 16777217.
Note: it is not Telcordia intention to derive PEM-1 from Sh.  Instead, we point to these documents as ones that contains a methodology and lessons learned when it comes to specifying what we could consider ‘templates’.

Note: to my knowledge, 3GPP does not bind Reference Point Sh to other protocols than Diamater.

This 3GPP approach could be one we can reuse during our PEM-1 TS work.  In our view, the approach consists of identifying templates (in particular, one could view the contents of TS 29.328 as identifying 8 standardized master templates (see below for definition) [in section 6.1 of TS 29.328] and 1 standardized regular template (see below for definition) [in section D of TS 29.328]).  Additionally, the document contains flows that suggest how a request is to be handled, authorized, and which error conditions are tested.  Finally, the second document binds the ‘templates’ to a Diameter ‘application’.
Templates

This proposal suggests that there is a template hierarchy:
Master template: template: this is a template that cannot be included in other templates. The master template MUST include some parameters (a few are outlined below)
Regular template: a template that can be included in other templates.  Regular templates must be described in XML Schema and plain English.  There are no restrictions or requirements on the content of regular templates.  A regular template may be a BLOB.
The Policy Evaluation Request Master Template is to contain minimally:

· master template identifier (if there are more Policy Evaluation Request Master Templates), 

· the template parameters that are essential for initial authorization of the Policy Evaluation Request:

· Origin Host [Mandatory], (identifies the host that is the originator of the request)
· User Identity [Mandatory] (identity of the user for whom the policy evaluation is required)
· an instance of a regular Policy Evaluation Request template [Mandatory], and
· possibly some attributes (e.g. what is termed the external policy reference in 93R03) [Optional].

The Regular Template can be defined in XML Schema.  It describes the information needed to evaluate applicable policies.

The Policy Evaluation Answer Master Template is to contain minimally:

· master template identifier (if there are more Policy Evaluation Request Master Templates),

· error codes (e.g. authorization failure, unknown template, incomplete information, unknown attribute) [Optional], and

· an instance of a regular Policy Evaluation Answer template [Optional].

Flow
The figure depicts two messages between the E Requestor and PEEM over the PEM-1 interface: PER stands Policy Evaluation Request and PEA stands for Policy Evaluation Answer.  PER and PEA each have unique Master Templates.  A Master Template can contain any combination of Regular Custom or Standardized Templates.
Detailed behaviour must be described in a flow section.  It could include details on the authorization procedure (i.e. what error code to return if the E requestor or Principal fails the initial authorization procedure), what error code to return in case of a database error, etc.


[image: image1.emf] 

E   requestor  

PEEM  

PER   PEA  


Binding
The templates bind to one or more protocols.  Telcordia believes Diameter is at least one of the protocols PEM-1 must bind to. Protocols are self contained and have some inherent functionality and parameters.  We have proposed that not all functionality realized by a protocol is made visible as template parameters.  Examples are the parameters required for authentication of the E requestor.  Others can be identification of the message type (i.e. whether the message is a PEA or PER), origination and destination realms, session identifiers, any lower (communication) layer error codes, etc. 
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To agree on the following as a structured way forward and to encourage contributions accordingly:

· To adopt the notion of master and regular templates.  This would allow PEEM to be an extendible framework for other kinds of policy evaluation than currently foreseen.  Templates enabling these “other kinds of policy evaluation” should go into other TSes than the PEEM PEM-1 TS.
· PEM-1 master templates must be specified in plain English using tables and in ABNF. The ABNF must be consistent with the plain English description.

· PEM-1 regular templates must be described in plain English using tables and in XML Schema.  The XML Schema must be normative and must be consistent with the plain English description.  This XML Schema should be verified with a XML Schema verification tool.  
Note that the editor of TS 29.328 mentioned XML Spy as a verification tool.

Note: The reason for the difference in machine readable representation techniques between master and regular is rooted in the relative ease by which templates specified in XML Schema can be interpreted, combined or extended.  Master templates are not intended for combination or extension.  Additionally, it could be possible to transmit a XML Schema instance document in the PER or PEA.

Note that if XML Schema instance documents are exchanged, XML parsers may be required.

· The number of Master Templates should be limited to a minimal set or pairs.

· A flow section that would describe the functionality expected such as authorization and error conditions: invalid attributes, unknown regular templates, etc.

· Diameter is a candidate for the normative binding section in the PEM-1 TS.
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