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1. Scope
(Informative)

<< Briefly describe the scope of this document – how it presents the architecture of this particular enabler.  Include an explanation of how this architecture relates to Open Mobile Alliance activity.  If it adds clarity, also describe what is not in the scope of this architecture.  DELETE THIS COMMENT >>

2. References

The policy and guidelines for references, particularly to material from other organizations, is available at http://member.openmobilealliance.org/ftp/tp/gen_info/Reference.shtml, the following is a brief summary:

1.
OMA documents listed should have at least one approved version – draft-only docs should not be referenced.  Exception exists for reference use in documents that will be approved with or after a referenced doc is approved (may be part of same enabler package).  In short – approved docs should not reference unapproved docs.

2.
When a reference is made to an OMA specification, then Open Mobile Alliance with the TM symbol (™) should be used in the description.

3.
The name + version (no date) for OMA specifications are generally sufficient – dates should be used only if there is a specific reason to limit the usage.

4.
For references to WAP Forum docs, dates should not be included as DID's for the old WAP Forum specifications are enough and the reference description should refer to WAP Forum™.

5.
References to other docs should similarly provide sufficient information to uniquely determine the needed document and should provide the appropriate source information.

6.
The URL for OMA material (new OMA and affiliate) should always be http://www.openmobilealliance.org (an exception is OMNA that is reached through http://www.openmobilealliance.org/tech/omna)

Models to use


[REFLABEL]
<General Model> “Ref Title”, Ref information (source, date, id),
URL:http//<ref-source>/ 


[OMADOC]
<OMA Model> “OMA Document Title”, Open Mobile Alliance™, OMA‑<docname>{‑<version>}, URL:http//www.openmobilealliance.org/ 

If there are no entries in the table – enter ‘none’ to be clear.
DELETE THIS COMMENT

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[CBCS-RD]
	“Categorization-based Content Screening Framework Requirements”, Open Mobile Alliance, OMA-RD_CBCS-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 

	
	

	
	<< Add/Remove reference rows as needed! >>


2.2 Informative References

	[OMA-DICT]
	“Dictionary for OMA Specifications”, <doc ref>,URL:http://www.openmobilealliance.org/

	
	

	
	<< Add/Remove reference rows as needed! >>


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

<<The Architecture Document is assumed to contain normative material and is expected to use the previous two paragraphs, if not (is it really an AD?), replace it with the following paragraph.  DELETE THIS COMMENT >>

This is an informative document, which is not intended to provide testable requirements to implementations.

<<If needed, describe or declare using appropriate normative references the additional conventions that are used.  DELETE THIS COMMENT >>

3.2 Definitions

For the purposes of the present document, the terms and definitions given in [OMA-DICT] and the following apply:
<< Add definitions in new rows of the following table as needed.  Delete all definitions that are not used in the document.
DELETE THIS COMMENT >>

	Authorized Principal
	A Principal (see [OMA-DICT]) with permissions to perform specific action(s) or receive specific information [CBCS RD]

	Categorization Based Content Screening User
	The person or the entity, using a device, whose receivable or transmitted content is subject to  a CBCS Enabler implementation [CBCS RD]

	Categorization Based Content Screening User Profile
	The User Profile (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Content Category
	A category assigned to content, aiming to describe the characteristics of the content [CBCS RD]

	Content Provider
	The entity making content available to the Categorization Based Content Screening User [CBCS RD]

	Categorized Content
	Content for which one or more Content Categories have been assigned [CBCS RD]

	Pre-Categorized Content
	Categorized Content which includes its Content Category and the Content Provider’s identity [CBCS RD] 

	Non-Categorized Content
	Content for which no Content Category has been assigned [CBCS RD]

	Content Scanning
	The act of determining the Content Category (or Content Categories) of the content [CBCS RD]

NOTE: Content scanning does not include pattern matching operations that support the processing of screening rules but it may include pattern matching operations that result into determining a global content category of the content.

	Content Screening
	The act of blocking, allowing or amending content [CBCS RD]

	Screening Rule
	A Policy Rule (see [OMA-DICT]) that uses Screening Criteria and Screening Actions [CBCS RD]

	Screening Action
	A Policy Action (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Screening Criteria
	Policy Conditions (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]


3.3 Abbreviations

For the purposes of the present document, the abbreviations given in [OMA-DICT] and the following apply:
<< Add abbreviations as needed to the following table.  DELETE THIS COMMENT >>

	Xxx
	xxx

	
	


4. Introduction
(Informative)

Editor’s note: reconsider the use of capitals for defined terms.  Ensure the references to requirements remain valid.
As the multimedia capabilities of mobile terminals improve, an increasing number of content services become available to mobile Subscribers.  As a consequence, the mobile User’s exposure to illegal, undesired or malicious content also increases.  As mobile devices have become widespread among all parts of the population, this creates a new challenge of protecting Subscribers, for example minors, from inappropriate content.

The objective of the Categorization Based Content Screening (CBCS) Enabler is to screen content, independent of either the Resource (e.g. Device [CBCS-RD: CBCS-FUNC-24]) used to request screening or the Enabler or protocol used to deliver the content to the device [CBCS-RD: CBCS-FUNC-017].

The screening process may use information such as a content category, other information (e.g. pre-categorized content [CBCS-RD: CBCS-FUNC-005], source of content (for example, the URI or the content owner), etc. [CBCS-RD: CBCS-FUNC-012]), CBCS user profile (such as the user’s age), and screening rules.  As a result of applying the rules, the content may pass, be blocked, be subject to modification, be combined with a warning, or pass after consent is received.  The screening rules are managed by authorized Principals [CBCS-RD: CBCS-ADM-006].
NOTE: the above references and description is not intended to exhaustively capture all requirements in the CBCS RD [CBCS RD].
4.1 Planned Phases

<< Specify where this architecture is within the projected phases (e.g. phase 1.0, phase 2.0, etc.).  If the current phase is greater than phase 1.0, briefly describe how this version of the architecture differs from the previous version.  It may be appropriate to include a separate sub-section for the various phases. 

If no additional phases are planned beyond this architecture then state so.

DELETE THIS COMMENT >>

4.2 Security Considerations

<<Describe possible security considerations that may arise due to the architecture proposed. Particularly please consider the following issues:

Does the AD introduce any functionality that may require a review by the Security Group?

Does the AD define or make use of any security features? (e.g. Authentication, Encryption, etc). If so please list potential security threats that lead to the introduction of these security features.  Please reference the relevant security sections

Is any security functionality needed by the enabler and considered outside the scope of the AD? If this is the case please state in this section. 

DELETE THIS COMMENT >>

5. Architectural Model

<< This section defines the enabler’s architectural model.  The model identifies: a) all internal functional components of this enabler, and b) all of the communication relationships between the components of this enabler and with other enablers and applications (including those specifications not defined by OMA).

This section SHOULD contain a diagram of the architecture.  Diagrams in this section should contain logical entities only and not conflate logical entities with physical entities.  However, mobile terminals and networks may be shown because of their potential relevance in the design of the architecture.  Figure 1 is an illustrative example of an architectural diagram and should be modified to reflect this architecture.

Working Groups SHOULD re-use functions specified by other enablers.  Working Groups should consult other Architecture Documents and Specifications to identify any of this architecture’s functionality (e.g. its systems, subsystems, interfaces, etc) that is already specified. 

This section MAY include an explanation and/or diagram to show how this architecture relates to the various views (i.e. the reference point view) defined in  “Inventory of Architectures and Services”.  This diagram and explanation, however, are optional.  

DELETE THIS COMMENT >>

5.1 Dependencies

The following text places the description of the CBCS enabler found in Section 4 in the context of concepts defined in the PEEM AD [PEEM AD].  The CBCS enabler contains two components: 
· content screening component: screens according to Screening Rules, CBCS User Profile information and content category/other characteristics (see also Section 5.3.1, but for the purposes of identifying dependencies, please note the resemblance with PEEM [PEEM AD: Section 5.3.1]), and

· content categorization component (see also Section 5.3.2).  
The content screening component can be deployed in the proxy usage pattern [See section 5.2] and/or in the callable usage pattern [See section 5.2].  Applying the CBCS enabler reduces functional overlap between enablers [OSE RD] in case the same screening rigour is applied to content delivered using browsing, including (but not limited to) HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.  Finally, it is evident from [CBCS-RD: CBCS-ADM-006] that an interface is required for the purposes of managing Screening Rules [PEEM AD: Section 5.3.3].

To ensure the use of coherent terminology and consistent architectural mapping, this enabler reuses the PEEM AD as a baseline when defining a CBCS-specific PEEM callable interface and a CBCS-specific PEEM management interface for the content screening component. The high level PEEM requirements are defined in the PEEM RD [PEEM RD]. Note that the purpose of the PEEM RD and PEEM AD is not to mandate if and how enablers such as CBCS should support the PEEM callable interface and PEEM management interface. Instead, the CBCS RD [CBCS RD] and this document define CBCS enabler specific requirements and how to apply the PEEM callable interface and PEEM management interface. The content screening Component depends on PEEM [PEEM AD] for its PEEM specified callable interface (a.k.a. PEM-1) and PEEM specified management interface (a.k.a. PEM-2).  The content screening component proxy usage pattern may be realized using the PEEM proxy usage pattern and the content screening component callable usage pattern may be realized using the PEEM callable usage pattern. 
NOTE: in the PEEM proxy mode the enablers delivering the content that is intercepted may have already categorized the content and therefore needs to support a means to convey the categorization information.
5.2 Architectural Diagram

Editor’s note: contributions are invited to introduce a figure that is inspired by the PEEM AD.  One that conveys the CBCS enabler can be in PEEM proxy mode and PEEM callable mode.
This section contains the CBCS architectural diagram using some PEEM nomenclature [PEEM AD]. 
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Figure 1. CBCS Enabler architecture

Editor’s note: the CBCS-1 (PEM-1) interface name may change pending other ARC decisions

The CBCS user profile is made available to the Content Screening Component using an I2 interface, and it is not depicted.
For both proxy and callable usage patterns, the Content Screening Component may interact with other resources.

A proxy interface is supported in the Content Screening Component proxy usage pattern (see Figure 2). In this usage pattern the Content Screening Component acts as a proxy between the Categorization Based Content Screening User and the Content Provider.

[image: image3.emf]Proxy interfaces PEM-2 Interfaces 

to other 

resources

Content

Screening

Component

Content

Categorization

Component

CBCS-2

Legend

Component part of the CBCS enabler


Figure 2. Content Screening Component proxy usage pattern
In the callable usage pattern the content screening component can be explicitly called by means of CBCS-1 to perform a content screening (see Figure 3).
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Figure 3. Content Screening Component callable usage pattern

5.3 Functional Components and Interfaces

Editor’s note 1: Since CBCS depends on PEEM; it is FFS if a Diameter binding exists for the CBCS’ PEM-1 interface.

Editor’s note 2: It is FFS if all requirements in CBCS RD [CBCS RD] are addressed.
5.3.1
Content Screening Component

The Content Screening Component has the following features:

· identifies the Screening Rules associated with the request 

· processes the Screening Rules:

· The processing of the Screening Rules may use content category/other information received and any other needed context information (e.g. CBCS User Profile). 

· As determined by the Screening Rules, processing may depend on the results of other functions (e.g. pattern matching).  Note that specification of the interface to these functions is not in scope of CBCS

· The Content Screening Component may determine a decision:

· in the proxy usage pattern the Screening Rules processing may complete by enforcing the resulting decision, or

· in the callable usage pattern: the Screening Rules processing may complete by returning a decision to the requesting resource or perform enforcement itself. If a decision is returned to a resource, that resource is in control of deciding how to handle the rendered decision. 

· provides the functions of creating, updating, deleting, and viewing of Screening Rules.

NOTE: The Content Screening Component could be realized using PEEM, assuming that that PEEM realization supports CBCS-1, Screening Rules and CBCS-2.

5.3.1 Content Categorization Component

Upon request, maps content/other characteristics to one or more Content Categories.  The content category is determined using a one way function.  One or more content categories are returned. If needed, pattern recognition functions may be involved during the determination of the content categories to be returned, but they are not directly exposed through the CBCS-2 interface, hence this is only an implementation issue.
5.3.2 CBCS-1 (PEM-1)

This interface is derived from PEM-1 [PEEM AD].  Specifically, Content Screening User identification, content or a content signature (e.g. URI), and other information (e.g. source of content (for example, the URI or the content owner)) is passed over this interface in order to allow processing of the Screening Rules.

Editor’s note: the name of this interface can change; it could become PEM-1 (CBCS-1) or stay CBCS-1 (PEM-1)
5.3.3 CBCS-2

Using this interface a component can request categorization of content. Input parameters include the content itself or a content signature (e.g. URI) and/or other content related information (e.g. source of content (for example, the URI or the content owner)).  A set of content categories (i.e. zero or more) is returned.  

NOTE: This interface satisfies [CBCS-RD: CBCS-FUNC-002], [CBCS-RD: CBCS-FUNC-003], [CBCS-RD: CBCS-FUNC-018], and [CBCS-RD: CBCS-FUNC-019].
5.3.4 Proxy Interface

Like in the [PEEM AD, Section 5.3.2], the Proxy interface is not specified by CBCS.  Examples include (but are not limited to) browsing, HTTP, and messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.

5.4 Other components and interfaces

In addition to components and interfaces mentioned in Section 5.3, there are other elements represented in Figure 1 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 1 that interact with CBCS:
· PEM-2

· This interface is PEM-2 [PEEM AD]. It allows Authorized Principals to manage Screening Rules.
· Interface to other resources
· Like in the [PEEM AD, Section 5.3.5], the Interface to other resources (e.g. other than the Content Categorization Component) is not specified by CBCS. The “Proxy Interface” and the “Interface to other resources” have similar properties and behaviour.
5.5 Flows

<< The objective of this section is to describe the high-level logical flows between the architectural entities.

DELETE THIS COMMENT >>
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