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1. Scope
(Informative)

This document provides the architecture for the Category-Based Content Screening (CBCS) enabler of OMA.

The CBCS enabler evaluates and/or enforces Screening Rules. Screening Rules are applied to requests to
, or responses from resources
. Or, Screening Rules are applied when explicitly called by a requester
.

The architecture shown in this document is intended to facilitate the development of specifications for defining, managing, evaluating, and enforcing policies in a way that is scalable and flexible yet independent of any specific implementation scheme. Additionally, the architecture enables reuse by other enablers so that their requirements are satisfied.

Note also that this enabler does not specify individual Screening Rules, but rather addresses requirements on how to express Screening Rules.
2. References

2.1 Normative References

	[OSE]
	“OMA Service Environment”
URL: http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[CBCS-RD]
	“Categorization-based Content Screening Framework Requirements”, Open Mobile Alliance, OMA-RD_CBCS-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 

	[PEEM-AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, URL:http://www.openmobilealliance.org/ 


2.2 Informative References

	[OMA-DICT]
	“Dictionary for OMA Specifications”, <doc ref>
,URL:http://www.openmobilealliance.org/


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.

3.2 Definitions

For the purposes of the present document, the terms and definitions given in [OMA-DICT] and the following apply:
	Authorized Principal
	A Principal (see [OMA-DICT]) with permissions to perform specific action(s) or receive specific information [CBCS RD]

	Categorization Based Content Screening User Profile
	The User Profile (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Content
	Digitized work that is processed, stored, or transmitted. It includes such things as text, presentation, audio, images, video, executable files, etc. Content may have properties such as media type, mime type, etc.

can be content part of a message (request or responses) but also could be the request itself (for example an HTTP request can have forbidden names).


	Content Category
	A category assigned to content, aiming to describe the characteristics of the content [CBCS RD]

	Categorized Content
	Content for which one or more Content Categories have been assigned [CBCS RD]

	Pre-Categorized Content
	Categorized Content which includes its Content Category and the Content Provider’s identity [CBCS RD] 

	Non-Categorized Content
	Content for which no Content Category has been assigned [CBCS RD]

	Content Scanning
	The act of determining the Content Category (or Content Categories) of the content [CBCS RD]

NOTE: Content scanning does not include pattern matching operations that support the processing of screening rules but it may include pattern matching operations that result into determining a global content category of the content.

	Content Screening
	The act of blocking, allowing or amending content [CBCS RD]

	Screening Rule
	A Policy Rule (see [OMA-DICT]) that uses Screening Criteria and Screening Actions [CBCS RD]

	Screening Action
	A Policy Action (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]

	Screening Criteria
	Policy Conditions (see [OMA-DICT]) applicable to the CBCS Enabler [CBCS RD]


3.3 Abbreviations

For the purposes of the present document, the abbreviations given in [OMA-DICT] and the following apply:
	CBCS
	Category-Based Content Screening

	PEEM
	Policy Enforcement, Execution and Management


4. Introduction
(Informative)

As the multimedia capabilities of mobile terminals improve, an increasing number of content services become available to mobile Subscribers.  As a consequence, the mobile User’s exposure to illegal, undesired or malicious content also increases.  As mobile devices have become widespread among all parts of the population, this creates a new challenge of protecting Subscribers, for example minors, from inappropriate content.

The objective of the Categorization Based Content Screening (CBCS) Enabler is to screen content
, independent of either the Resource (e.g. Device [CBCS-RD: CBCS-FUNC-24]) used to request screening or the Enabler or protocol used to deliver the content to the device [CBCS-RD: CBCS-FUNC-017].

The screening process may use information such as a content category, other information (e.g. pre-categorized content [CBCS-RD: CBCS-FUNC-005], source of content (for example, the URI or the content owner), etc. [CBCS-RD: CBCS-FUNC-012]), CBCS user profile
 (such as the user’s age), and screening rules
.  As a result of applying the rules, the content may pass, be blocked, be subject to modification, be combined with a warning, or pass after consent is received
.  The screening rules are managed by authorized Principals [CBCS-RD: CBCS-ADM-006].
We suggest adding a general diagram showing CBCS and possible interactions with other entities.

NOTE: the above references and description is not intended to exhaustively capture all requirements in the CBCS RD [CBCS RD].
4.1 Planned Phases

All the CBCS requirements are planned to be fully met in this release. No future releases are currently planned.
4.2 Security Considerations

The CBCS enabler can be applied according to two usage patterns (callable and proxy usage pattern). In both usage patterns, interaction with the CBCS enabler implementation may be within the same domain or between different domains, and the resources that interact with the CBCS enabler implementation may differ per usage pattern; 

· in the proxy usage pattern the requesting resource (e.g. enabler, content provider, CBCS user) may reside in the same domain as the CBCS enabler domain and security measures should be considered that allow for secure intradomain exchanges. Alternatively the requesting resource may reside in a different domain from the CBCS enabler domain hence security measures should be considered that allow for secure interdomain exchanges. The intercepted requestmay need security, e.g. web services security. 

· in the callable usage pattern (see Section Error! Reference source not found.)
 the CBCS enabler can be explicitly called by a requesting resource (e.g. network element) that may reside in the same domain as the CBCS enabler domain and security measures should be considered that allow for secure intradomain exchanges between requesting resource and CBCS enabler. Alternatively the requesting resource may reside in a different domain from the CBCS service enabler domain hence security measures should be considered that allow for secure interdomain exchanges between requesting resource and the CBCS enabler. 

Note that different domains may imply: different administrative domains, different security domains and/or the need to traverse insecure networks between the domains.

In both usage patterns the CBCS service enabler may delegate to (i.e. make a request to) other enablers such as a charging enabler. These other (delegated to) enablers may or may not reside in different security or administrative domains and appropriate security measures should be considered for each case. In particular, it is important to be able to ensure that the different systems (CBCS and other resources) get access only to the information that they need to know to perform their functions (e.g. payment details are not made available to authentication resource etc.). Appropriate key management and selective encryption when delegating functions may be required and may be specified by the screening rules.

In both usage patterns the CBCS enabler policies are managed
 (i.e. create, modify, view, delete policies) through the management interface PEM-2
. Various management actors such as network operator and end-user must be supported and appropriate associated security measures need to be applied: it should be possible to authenticate requestors, e.g. principles authorised by service provider or third party or an end user) and secure the PEM-2 exchanges for both the intradomain and the interdomain case.
5. Architectural Model

5.1 Dependencies

The following text places the description of the CBCS enabler found in Section 4 in the context of concepts defined in the PEEM AD [PEEM AD].  The CBCS enabler contains two components
: 
· content screening component: screens according to Screening Rules, CBCS User Profile information and content category/other characteristics (see also Section 5.3.1, but for the purposes of identifying dependencies, please note the resemblance with PEEM [PEEM AD: Section 5.3.1]), and

· content categorization component (see also Section 5.3.2).  
The content screening component can be deployed in the proxy usage pattern [PEEM AD: Section 5.2] and/or in the callable usage pattern [PEEM AD: Section 5.2].  Applying the CBCS enabler reduces functional overlap between enablers [OSE RD] in case the same screening rigour is applied to content delivered using browsing, including (but not limited to) HTTP, and incoming messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.  Finally, it is evident from [CBCS-RD: CBCS-ADM-006] that an interface is required for the purposes of managing Screening Rules [PEEM AD: Section 5.3.3].

To ensure the use of coherent terminology and consistent architectural mapping, this enabler reuses the PEEM AD as a baseline when defining a CBCS-specific PEEM callable interface and a CBCS-specific PEEM management interface. The high level PEEM requirements are defined in the PEEM RD [PEEM RD]. Note that the purpose of the PEEM RD and PEEM AD is not to mandate if and how enablers such as CBCS should support the PEEM callable interface and PEEM management interface. Instead, the CBCS RD [CBCS RD] and this document define CBCS enabler specific requirements and how to apply the PEEM callable interface and PEEM management interface. This enabler depends on PEEM [PEEM AD] for its PEEM specified callable interface (a.k.a. PEM-1) and PEEM specified management interface (a.k.a. PEM-2).  The CBCS enabler may be realized using PEEM proxy mode and PEEM callable mode.
NOTE: in the PEEM proxy mode the enablers delivering the content that is intercepted may have already categorized the content and therefore needs to support a means to convey the categorization information.
5.2 Architectural Diagram

This section contains the CBCS architectural diagram using some PEEM nomenclature [PEEM AD]. 
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Figure 1
 CBCS Enabler
 architecture

The CBCS user profile is made available to the Content Screening Component using an I2 interface
, and it is not depicted.
5.3 Functional
 Components and Interfaces


5.3.1
Content Screening Component

The Content Screening Component has the following features:

· identifies the Screening Rules associated with the request
 

· processes the Screening Rules:

· The processing of the Screening Rules may use content category/other information received and any other needed context information (e.g. CBCS User Profile). 

· As determined by the Screening Rules, processing may depend on the results of other functions (e.g. pattern matching).  Note that specification of the interface to these functions is not in scope of CBCS

· The Content Screening Component may determine a decision:

· in the proxy usage pattern the Screening Rules processing may complete by enforcing the resulting decision, or

· in the callable usage pattern: the Screening Rules processing may complete by returning a decision to the requesting resource or perform enforcement itself. If a decision is returned to a resource, that resource is in control of deciding how to handle the rendered decision. 

· provides the functions of creating, updating, deleting, and viewing of Screening Rules.


NOTE
: The Content Screening Component could be realized using PEEM, assuming that that PEEM realization supports CBCS-1, Screening Rules and CBCS-2.

5.3.1 Content Categorization Component

The Content Categorization Component has the following features:

· Upon request made via the CBCS-2 interface, this component, maps content/other characteristics
 to one or more Content Categories.  The content category
 is determined using a one way
 function.  One or more content categories are returned. If needed, pattern recognition functions may be involved during the determination of the content categories to be returned, but they are not directly exposed through the CBCS-2 interface, hence this is only an implementation issue.
· As two CBCS-2 arrows are represented on the figure 1, this component can be used either by the Content Screening component or by another external enabler or requester.

5.3.2 CBCS
-1 (PEM-1)

This The CBCS-1 interface is derived from PEM-1 [PEEM AD].  It is used in order to ask for content screening in the callable mode
.Specifically, Content Screening User identification, content or a content signature (e.g. URI), and other information (e.g. source of content (for example, the URI or the content owner)) is passed over this interface in order to allow processing of the Screening Rules.

5.3.3 CBCS-2

Using this interface a component can request categorization of content
. Input parameters include the content itself or a content signature (e.g. URI) and/or other content related information (e.g. source of content (for example, the URI or the content owner)).  A set of content categories (i.e. zero or more) is returned.  

NOTE: This interface satisfies [CBCS-RD: CBCS-FUNC-002], [CBCS-RD: CBCS-FUNC-003], [CBCS-RD: CBCS-FUNC-018], and [CBCS-RD: CBCS-FUNC-019].
5.3.4 Proxy Interface

Like in the [PEEM AD, Section 5.3.2], the Proxy interface is not specified
 by CBCS.  Examples include (but are not limited to) browsing, HTTP, and messaging, including (but not limited to) SMS, MMS, IM or mobile e-mail.
5.3.5 CBCS-4 (PEM-2) interface

This interface is derived from PEM-2 [PEEM AD], it is the management. It allows Authorized Principals to manage Screening Rules. (e.g create, modify, view, update, delete screening rules 



5.4 Other components and interfaces

In addition to components and interfaces mentioned in Section 5.3, there are other elements represented in Figure 1 for a better understanding of the architectural diagram. The following is a list of other elements identified in Figure 1 that interact with CBCS:

· PEM-2

· This interface is PEM-2 [PEEM AD]. It allows Authorized Principals to manage Screening Rules.

· Interface to other resources

· Like in the [PEEM AD, Section 5.3.5], the Interface to other resources (e.g. other than the Content Categorization Component) is not specified by CBCS. The “Proxy Interface” and the “Interface to other resources” have similar properties and behaviour.
5.5 
Flows

5.5.1 Flow on the CBCS-2 interface

Figure 2 shows the content categorization component. Any resource may use the CBCS-2 interface to request a content categorization (flow #1), and may then anticipate a result carrying the categories that the content is associated with (flow #2). In the case of the CBCS enabler, the content screening component interacts with the content categorization component via CBCS-2.
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Figure 2 Logical flow for the Content Categorization callable usage pattern

5.5.2 Flow in the callable usage pattern of the content screening component

The Content Screening Component can be applied in the callable usage pattern (see Figure 3) and/or proxy usage pattern (see Figure 4). 
When observing the logical flow for the Content Screening Component callable usage pattern (Figure 3). It should be noted that typically the end user would not request a content screening
. Also note that interaction with other resources and the content categorization component isoptional.
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Figure 3 Logical flow for the Content Screening Component callable usage pattern
The Content Screening Requestor uses CBCS-1 to send a request for content screening to the Content Screening Component (flow #1). Upon reception of the content screening request the Content Screening Component may or may not interact with Other Resources (flow #2 and #3) and this may be decided through processing of screening rules. As an example the Content Screening Component may interact with a system to resolve the identity of the end user (which was for example sent in flow#1 to the Content Screening Component). The Content Screening Component then requests categorization of the content to the Content Categorization component (flow #4) by means of CBCS-2. The Content Categorization component determines the categories and returns the result (flow #5). The Content Screening component continues processing the content screening policies and returns (flow #6) the outcome to the content screening requestor.
5.5.3 Flow in the proxy usage pattern

As mentioned before, the CBCS enabler can also be applied in proxy usage pattern (see Figure 4). 

In Figure 4
 the content producer sends content (e.g. requests or responses that carry content) to the consumer. That content is intercepted by the Content Screening component (flow#1). Flow #2, #3, #4 and #5 are similar to the ones explained for the callable usage pattern. The Content Screening component continues processing the content screening policies and makes a decision to allow/amend/block the request sent by the content receiver. When that request is allowed to continue, the Content Screening Component sends on the request to the content consumer (flow #6). 
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Figure 4 Logical flow for the Content Screening Component proxy usage pattern

5.5.4 Flow on the CBCS-3 interface

In the Screening Rules management flow the management requestor issues a request for Content Screening Rules Management (flow #1 in Figure 5) to the Content Screening component, through the PEM-2 interface. Upon reception of the request the Content Screening component identifies the type of Screening Rules management request (e.g. create, delete, view, modify), executes the appropriate function and returns the results to the Management requestor (flow #2).
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Figure 5 Management of Screening Rules
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�Orange comment: 


"to, or responses"


Suggested resolution: Replace by: applied to requests and/or to responses from resources.





�Orange comment: precise what does "resources" means





�Orange comment: precise what does "requester" means and also what is the difference made between "resources" and


�Orange comment: we need to add the reference of the document or to delete theses words





�Orange comments: the list of definitions of this AD has less terms than in the RD, we suggest to make homegenisation and add terms which are in the RD definitions and which are used in this AD but not yet added in this definition section.





�Orange comment: as "Content" is part of the name of the CBCS enabler, we suggest to copy-paste the definition present in the OMA DIC. 





�Orange comment: we suggest to precise the OMA dic definition for what is "content" for the CBCS enabler. Cf RD scope where it is written "The CBCS Enabler shall be applicable to any content delivery Enabler or protocol and intentionally does not restrict the definition of “content”, which allows the Enabler to apply Content Screening to practically any information communicated by/to a User. "





�Orange comment: we suggest to precise what "content" means for this enabler.





�should be the minimum of the CBCS user profile defined in this document?


�Orange comment: 1/ where are defined the screening rules? 2/ where are stored screening rules?





�Orange comment: Consent received from whom? An external resource?


�Orange comment: we suggest adding a general diagram showing CBCS enabler and possible interactions with other entities.


�Orange comment: editorial.


�Orange comment: need to precise the the relationship between screening rules and CBCS enabler policies


�Orange comment: We suggest deleting the name of the interface as it is not yet define at this stage of this document. => "management interface"


�Orange comment: we suggest to add the meaning that the CBCS components can be used together or separatly


�Orange comment: we suggest to put more space into the two components boxes, in order to put the name of the interface CBCS-2 directly above the arrow (and delete dashed line)





�Orange comment: we suggest to add a comment related to the figure 1 under this figure. This texte should describe what is presented on the figure.


�Orange comment: Whatever would be chosen for the naming convention of the interface, we suggest to write the name of the interface above the arrow and in brackets, the type below the arrow. For example :





�Orange comment: why an I2 and not an I0 ?


�Orange comment: we suggest a organization of this chapter (see ADRR associated)


�Orange comment: we suggest to homogenize CBCS interfaces names (with "CBCS names"? or other following discussions) and to define the link with the PEEM template in the chapter associated to the description of each interface.


�Orange comment: which interface and which function for CBCS subscription? And management or CBCS clients?


�Orange comment: replace by Identifies the Screening Rules associated with the content screening incoming request (proxy or callable mode). This phase include:


The identification of the relevant fields which compose the "content" in the request ("content" part but also fields like sender  informations can be relevant )


The identification of the content category. This information about the categorie of the content may be present in the request. But, regarding if the sender of the request is trust/untrust, the screening rules may ask to verify/trust this category information. If no information about the categorie is available, the content part/relevant field has to be send to the categorization component, using the CBCS-2 interface,  in order to define the associated category. 





�Orange comment: Replace by: •	provides the functions management of the screening rules ( creating, updating, deleting, and viewing of Screening Rules.


�Orange comment : 


1/ need to precise the relationship between screening rules and CBCS enabler policies.


 2/ need to precise where there are stored and defined.


�Orange question: And what about the CBCS subscription? Where / how is it managed?


�Orange comment: suggestion to add this sentence, 2 bullets and the last sentence in blue.


�Orange comment: we suggest to precise what characteristics means


�Orange comment: where are defined and stored these categories?


�Orange content: we suggest to delete "one way", because it is not clear what it means


�Orange comment: we suggest adding the word "interface" 


�Orange suggestion in blue.


�Orange comment: replace "content" by "a given content"


�Orange comment: which name for this interface?


�Orange comment: Some messages with content can be encapsulated, how does the CBCS enabler managed this configuration? (for example between the DCD client and server, messages are encapsulated and can be crypt)


�Orange comment: we suggest to create a 5.3.6 bullet for the PEM-2 interface.


�Orange comment: we suggest to add a 5.3.7 bullet with text which was previously in the 5.4 part.


�Orange comment: we suggest to delete 5.4 "other interfaces" and to add them in the previous list as 5.3.6 and 5.3.7


�Orange comment: as soon as the convention will be accepted, we suggested to redraw the flows diagrams.


�Orange comment: we suggest to add subchapter in this flow section, and create a 5.5.1 "Flow on the CBCS-2 interface"


�Orange comment: we suggest to homogeneise the document and to place texte under the figure.


�Orange comment: we think that it's a little confusing to draw a flow with boxes which are not representated on the global architecture diagram. We suggest to add in the introduction chapter, a general schema with all the entities which are able to interact with CBCS enabler (cf DCD AD introduction) 


�Orange comment: we suggest to add this 5.5.2


�Orange comment : why?


�Orange comment : we suggest to put this sentence at the end of 5.5.2


�Orange comment: we suggest to add this 5.5.3


�Orange comment: we suggest to put all this paragraph under the figure


�Orange comment: we suggest to add this 5.5.4 


�Orange comment: we suggest to put the text  under the figure
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