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1 Reason for Change

This contribution is to propose to add additional requirements for Autho4API, to cover ‘Distributed OAuth Scenarios’
A distributed OAuth Scenario consists of:

· N Service Providers: E.g.: Movistar Spain, O2UK, Movistar Argentina, Orange…
· Same resource or set of resources exposed: E.g.: SMS ParlayREST API
· Shared exposure point, at least for Oauth process
Further background and detailed proposal can be found in OMA-ARC-Autho4API-2011-0016-INP_New_requirements_for_Distributed_OAuth_scenarios.zip
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the new requirement in Autho4API RD Document.
6 Detailed Change Proposal

Change 1:  New definition for Distributed OAuth Architecture
Definitions

	Distributed OAuth Architecture
	An Architecture where several entities (i.e. service providers) offer one or a set of a common OAuth protected resource(s) (e.g.: ParlayREST SMS API), through a single shared access point (the Shared Authorization Server Frontend), that has the logic to progress the Authorization Requests to the Appropriate Resource Server and that has the logic to further deal with the requests to the protected resources. In a Distributed OAuth Architecture each Service Provider is responsible of the OAuth tokens generation/revocation for its customers.

	Shared Authorization Server Frontend
	The Oauth Authorization Server offered by a Distributed OAuth Architecture as shared access point  for authorization step. This frontend may not have all the functionality of an Authorization Server, because instead of providing all the authorization steps, will communicate with the different Authorization Server offered by each of the Service Providers. The Shared Authorization Server Frontend may have access to Resource Owner credentials.  From the Client point of view, the Shared Authorization Server Frontend does not differ from a regular Authorization Server.




Change 2:  New Chapter with requirements to cover ‘Distributed OAuth Architecture’ scenarios
6.1.x 
‘Distributed OAuth Architecture’ Scenarios
 This section contains the requirements to satisfy when enabler Auth4API is offered in a Distributed OAuth Architecture.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	AUTHO4API-DOA-001
	The Authorization Framework SHALL support a Distributed OAuth Architecture in which the authorization to a Resource offered by different Service Providers is requested to a single endpoint (Shared Authorization Server Frontend).
	Autho4API V1.0

	AUTHO4API-DOA-002
	In a “Distributed OAuth Architecture”, the Authorization Framework SHALL define the communications between the Shared Authorization Server Frontend and the Authorization Server offered by each Service Provider. These communications will enable OAuth 2.0 in a Distributed OAuth Architecture.
	Autho4API V1.0

	AUTHO4API-DOA-003
	In a “Distributed OAuth Architecture”, the Shared Authorization Server Frontend of the Authorization Framework SHALL be able to cache the generated OAuth tokens 
	Autho4API V1.0

	AUTHO4API-DOA-004
	In a “Distributed OAuth Architecture”, the Authorization Framework SHALL be able to route (proxy) to the appropriate Resource Server (of a certain Service Provider) the requests from Clients accessing to protected resources by presenting the Access Token to the Shared Resource Server FrontEnd
	Autho4API V1.0

	AUTHO4API-DOA005
	In a “Distributed OAuth Architecture”, the Authorization Framework SHALL be able to redirect a Client to the appropriate Resource Server (of a certain Service Provider), when the Client is accessing to protected resources by presenting the Access Token to the Shared Resource Server Frontend
	Autho4API V1.0

	AUTHO4API-DOA006
	In a “Distributed OAuth Architecture”, the Authorization Framework SHOULD define the communications between the Shared Authorization Server Frontend and the Authorization Server offered by each Service Provider, to manage access token revocations.
	Autho4API V1.0
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