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1. Scope
(Informative)










The Authorization Framework for Network APIs will enable a user owning network resources exposed by a RESTful Network API, to authorize third-party applications (desktop, mobile and web applications)  to access these resources via that API on the user’s behalf. 
2. References













2.1 Normative References

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RCSREQ]
	“t.b.d”, GSMA Association, 2011. URL: http://t.b.d. 

Editor’s note: Add Reference to the publicly available requirements document from RCS here.  It is FFS whether this reference will be normative or informative.

	[OAuth2.0]
	t.b.d.

	


2.2 Informative References



	[OMADICT]
	“Dictionary for OMA Specifications”, Version 2.8, Open Mobile Alliance™,
OMA-ORG-Dictionary-V2_8, URL:http://www.openmobilealliance.org/

	
	

	
	

	


3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.


3.2 






	

	


3.3
Abbreviations



	OMA
	Open Mobile Alliance

	GSMA
	Global System for Mobile communications Association

	RCS
	Rich Communication Suite

	


4. Introduction
(Informative)

OMA RESTful Network APIs may be complemented with a common delegated authorization framework based on OAuth 2.0, for access of third party applications via those APIs.

The Delegated Authorization framework will enable a user owning network resources exposed by an OMA RESTful API to authorize third-party applications (desktop, mobile and web applications) to access these resources via that API on the user’s behalf.



4.1 Version 1.0

The main objective is to re-use OAuth 2.0 specifications, by referencing and profiling the specifications as needed for use by OMA RESTful APIs. Additional extensions, but not changes to OAuth 2.0,  may be included in order to meet the scope.


4.2 



4.2.1 


5. Authorization Framework for Network APIs release description 
(Informative)




This release defines a commonly reusable, lightweight, Web-friendly delegated authorization framework for OMA RESTful APIs. This authorization framework is based on OAuth 2.0.


5.1 End-to-end Service Description







This authorization framework will allow granting authorization to different types of applications (desktop, mobile and web applications), taking into account their specific characteristics. 

6. Requirements
(Normative)

This section captures the requirements for the enabler Autho4API. The main share of the requirements originates from the GSM Association’s RCS API (Rich Communication Suite) requirements related to authorization, which are accessible in document [RCSREQ]. 

The OMA enabler Autho4API covers the referenced authorization related requirements, but is intended to provide a more generic authorization approach applicable to a broad range of RESTful Network APIs.
To model that, this document references the applicable requirements related to authorization from [RCSREQ], and defines additional requirements.

6.1 High-Level Functional Requirements

This section contains the High Level requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 


In addition, the following requirements apply:
	Label
	Description
	Release

	AUTHO4API-HLF-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	

	
	
	


Table 1: High-Level Functional Requirements

6.1.1 Security

This section contains the security requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 


In addition, the following requirements apply:
	Label
	Description
	Release

	AUTHO4API-SEC-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	

	
	
	


Table 2: Security Requirements 

6.1.1.1 Authentication

Authentication (of user, application, or developer) is out of the scope for the enabler Autho4API.
6.1.1.2 Authorization
6.1.1.2.1 Generic authorization
This section contains the generic authorization requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	UNI-AUT-001
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-002
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-003
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-004
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-007
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-010
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-013
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-014
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-016
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-019
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0


Table 3: Generic Authorization Requirements – from GSMA RCS
In addition, the following requirements apply:
	Label
	Description
	Release

	AUTHO4API-AUTHR-001
	The Authorization Framework SHALL support one-time access tokens, depending on the type of the request (e.g. charging).
	Autho4API V1.0

	AUTHO4API-AUTHR-002
	The Authorization Framework SHALL validate the access token received from the third-party application and ensure it has not expired and that its scope covers the requested resource.
	Autho4API V1.0

	AUTHO4API-AUTHR-003
	The Authorization Framework MAY facilitate presenting to the resource owner the trustworthiness of the third-party application before the resource owner grants the third-party application access to his/her network resources.
	Autho4API Future versions


Table 4: Generic Authorization Requirements 
6.1.1.2.2 Specific OAuth 2.0 Authorization

This section contains the specific OAuth 2.0 authorization requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	UNI-OAU-001
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-002
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-003
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-004
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-005
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-006
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-007
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-008
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-009
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-010
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-011
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-OAU-012
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0


Table 5: Specific OAuth 2.0 Authorization Requirements – from GSMA RCS

In addition, the following requirements apply: 
	Label
	Description
	Release

	OAUTH2.0-001
	Values that specify the scope of an OAuth 2.0 access token SHALL conform to [OAuth2.0], regardless of where those values are defined.
	Autho4API V1.0

	OAUTH2.0-002
	The Authorization Framework SHALL be able to accept and process values that specify the scope of an OAuth 2.0 access token, regardless where those values are defined, as long as they were defined in conformance with [OAuth 2.0].
	Autho4API V1.0

	OAUTH2.0-003
	The Authorization Framework SHOULD define guidelines or facilitate mechanisms to manage values that specify the scope of an OAuth 2.0 token, to support both such values defined via standards as well as such values defined as extensions to the standard values by Service Providers.
	Autho4API V1.0


Table 6: Specific OAuth 2.0 Authorization Requirements
6.1.1.3 Data Integrity

Data integrity is out of scope.
6.1.1.4 Confidentiality

Credentials (e.g., access token) may be transmitted in the HTTP request and response with clear-text format. IETF OAuth2.0 [OAuth2.0] requires TLS must be supported when transporting the access token.
The following confidentiality requirements apply for the enabler Autho4API:
	Label
	Description
	Release

	AUTHO4API-CONF-001
	The Authorization Framework SHALL support confidentiality of the access token when it is transported in plain-text.
	Autho4API v1.0

	AUTHO4API-CONF-002
	The Authorization Framework MAY support confidentiality of the user information (e.g., user email address, mobile phone number, etc.) transported between the third-party application and the Authorization Framework.
	Autho4API v1.0


Table 7: Confidentiality Requirements 

6.1.2 Charging Events
Charging events are out of scope.
6.1.3 Administration and Configuration

 This section contains the administration and configuration requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	UNI-AUT-006
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-011
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-017
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-018
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0


Table 8: Administration and Configuration Requirements – from GSMA RCS

In addition, the following requirements apply:
	Label
	Description
	Release

	
	
	

	
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	


Table 9: Administration and Configuration Requirements
6.1.4 Usability

 This section contains the usability requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	UNI-AUT-008
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-009
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0

	UNI-AUT-012
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0


Table 10: Usability Requirements – from GSMA RCS

In addition, the following requirements apply:
	Label
	Description
	Release

	
	
	

	
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	


Table 11: Usability Requirements
6.1.5 Interoperability

6.1.6 Out of scope.



	
	
	

	
	

	

	
	
	

	
	
	



6.1.7 Privacy

 This section contains the privacy requirements for the enabler Autho4API.

The following requirements from GSMA RCS [RCSREQ] apply to this enabler: 

	Label
	Description
	Release

	UNI-AUT-005
	For the detailed description, please refer to GSMA RCS document [RCSREQ].
	Autho4API V1.0


Table 13: Privacy Requirements – from GSMA RCS
In addition, the following privacy requirements apply for the enabler Autho4API:
	Label
	Description
	Release

	AUTHO4API-PRV-001
	This is where the requirement goes.

Informational Note: This is where any supporting comments would be placed, if needed
	

	
	
	

	
	
	


Table 14: Privacy Requirements 

6.2 Overall System Requirements

Overall system requirements are out of scope.
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