Doc# OMA-ARC-Autho4API-2011-0030R01-CR_Additional_Components_Definition.doc [image: image1.jpg]"sOMaQa

Open Mobile Alliance




Change Request

Doc# OMA-ARC-Autho4API-2011-0030R01-CR_ Additional_Components_Definition.doc 
Change Request



Change Request

	Title:
	additional component definition 
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC-SEC

	Doc to Change:
	OMA-ER-Autho4API-V1_0-20110629-D

	Submission Date:
	17 Jun 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Wang Shanshan,China Mobile, wangshanshan@chinamobile.com 

	Replaces:
	n/a


1 Reason for Change

The requirement described in Autho4API RD:
	Autho4API-CONF-001
	The Authorization Framework SHALL support confidentiality of the access token when it is transported in plain-text.
	Autho4API v1.0

	Autho4API-CONF-002
	The Authorization Framework MAY support confidentiality of the user information (e.g., user email address, mobile phone number, etc.) transported between the third-party application and the Authorization Framework.
	Autho4API v1.0


This CR adds descriptions of some components’ definition to Auth4API architecture.
R01: 
Add additional descriptions to existing definitions of components.
Reword “collaborate” with “establish and use secured channel” in both definitions of Autho4API Authorization Server and Autho4API Access Control Server.
Use “MUST” for requiring Autho4API Authorization Server and Autho4API Access Control Server to support confidentiality requirement.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Adds descriptions of  components’ definition
Change 2:  Reword “collaborate” with “establish and use secured channel” in both definitions of Autho4API Authorization Server and Autho4API Access Control Server.

Change 3:  Add additional descriptions to existing definitions of components.

Change 4:  Use “MUST” for requiring Autho4API Authorization Server and Autho4API Access Control Server to support confidentiality requirement.

6.3 Functional Components and Interfaces/reference points definition

6.3.1 Functional components

6.3.1.1 Internal functional components

6.3.1.1.1 Autho4API Authorization Server
The Autho4API Authorization Server is responsible for issuing, verifying and revoking the access tokens enabling an Autho4API Client to access to some resource owner’s network resources on behalf of this resource owner. 

The Autho4API Authorization Server must be able to determine the validity of an access token.

The Autho4API Authorization Server must be aware of the resource owner’s authentication which must take place prior the authorization process. 

When required, the Autho4API Authorization Server must authenticate the Autho4API Client prior to access token issuing or revoking. 

Note: the Autho4API Authorization Server can authenticate the resource owner prior to the authorization process, using mechanisms out of the scope of this enabler.

When required (e.g. in specific shared multi-service provider environments), this component must be able to route authorization requests and token requests to the actual service provider-specific Authorization Server.
The Autho4API Authorization Server MUST be able to establish and use secured channel with Autho4API Client to protect confidentiality of some key information, e.g. access token transportation between them, client secret and resist replay attacks.
6.3.1.1.2 Autho4API Access Control Server

The Autho4API Access Control Server is responsible for controlling access to the exposed resource owner’s protected resources, based on the validity of  the access token included in protected resource request. The Autho4API Access Control Server checks this validity, e.g. by collaborating in the back-end with the Autho4API Authorization Server. The mechanisms used for this collaboration are out of the scope of this enabler.

When required (e.g. in specific shared multi-service provider environments), this component must be able to route resource requests to the actual service provider-specific Access Control Server.
The Autho4API Access Control Server MUST be able to establish and use secured channel  with Autho4API Client to protect confidentiality of some key information transportation between them, e.g. access token and resist replay attacks.
6.3.1.1.3 Autho4API Client

The Autho4API Client is responsible for:

· obtaining the access tokens enabling access to some resource owner’s protected network resources, on resource owner’s behalf;
· accessing the resource owner’s protected resources using the obtained access tokens, when required (see Appendix D).
establishing and using secured channel with Autho4API Authorization Server and Autho4API Access Control Server to protect confidentiality of some key information transportation between them, e.g. access token, client secret and resist replay attacks
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