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1 Reason for Change

This CR completes the References section of Autho4API ER.
The following references are required at least:

· [draft-ietf-oauth-v2] and [draft-ietf-oauth-v2-bearer] compose  the OAuth 2.0 specifications  (they were one single draft initially).

· [RFC2617] is required due to HTTP Basic support for authentication on Autho-2

· [SEC_CF-V1_1] is required, at a minimum for TLS support.
The other added references may be kept or removed. Comments:

· [draft-hammer-oauth-v2-mac-token] This draft is popular in IETF as according to their authors MAC tokens are more secure than OAuth bearer tokens. There is unfortunately no clear explanation why. Are MAC tokens just to circumvent insecure TLS implementations ?

· [draft-lodderstedt-oauth-revocation] This draft specifies the ability to revoke access tokens and refresh tokens from the client itself. Other ways of token revocation (e.g. from service provider’s portal using some Web interface) are not in scope.
· [draft-recordon-oauth-v2-ux] This draft defines two authorization endpoint extensions (“display” and “language”) helpful for the Service Provider to tailor the authentication and authorization dialogs according to end-user’s device form factor and language preference. Although the draft is expired, the “display” extension is frequently implemented by Web APIs using OAuth 2.0 (Facebook, Dailymotion, Foursquare…). On the same topic, the RCS UNI-AUT-012 requirement pointed by Autho4API-RCUSE-00 states: “The Authorization framework SHOULD facilitate communicating the resource owner’s preferred language and terminal capabilities.”
· [draft-lodderstedt-oauth-security] This draft provides extensive OAuth 2.0 Threat Model and Security Considerations. It may happen  that some presented threats and their countermeasures are referred to by the Autho4API enabler.

· [draft-lodderstedt-oauth-security] is an abridged form of [draft-lodderstedt-oauth-security].
· [draft-zeltsan-oauth-use-cases] provides a list of use cases which the OAuth 2.0 protocol is expected to fulfil. One use case illustrates the case of ”one-time access token”. 
R01:

· In section 2.2: [draft-lodderstedt-oauth-security] -> [draft-lodderstedt-oauth-securityconsiderations]

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Update References section
2. References

2.1
Normative References

	[draft-ietf-oauth-v2]
	“The OAuth 2.0 Authorization Protocol”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2/
NOTE: The referenced IETF draft is a work in progress.

	[draft-ietf-oauth-v2-bearer]
	“The OAuth 2.0 Protocol: Bearer Tokens”, URL:https://datatracker.ietf.org/doc/draft-ietf-oauth-v2-bearer/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-hammer-oauth-v2-mac-token]
	“HTTP Authentication: MAC Access Authentication”, URL:https://datatracker.ietf.org/doc/draft-hammer-oauth-v2-mac-token/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-lodderstedt-oauth-revocation]
	“Token Revocation”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-revocation/ 

NOTE: The referenced IETF draft is a work in progress.

	[draft-recordon-oauth-v2-ux]
	“OAuth 2.0 User Experience Extension”, URL:http://tools.ietf.org/id/draft-recordon-oauth-v2-ux-00.txt
NOTE: The referenced IETF draft is a work in progress.

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, June 1999, URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[OSE]
	“OMA Service Environment”, Open Mobile Alliance™,
URL:http://www.openmobilealliance.org/

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[AUTHO4API_RD_10]
	“Authorization Framework for Network APIs Requirements”, Version 1.0, Open Mobile Alliance™

	[SEC_CF-V1_1]
	“Security Common Functions ”, Version 1.1, Open Mobile Alliance™, URL:http://www.openmobilealliance.org/


2.2
Informative References

Check the version of the Dictionary you are using and update the reference below.  Delete the [OMADICT] entry if the dictionary is not used.  In general, use the latest available version unless seeking alignment with an existing set of specifications.

	[draft-lodderstedt-oauth-security]
	“OAuth 2.0 Threat Model and Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-security/
NOTE: The referenced IETF draft is a work in progress.

	[draft-lodderstedt-oauth-securityconsiderations]
	“OAuth 2.0 Security Considerations”, URL:https://datatracker.ietf.org/doc/draft-lodderstedt-oauth-securityconsiderations/ 
NOTE: The referenced IETF draft is a work in progress.

	[draft-zeltsan-oauth-use-cases]
	“OAuth Use Cases”, URL:https://datatracker.ietf.org/doc/draft-zeltsan-oauth-use-cases/ 

NOTE: The referenced IETF draft is a work in progress.

	[OMADICT]
	“Dictionary for OMA Specifications”, Version x.y, Open Mobile Alliance™,
OMA-ORG-Dictionary-Vx_y, URL:http://www.openmobilealliance.org/
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