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1 Reason for Change

This contribution proposes to create a new chapter to cover the Shared Multi Service Provider Scenarios, according to the following requirements:

	Label
	Description
	Release

	Autho4API-MSP-001
	The Authorization Framework SHOULD support seamless access of a client Application to a RESTful Network API exposed by a particular Service Provider, in an environment where multiple Service Providers expose the same RESTful Network API, without the need for the client Application to know the details of the selected Service Provider
	Autho4API V1.0

	Autho4API-MSP-002
	In the scenario described in AUTHO4API-MSP-001, an Application SHOULD be able to gain access rights and later access to protected RESTful Network API resources using the same procedures as in the scenario in which an Application deals individually with the Service Provider exposing the RESTful Network API.
	Autho4API V1.0

	Autho4API-MSP-003
	In the scenario described in AUTHO4API-MSP-001, for privacy/regulatory reasons, it SHOULD be possible for the Application to gain access to the RESTful Network APIs without knowing the Service Provider of the Resource Owner
	Autho4API V1.0

	Autho4API-MSP-004
	The Authorization Framework SHALL NOT prevent the particular Service Provider to perform authentication and token issuance in accordance with its policy.
	Autho4API V1.0


Table 11: Shared Multi-Service Provider Requirements
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the new chapter in Autho4API ER Document.
6 Detailed Change Proposal

Change 1:  New chapter for Shared Multi Service Provider Scenarios
X. 
Shared Multi Service Provider scenarios

This section describes how to support Shared Multi Service Provider scenarios.
X.1
Overall scenarios description

A Shared Multi Service Provider scenario is a scenario where more than one Service Provider is involved and is offering a same set of Resources of different Resource Owners, each of them belonging to a certain Service Provider.

The Autho4API Client does not need to know the details of the Service Provider associated to the Resource Owner.

In this scenario, the process followed by the Autho4API Client to gain access to the Resource Owner resources SHALL NOT imply other procedures than OAuth 2.0.

In the following specified mechanisms, the infrastructure SHALL NOT inform the Autho4API Client about the Service Provider of the Resource Owner at least until the Resource Owner has given the authorization to the Autho4API Client.

Note: This can be a restriction due to regulatory or legal aspects, or can be a deployment option to impact the less possible the Autho4API Client procedures not included in OAuth 2.0 

If the Autho4API Client knows in advance the Service Provider of the resource owner or supports and is allowed to use discovery mechanisms, the logic described in this chapter does not necessarily need to be used.

Editors Note: Link this paragraph to discovery mechanisms, when specified.

X.2 
Architecture

The following picture describes the architecture needed in a deployment supporting Shared Multi Service Provider scenarios.
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X.2.1 
Specific roles of Autho4API entities

A Shared Multi Service Provider scenario does not modify Autho4API Architecture described in chapter 6.2. As shown in the picture, in a Shared Multi Service Provider Scenario, the entity Autho4API Authorization Server can adopt two roles and perform different functionalities among those described in chapter 6.3. The roles are:

· Shared Autho4API Authorization Server: Is an Autho4API Authorization Server with limited functions, only those needed to support Shared Multi Service Provider Scenarios. 

· Use of Autho-1 interface: When adopting this role, the Shared Autho4 API Authorization Server behaves as the Autho4API Authorization Server in communications with Resource Owner’s User Agent and MAY redirect Resource Owner’s User Agent to the Autho4API Authorization Server of a certain Service Provider, as specified in chapter X.3
· Use of Autho-2 and Autho-3 interfaces: When adopting this role, the Shared Autho4API Authorization Server behaves as the Autho4API Authorization Server in communications with Autho4API Client and acts on behalf of Autho4API Client in communications with the Autho4API Authorization Server of a certain Service Provider.

· Autho4API Authorization Server of a certain Service Provider: Is just a regular Autho4API Authorization Server.

X.2.1.1 
Security Aspects

Shared Autho4API Authorization Server SHALL maintain a trust relationship with every Autho4API Authorization Servers of a certain Service Provider. 

The security mechanisms specified for Autho-2 SHALL be maintained in the interfaces in communications between Autho4API Client and Autho4API Shared Authorization Server and between Autho4API Shared Authorization Server and every Autho4API Authorization Server of a certain Service Provider.

Editor’s Note: This text will be revised and linked to the chapter about securitization of the mechanisms, when included in the spec.

The communication channel between the entities SHALL be secured at transport level. This implies:

· As Shared Autho4API Authorization Server will act on behalf of Autho4API Client, Shared Autho4API Authorization Server SHALL know the Autho4API Client credentials (Client Id and Client Secret) and SHALL use them when sending requests to Autho4API Authorization Server of a certain Service Provider.

· Depending on the Access Token type used, Shared Autho4API Authorization Server MAY re-sign requests coming from Autho4API Client.

· HTTPS MAY be used in communications between Shared Autho4API Authorization Server and Autho4API Authorization Server of a certain Service Provider. 

Editor’s note: Review the text and include reference if an specific chapter about transport security and signing of requests is included in the spec.

X.3 
OAuth Flows in Shared Multi Service Provider scenarios

X.3.1 Authorization Code flow

FFS

X.3.2 Implicit Grant Flow

FFS

X.3.3
Access to protected resources
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