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1 Reason for Change

The Autho4API ER has an empty “7. Sections as needed”, intended to contain technical specification text. This CR proposes a skeleton, so to help future contributor to see where their change can be placed in the ER.
Multiple sections versus one top-level section

Other OMA ERs have taken various approaches to populate technical sections:

· The TAS ER has created as many technical sections as needed
· 7. <Technical Section 1>
· 8. <Technical Section 2>
· …

· The EVVM ER has created one technical specification section, including multiple sub-sections

· 7. “Technical Specification”
· 7.1 <Technical Sub-Section 1>
· 7.2 <Technical Sub-Section 2>
· …

This CR proposes the second approach (technical sub-sections).

Mapping with IETF OAuth sections

Technical sub-sections can be created in tens of different ways.

To help implementors understand where the Autho4API ER profiles or extends IETF, the technical sub-sections are proposed to follow when possible the table of matters of the (today 5) considered IETF drafts.This is a best effort at least, as those multiple table of matters must be aggregated somehow.   
Editor’s Notes
Editor’s notes indicate in each sub-sections what it could contain, so to avoid contributors wondering too much where to apply their changes. If unwanted though, these editor’s notes could be removed before CR approval.

2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Propose a skeleton for section 7
7. Technical Specification
7.3 Client Registration
8. Client Types
Editor’s note: this sub-section could cover the following:

9. How it relates to section 2.1 of [draft-ietf-oauth-v2]

10. Which Client Types are supported by the framework: private, public
· Talk here about the various kinds of clients, including native apps ? (see section 9 of [draft-ietf-oauth-v2]) 
11. Client Authentication

12. Editor’s note: this sub-section could cover the following:

13. How it relates to section 2.4 of [draft-ietf-oauth-v2]
· For the case of client password, if the framework allows the client secret to be included in the request body (i.e. no use of HTTP Basic)  

· If the framework defines supplemental client authentication methods

14. Unregistered Clients
15. Editor’s note: this sub-section could cover the following:

16. How it relates to section 2.5 of [draft-ietf-oauth-v2]
· If the framework supports unregistered clients

16.3 Protocol Endpoints

16.3.1 Authorization Endpoint
17. Editor’s note: this sub-section could cover the following:

18. How it relates to section 3.1 of [draft-ietf-oauth-v2]
· How the endpoint maps with Autho-1

· If the Autho4API Authorization Server supports other transport-layer mechanisms (in addition to TLS 1.2).
7.2.1.1
Response Type
19. [Editor’s note: this sub-section could cover the following:

20. How it relates to section 3.1.1 of [draft-ietf-oauth-v2]
· Which response types are supported by the framework

7.2.1.2
Redirection URI
21. Editor’s note: this sub-section could cover the following:

22. How it relates to section 3.1.2 of [draft-ietf-oauth-v2]
· If the framework allows this parameter to contain also non- absolute URIs, e.g. constructed from custom URI schemes (typically needed for native apps).

7.2.1.3
Endpoint extensions
23. Editor’s note: this sub-section could cover the following:

· If the framework supports IETF-defined authorization endpoint extensions (like [draft-recordon-oauth-v2-ux]).
· If the framework defines authorization endpoint extensions (like operator identification ?).

23.3.1 Token Endpoint
24. Editor’s note: this sub-section could cover the following:

25. How it relates to section 3.2 of [draft-ietf-oauth-v2]
· How the endpoint maps with Autho-2

· If the Autho4API Authorization Server supports other transport-layer mechanisms (in addition to TLS 1.2).

7.2.2.1
Grant Type
26. Editor’s note: this sub-section could cover the following:

27. How it relates to section 3.1.1 of [draft-ietf-oauth-v2]
· Which grant types are supported by the framework

7.2.2.2
Endpoint extensions
28. Editor’s note: this sub-section could cover the following:

· If the framework defines token endpoint extensions.
28.3.1 Token Revocation Endpoint
29. Editor’s note: this sub-section could cover the following:

30. How it relates to the entire [draft-lodderstedt-oauth-revocation]

· How the endpoint maps with Autho-2
30.3 Service Definition & Discovery

30.3.1 Discovery Data
7.3.1.1
Bootstrapping

31. Editor’s note: this sub-section could cover the following:

32. The data (e.g. “discovery endpoint URL”) allowing an Autho4API Client to initiate the discovery process
7.3.1.2
API specifics
33. Editor’s note: this sub-section could cover the following:

34. Where OMA specifications define the parameters strictly related to RESTful NetAPI consumption

35. Which parameters the client needs besides to discover:

· BaseURI of ResourceURIs 

7.3.1.3
Scope Values
Editor’s note: this sub-section could cover the following:
· How scope values must be constructed (maybe should be covered in some other sections ?) 

· Considerations on one-time access tokens

36. Where definitions of scope values statically defined can be found in OMA specifications / OMNA

· If the mapping between scope values and operations on resources can be dynamically discovered by the client
7.3.1.4
Autho4API Authorization Server parameters
37. Editor’s note: this sub-section could cover the following:

38. Which parameters of Autho4API Authorization Server  the client needs to discover:

· Location of authorization, token and token revocation endpoints

· Supported transport-layer mechanisms (in addition to TLS 1.2)

· Supported response types

· Supported/required authorization endpoint extensions

· Supported authorization grant types
· Supported user-authentication methods on Autho-1 ?
· Supported/preferred client authentication methods on Autho-2 

· Types of issued access tokens: bearer tokens, MAC tokens…

· For MAC tokens: MAC algorithm requested to use
7.3.1.5
Autho4API Access Control Server parameters
39. Editor’s note: this sub-section could cover the following:

40. Which parameters of Autho4API Access Control Server  the client needs to discover:

· Location of the authorization server trusted for issuing access tokens 

· For bearer tokens: supported/preferred methods of access token inclusion

· For MAC tokens: supported MAC algorithms ?
40.3.1 Discovery Mechanisms
41. Editor’s note: this sub-section could cover the following:

· How discovery can be achieved  by Autho4API Client:
· Using client provisioning / OMA DM ? 
· Using IETF OAuth Discovery if it exists ?

· Using OMA Service Discovery if it exists ?
41.3 Obtaining Authorization

41.3.1 Authorization Code
42. Editor’s note: this sub-section could cover the following:

43. How it relates to section 4.1 of [draft-ietf-oauth-v2]
· If/How can native apps support this flow:

· Using an HTTP redirection capture mechanism

· Using a secondary channel for authorization code (more exactly: authorization response) delivery

· A detailed protocol flow 
43.3.1 Implicit Grant

44. Editor’s note: this sub-section could cover the following:

45. How it relates to section 4.2 of [draft-ietf-oauth-v2]
· If/How can native apps support this flow:

· Using an HTTP redirection capture mechanism

· Using a secondary channel for access token (more exactly: access token response) delivery
· A detailed protocol flow 
45.3.1 Resource Owner Password Credentials

46. Editor’s note: this sub-section could cover the following:

47. How it relates to section 4.3 of [draft-ietf-oauth-v2]
· A detailed protocol flow 
47.3.1 Client Credentials

48. Editor’s note: this sub-section could cover the following:

49. How it relates to section 4.4 of [draft-ietf-oauth-v2]
· A detailed protocol flow 
49.3.1 Extensions

50. Editor’s note: this sub-section could cover the following:

51. How it relates to section 4.5 of [draft-ietf-oauth-v2]
· If other well-known grant types can be namely referenced here (SAML assertion bearer, JWT bearer…)
51.3 Issuing an Access Token

52. Editor’s note: this sub-section could cover the following:

53. How it relates to section 5 of [draft-ietf-oauth-v2]
53.3 Refreshing an Access Token

54. Editor’s note: this sub-section could cover the following:

55. How it relates to section 6 of [draft-ietf-oauth-v2]
55.3 Accessing Protected Resources

55.3.1 Overview

56. Editor’s note: this sub-section could cover the following:

· Considerations on access token validation
· Considerations on self-contained token formats

· Client & Server behavior wrt to one-time access tokens

56.3.1 Access Token Types
57. Editor’s note: this sub-section could cover the following:

58. How it relates to section 7.1 of [draft-ietf-oauth-v2]
· How implementors are recommended to deploy a specific type of token

58.3.1 Bearer Tokens
59. Editor’s note: this sub-section could cover the following:

60. How it relates to the entire draft [draft-ietf-oauth-v2-bearer]
· Which access token inclusion methods are mandated/supported by the framework

60.3.1 MAC Tokens
61. Editor’s note: this sub-section could cover the following:

62. How it relates to the entire draft [draft-hammer-oauth-v2-mac-token]

· Which MAC algorithms are mandated/supported by the framework

62.3 Multi-service provider environments

63. Editor’s note: this sub-section could cover the following:
64. One sub-sub section per kind of “multiple service provider environment”
64.3 Security considerations

65. Editor’s note: this sub-section could cover the following:

66. How it relates to section 10 of [draft-ietf-oauth-v2]
· Any other complement to this IETF section
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