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1 Reason for Change

This CR defines the Autho4API scope values applicable for the RESTful  Messaging API.
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Add reference to Autho4API
1.1 Normative References

	[3GPP 23.140]
	3GPP Technical Specification, “Multimedia Messaging Service (MMS); Functional description; Stage 2 (Release 6)”, URL:http://www.3gpp.org/ 

	[3GPP 29.199-5]
	3GPP Technical Specification, “Open Service Access (OSA); Parlay X Web Services; Part 5: Multimedia messaging (Release 8)”, URL:http://www.3gpp.org/ 

	[Autho4API_10]
	“Authorization Framework for Network APIs”, Open Mobile Alliance™, OMA-ER-Autho4API-V1_0, URL: http://www.openmobilealliance.org/

	[OMA_IM_TS]
	“Instant Messaging using SIMPLE”, Open Mobile Alliance™, OMA-TS-SIMPLE_IM-V1_0.doc, URL: http://www.openmobilealliance.org/

	[REST_NetAPI_Common]
	“Common definitions for RESTful Network APIs”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_Common-V1_0, URL: http://www.openmobilealliance.org/

	[REST_NetAPI_NotificationChannel]
	“RESTful Network API for Notification Channel”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_NotificationChannel-V1_0, URL: http://www.openmobilealliance.org/

	[REST_SUP_Messaging]
	“XML schema for the RESTful Network API for Messaging”, Open Mobile Alliance™, OMA-SUP-XSD_rest_netapi_messaging-V1_0, URL:http://www.openmobilealliance.org/

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2388]
	“Returning Values from Forms: multipart/form-data” L.Masinter. August, 1998. URL:http://www.ietf.org/rfc/rfc2388.txt 

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding et. al, January 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC3966]
	“The tel URI for Telephone Numbers”, H.Schulzrinne, December 2004, URL: http://www.ietf.org/rfc/rfc3966.txt  

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, R. Fielding et. al, January 2005, URL:http://www.ietf.org/rfc/rfc3986.txt

	[RFC4234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. October 2005, URL:http://www.ietf.org/rfc/rfc4234.txt

	[RFC4627]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford, July 2006, URL:http://www.ietf.org/rfc/rfc4627.txt

	[SCRRULES]
	“SCR Rules and Procedures”, Open Mobile Alliance™, OMA-ORG-SCR_Rules_and_Procedures, URL:http://www.openmobilealliance.org/

	[WAP_SI]
	Open Mobile Alliance.  Service Indication for WAP Push messaging. URL:http://www.openmobilealliance.org/tech/affiliates/wap/wap-167-serviceind-20010731-a.pdf

	[WAP_SL]
	Open Mobile Alliance. Service Loading for WAP Push Messaging. URL:http://www.openmobilealliance.org/tech/affiliates/wap/wap-168-serviceload-20010731-a.pdf

	[W3C_FORMS]
	“Use of Forms”. URL:http://www.w3.org/TR/html401/interact/forms.html#h-17.13.4.2 

	[W3C_URLENC] 
	W3C HTML 2.0 Specification, form-urlencoded Media Type, 
URL: http://www.w3.org/MarkUp/html-spec/html-spec_8.html#SEC8.2.1

	[XMLSchema1]
	W3C Recommendation, XML Schema Part 1: Structures Second Edition, URL: http://www.w3.org/TR/xmlschema-1/ 

	[XMLSchema2]
	W3C Recommendation, XML Schema Part 2: Data types Second Edition, URL: http://www.w3.org/TR/xmlschema-2/ 


Change 2:  Complete Appendix G about authorization aspects

Appendix G. Authorization aspects
(Normative)
This appendix specifies how to use the RESTful Messaging API in combination with some authorization frameworks.

G.1 Use of Autho4API

The RESTful Messaging API MAY support the Autho4API authorization framework defined in [Autho4API_10].

A RESTful Messaging API supporting Autho4API:

· SHALL conform to section D.1 of [REST_NetAPI_Common]; 

· SHALL conform to this section G.1. 

G.1.1 Scope values
G.1.1.1 Definitions

An Autho4API Authorization Server serving Autho4API Clients requests for getting authorized access to the resources exposed by the RESTful Messaging API:

· SHALL support the scope values defined in Table 1 below;

· MAY support scope values not defined in this specification.
	Scope value
	Description
	For one-time access token

	urn:oma:autho:rest:netapi:messaging:1:all
	Provide access to all defined operations on the resources of the API. This scope value is the union of the other scope values listed in next rows of this table.
	No

	urn:oma:autho:rest:netapi:messaging:1:in_regist
	Provide access to all defined operations on inbound messages using registration
	No

	urn:oma:autho:rest:netapi:messaging:1:in_subscr
	Provide access to all defined operations on inbound messages using subscription
	No

	urn:oma:autho:rest:netapi:messaging:1:out
	Provide access to all defined operations on outbound messages
	No


Table 1: Autho4API scope values for RESTful Messaging API
G.1.1.2 Downscoping

In the case where the Autho4API client requests authorization for “urn:oma:autho:rest:netapi:messaging:1:all” scope, the Autho4API Authorization Server and/or resource owner MAY restrict the granted scope to some of the following scope values:

· “urn:oma:autho:rest:netapi:messaging:1:in_regist”

· “urn:oma:autho:rest:netapi:messaging:1:in_subscr”

· “urn:oma:autho:rest:netapi:messaging:1:out”

G.1.1.3 Mapping with resources and methods

Tables 2, 3 and 4 of this section specify the scope values required for an AuthoAPI Client to request which SHALL represent authorized access to the REST resources and methods of the Messaging API. defined in. In these tables, the URN root “urn:oma:autho:rest:netapi:messaging:1:” of scope values is omitted for readability reasons.
	Resource
	URL
Base URL: http://{serverRoot}/{apiVersion}/messaging
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Inbound messages for a given registration
	/inbound/registrations/{registrationId}/messages
	6.1
	all or in_regist
	n/a
	n/a
	n/a

	Inbound messages  retrieve and delete using registration
	/inbound/registrations/{registrationId}/messages/retrieveAndDeleteMessages

	6.2
	n/a
	n/a
	all or in_regist
	n/a

	Retrieval and deletion of individual inbound message using  registration
	/inbound/registrations/{registrationId}/messages/{messageId}/retrieveAndDelete

	6.3
	n/a
	n/a
	all or in_regist
	n/a

	Inbound message for a given registration
	/inbound/registrations/{registrationId}/messages/{messageId}


	6.4
	all or in_regist
	n/a
	n/a
	all or in_regist

	Inbound message attachment
	/inbound/registrations/{registrationId}/messages/{messageId}/attachments/{attachmentId}
	6.5
	all or in_regist
	n/a
	n/a
	all or in_regist


Table 2: Required scope values for: Inbound messages for periodic polling
	Resource
	URL
Base URL: http://{serverRoot}/{apiVersion}/messaging
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Inbound message  subscriptions
	/inbound/subscriptions

	6.6
	all or in_subscr
	n/a
	all or in_subscr
	n/a

	Individual inbound message  subscription
	/inbound/subscriptions/{subscriptionId}

	6.7
	all or in_subscr
	n/a
	n/a
	all or in_subscr


Table 3: Required scope values for: Subscription Management for Inbound messages
	Resource
	URL
Base URL: http://{serverRoot}/{apiVersion}/messaging
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Outbound message requests
	/outbound/{senderAddress}/requests

	6.9
	all or out
	n/a
	all or out
	n/a

	Outbound message request and delivery status
	/outbound/{senderAddress}/requests/{requestId}
	6.10
	all or out
	n/a
	n/a
	n/a

	Outbound message delivery status
	/outbound/{senderAddress}/requests/{requestId}/deliveryInfos
	6.11
	all or out
	n/a
	n/a
	n/a


Table 4: Required scope values for: Sending message and obtaining the Delivery Status
	Resource
	URL
Base URL: http://{serverRoot}/{apiVersion}/messaging
	Section refe-rence
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Outbound  message delivery notification subscriptions
	/outbound/{senderAddress}/subscriptions
	 6.12
	all or out
	n/a
	all or out
	n/a

	Individual outbound message  delivery notification   subscription
	/outbound/{senderAddress}/subscriptions/{subscriptionId}
	 6.13
	all or out
	n/a
	n/a
	all or out


Table 5: Required scope values for: Subscription Management for Outbound Message Delivery Status
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