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1 Reason for Change

This CR defines the normative aspects of Autho4API which are common to all the OMA RESTful NetAPIs when they support this authorization framework. A new normative Appendix D is created for this purpose.
Maybe REST NetAPI Common is not the ideal place for that change, because this specification seems rather limited to data type definitions, and not to protocols and behaviors. 

On the other hand, defining these common aspects in Autho4API ER would create a dependency of Autho4API ER with the OMA RESTful NetAPI specifications.

Current proposal is to define scope values as URN, comprising in particular the organisation, the API, the API version and a token representing the access privilege. As a result, the endpoint URLs need not specify the Network API nor its version.

So far it is not proposed to require the registration of scope values with OMNA (to be discussed), because there will be too many in the end.
R01

· Simplified scope value construction (esp. no more URN scheme, no more versioning) 

· Alignement of {serverRoot} description with NetAPI TS convention

· Registration with OMNA 

· Addition of token revocation endpoint

R02
· General scope value grammar and OMNA registration aspects moved to Autho4API ER (see CR 0065-CR_OMNA_Scope_Value_registry) 
· Corrections in serverRoot definition
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Add a reference to Autho4API
2.1
Normative References

	[Autho4API_10]
	“Authorization Framework for Network APIs”, Open Mobile Alliance™, OMA-ER-Autho4API-V1_0, URL: http://www.openmobilealliance.org/

	[HTML FORMS]
	“HTML Forms”, W3C Recommendation, URL:http://www.w3.org/TR/html401/interact/forms.html

	[ISO4217]
	“ISO 4217 currency names and code elements”, URL: http://www.iso.org/  

	[JSON]
	“The application/json Media Type for JavaScript Object Notation (JSON)”, D. Crockford, July 2006, URL:  http://www.ietf.org/rfc/rfc4627.txt   

	[OMNA_Autho4API]
	Open Mobile Naming Authority “Autho4API Scope Values Registry”, Open Mobile Alliance™, 

URL: http://www.openmobilealliance.org/tech/omna
NOTE: The hyperlink above will point directly to the OMNA registry page once available.

	[ParlayX_Common]
	“Open Service Access (OSA); Parlay X web services; Part 1: Common”, 3GPP TS 29.199-01, Release 8, Third Generation Partnership Project, URL: http://www.3gpp.org/ftp/Specs/html-info/29-series.htm   

	[PSA]
	“Reference Release Package for Parlay Service Access”, Open Mobile Alliance™, OMA-ERP-PSA-V1_0, URL: http://www.openmobilealliance.org/ 

	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL: http://www.ietf.org/rfc/rfc2119.txt 

	[RFC2387]
	“The MIME Multipart/Related Content-type”, E. Levinson, August 1998, URL: http://www.ietf.org/rfc/rfc2387.txt

	[RFC2388]
	“Returning Values from Forms: multipart/form-data”, L. Masinter, August, 1998, URL:http://www.ietf.org/rfc/rfc2388.txt

	[RFC2616]
	“Hypertext Transfer Protocol -- HTTP/1.1”, R. Fielding et. al, June 1999, URL: http://www.ietf.org/rfc/rfc2616.txt

	[RFC3261]
	“SIP: Session Initiation Protocol”, J. Rosenberg, et. Al, June 2002, URL: http://www.ietf.org/rfc/rfc3261.txt 

	[RFC3986]
	“Uniform Resource Identifier (URI): Generic Syntax”, T. Berners-Lee, R. Fielding, L. Masinter, January 2005, URL: http://www.ietf.org/rfc/rfc3986.txt  

	[RFC3966]
	“The tel URI for Telephone Numbers”, H. Schulzrinne, December 2004, URL: http://www.ietf.org/rfc/rfc3966.txt  

	[RFC4122]
	“A Universally Unique IDentifier (UUID) URN Namespace”, P. Leach, M. Mealling, R. Salz, July 2005, URL: http://www.ietf.org/rfc/rfc4122.txt 

	[W3C-XML11] 
	W3C XML 1.1 Specification, URL: http://www.w3.org/TR/xml11/ 

	[XMLSchema1]
	W3C Recommendation, XML Schema Part 1: Structures Second Edition, URL: http://www.w3.org/TR/xmlschema-1/ 

	[XMLSchema2]
	W3C Recommendation, XML Schema Part 2: Datatypes Second Edition, URL: http://www.w3.org/TR/xmlschema-2/ 

	[REST_NetAPI_CallNotif]
	“RESTful Network API for CallNotification”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_CallNotification-V1_0, URL: http://www.openmobilealliance.org/ 


Change 2:  Add a new Appendix D

Appendix D. Authorization aspects
(Normative)
This appendix specifies how to use the OMA RESTful Network APIs in combination with some authorization frameworks.

D.1 Use of Autho4API

RESTful Network APIs MAY support the Autho4API authorization framework defined in [Autho4API_10].

A RESTful Network API supporting Autho4API SHALL conform to this section D.1. 
D.1.1 Endpoint URLs 
The endpoint URL to which Autho4API Clients send authorization requests on Autho-1 SHALL be constructed as follows:


https://{serverRoot}/autho4api/{version}/authorize
The endpoint URL to which Autho4API Clients send token requests on Autho-2 SHALL be constructed as follows:


https://{serverRoot}/autho4api/{version}/token

The endpoint URL to which Autho4API Clients send token revocation requests on Autho-2 SHALL be constructed as follows:


https://{serverRoot}/autho4api/{version}/revoke
Where the request URL variables are:
	Name
	Description

	serverRoot
	server base url: hostname+port+base path. Port and base path are OPTIONAL.
Example: example.com/exampleAPI 

	version
	version of the Autho4API framework, SHALL be “v1” without quotes


These endpoints SHALL be able to serve the requests for authorizations and tokens for any OMA RESTful Network API defining support for Autho4API, and for any version of this RESTful Network API.
D.1.2 Scope values 
D.1.2.1 Naming and registration



Autho4API scope values defined by OMA RESTful Network API specifications SHALL follow the {OMAScopeValue} grammar defined in section 7.3.1.3 of [Autho4API_10], with the additional following constraints:   
	Name
	Description

	ApiType
	fixed string “rest”

	ApiIdentification
	identification of the OMA RESTful Network API (e.g. “messaging” without quotes)

	Token
	identification of a set of operations on a set of resources of this API (e.g. “out” without quotes), to be documented by the OMA RESTful Network API specification


Autho4API scope values defined by OMA RESTful Network API specifications SHALL be registered with OMNA to the OMNA Autho4API Scope Value Registry [OMNA_Autho4API].
D.1.2.2 Usage

The Autho4API client SHALL include in the first request of the OAuth protocol the scope parameter containing a space-delimited list of scope values belonging to OMNA Autho4API Scope Value registry. The Authorization Server SHALL return an error response containing the error code appropriate to the protocol flow (e.g. “invalid_scope”) in the following cases:

· the scope parameter is missing;

· the requested scope is invalid, unknown, or malformed;

· the requested scope includes multiple scope values, and one of them is defined by the OMA RESTful Network API for the issuing of one-time access tokens only. 
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