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1 Reason for Change

This contribution proposes input for chapter 7.9: Multi-service provider environments
Basic description of the scenarios is provided. Further details should be added in the future.
Revision made to cover comments raised in Vancouver meeting:

· New scenario considered: several service providers served by a single Autho4API Authorization Server
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document.
6 Detailed Change Proposal

Change 1:  Content for chapter 7.9
7.9 Multi-service provider environments (Informative)


This section describes deployment options for Autho4API Enabler in Multi-Service Provider environments. These environments  present the following characteristics:
· More than one Service Provider is offering the same set of protected Resources.
· Each Resource Owner belongs to a certain Service Provider.

· A specific Autho4API Client MAY be used by Resource Owners belonging to any of the Service Providers.
· 

There are several environments with the above characteristics. The common point for all of them is that Autho4API enabler SHALL make possible for the Autho4API Client to obtain authorization to access the protected resources of any Resource Owner, no matter which of the Service Providers the Resource Owner belong to.
The different environments, depicted in the following sections, are divided depending on the different implications to the involved Autho4API entities, and the way the scenario is technically solved.
· 
· 
These scenarios are though not mutually exclusive, as combinations of them are possible.
7.9.1 Autho4API Client discovering the specific Autho4API Authorization Server
This scenario presents the following characteristics in addition to the general ones described for the Multi-Service Provider environment:
· There are multiple Autho4API Authorization Servers each serving Resource Owners belonging to a Service Provider or to a set thereof.
· The Autho4API Client uses the Discovery process described in chapter 7.3.2 to identify 
· the URLs of the Autho4API Authorization Server serving the corresponding Resource Owner.
Once the Autho4API Authorization Server has been identified the Autho4API Client proceeds to obtain authorization as described in chapter 7.4, targeting the authorization request to the URL retrieved as part of the Discovery procedure.
7.9.2 Autho4API Client requesting authorization through a single Autho4API Authorization Server
This scenario can be divided into the two following sub cases:

7.9.2.1 Single Autho4API Authorization Server serving multiple Service Providers
This scenario presents the following characteristics in addition to the general ones described for the Multi-Service Provider environment:
· There is a single Autho4API Authorization Server generating and managing Access Tokens for the Resource Owners from all Service Providers.
In this scenario the Autho4API Client proceeds to obtain authorization as described in chapter 7.4, targeting the authorization request to the single Autho4API Authorization Server. 
Note: In this scenario the Autho4API Client can use the Discovery process described in chapter 7.3.2 to identify the URLs of the single Autho4API Authorization Server, resulting in a mixed scenario with the one described in chapter 7.9.1.
7.9.2.2 Multiple Autho4API Authorization Servers serving multiple Service Providers
This scenario presents the following characteristics in addition to the general ones described for the Multi-Service Provider environment:

· There are multiple Autho4API Authorization Servers, each generating and managing Access Tokens for Resource Owners belonging to a specific Service Provider
· The Autho4API Client directs the authorization requests to a single Autho4API Authorization Server acting as entry point that in turn interacts with the Autho4API Authorization Server serving each specific Resource Owner.
· The Autho4API Client is not informed about the details of the Service Provider associated to the Resource Owner before completing the OAuth flow.
In this scenario the Autho4API Client proceeds to obtain authorization as described in chapter 7.4, targeting the authorization request to the single Autho4API Authorization Server acting as entry point


Note: This Multi Service Provider environment maps with the deployment scenario described in chapter D.1. 
Note: In this scenario the Autho4API Client can use the Discovery process described in chapter 7.3.2 to identify the URLs of the Autho4API Authorization Server acting as entry point, resulting in a mixed scenario with the one described in chapter 7.9.1.
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