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1 Reason for Change

Further details for the multi service provider scenarios are needed, for the obtaining authorization step.
Some text and the flow is included in chapter 6.4.1 for the obtaining authorization using Authorization Code, for one of the multi service provider scenarios.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document.
6 Detailed Change Proposal

Change 1:  New subchapter (7.4.1.5) for obtaining Authorization using Authorization Code grant type
7.4.1.5. Use in Multi Service Provider Scenarios – Multiple Autho4API Authorization Servers serving multiple Service Providers
The following considerations apply for the obtaining of authorization in the Multi Service Provider scenario where Autho4API Client requests authorization through a single Autho4API Authorization Server and there are Multiple Autho4API Authorization Servers serving multiple Service Providers, described in chapter 7.8.2.2.
· The Autho4API Authorization Server offering the Authorization endpoint to Autho4API Client SHALL be able to cache Authorization Codes, Access Tokens and redirection URIs.
· The Autho4API Authorization Server offering the Authorization endpoint to Autho4API Client SHALL be able to redirect Resource Owner’s User Agent to the Autho4API Authorization Server of a Service Provider.
Note: To perform this step, the Autho4API Authorization Server offering the authorization endpoint will discover the Service Provider of the end user, by means out of scope of this specification.
· The Autho4API Authorization Server offering the Authorization endpoint to Autho4API Client SHALL be able to indicate a redirection URI where the Resource Owner’s User Agent will be sent back after User Authentication and Authorization. The Autho4API Authorization Server offering the Authorization endpoint to Autho4API Client SHALL be able to associate such redirection URI with the Autho4API Client and with the redirect URI indicated by that Autho4API Client in authorization request.
· The Autho4API Authorization Server offering the Authorization endpoint to Autho4API Client SHALL be able to cache the mapping between the following elements:
· An Authorization Code with a certain Autho4API Authorization Server of a Service Provider
· An Access Token with a certain Autho4API Authorization Server of a Service Provider
7.4.1.5.1. Detailed protocol flow (informative)

For the Multi Service Provider scenario where Autho4API Client requests authorization through a single Autho4API Authorization Server and there are Multiple Autho4API Authorization Servers serving multiple Service Providers, the general flow shown in Figure 3 is modified as follows:
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1. Redirection to Authorization Endpoint:

GET https://SharedAutho4APIAuthServer.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

5. Redirection to (Shared) Autho4API Serverwith Authorization Code

302 Found

Location: https://SharedAutho4APIServer.example/authCode/abc?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

8. Access Token Request

POST https://SharedAutho4APIAuthServer.example/token

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

Content-Type: application/x-www-form-urlencoded;charset=UTF-8

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA

&redirect_uri=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

9. Acces Token (with optional refresh token)

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Cache-Control: no-store

Pragma: no-cache

{

"access_token":"2YotnFZFEjr1zCsicMWpAA",

"token_type":"example",

"expires_in":3600,

"refresh_token":"tGzv3JOkF0XG5Qx2TlKWIA",

"example_parameter":"example_value"

}
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7. Redirection to Autho4API Client

GET https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz
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3. Redirection to Autho4API Authorization Server (Service Provider X)

302 Found

Location: https://Autho4APIAuthServerX.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FSharedAutho4APIServer%2Eexample%2FauthCode%2abc

3. Redirection to Authorization Endpoint:

GET https://Autho4APIAuthServerX.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&rredirect_uri=

https%3A%2F%2FSharedAutho4APIServer%2Eexample%2FauthCode%2abc

7. Redirection to Autho4API Client with Authorization Code

302 Found

Location: https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

5. Redirection to (Shared) Autho4API Serverwith Authorization Code

GET https://SharedAutho4APIServer.example/authCode/abc?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

8. Access Token Request
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 Figure X: Obtaining Authorization using the Authorization Code grant type: Multiple Autho4API Authorization Servers serving multiple Service Providers detailed protocol flow
1. Autho4API Client redirects the Resource Owner’s User Agent to the (Shared) Autho4API Authorization Server authorization endpoint.
2. (Shared) Autho4API Authorization Server discovers the Resource Owner’s Service Provider. There are several ways to discover the Service Provider, by means of network authentication or by other means. If none of the mechanisms are available, the Resource Owner can be requested to select her Service Provider.
3. Once the Service Provider is known, (Shared) Autho4API Authorization Server redirects the Resource Owner’s User Agent to the Autho4API Authorization Server of Service Provider X Endpoint. (Shared) Autho4API Authorization Server provides an URI in the ‘redirect_uri’ parameter, so that the Resource Owner’s User Agent can be redirected back to the (Shared) Autho4API Authorization Server later on. (Shared) Autho4API Authorization Server associates the URI indicated in ‘redirect_uri’ with the ‘redirect_uri’ indicated by Autho4API Client in step 1.
4. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources.
5. The Autho4API Authorization Server of Service Provider X answers to the request in step 3 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 3; the Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response. 
6. (Shared) Autho4API Authorization Server caches the received Authorization Code and associates it with Service Provider X.
7. The (Shared) Autho4API Authorization Server answers to the GET request in step 5 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 1; the Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response. 
8. The Autho4API Client sends an Access Token request to the (Shared) Autho4API Authorization Server. (Shared) Autho4API Authorization Server checks the validity of Authorization Code, which was cached in step 6, and routes the Access Token Request to Autho4API Authorization Server of Service Provider X.
9. The Autho4API Authorization Server of Service Provider X answers to the Autho4API Client, providing the Access Token and optionally a Refresh Token. (Shared) Autho4API Authorization Server caches the Access Token and, if present, the Refresh Token, associates them with Service Provider X and forwards the response to Autho4API Client.
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