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1 Reason for Change

Further details for the multi service provider scenarios are needed, for the obtaining authorization step.
New flow is included in chapter 7.8.2.2.1.2 for the obtaining authorization using Implicit Grant, for the multi service provider scenario described in that chapter
R01: Note in step 7 clarifies that is an example
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document.
6 Detailed Change Proposal

Change 1:  New subchapter (7.8.2.2.1.2) for obtaining Authorization using Authorization Code grant type
7.8.2.2.1.2. Detailed protocol flow – Implicit Grant
The general flow shown in Figure 5 is modified as follows:
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Figure X: Obtaining Authorization using the Implicit Grant type: Multiple Autho4API Authorization Servers serving multiple Service Providers detailed protocol flow
1. Autho4API Client redirects the Resource Owner’s User Agent to the (Shared) Autho4API Authorization Server authorization endpoint.

2. (Shared) Autho4API Authorization Server discovers the Resource Owner’s Service Provider. There are several ways to discover the Service Provider, by means of network authentication or by other means. If none of the mechanisms are available, the Resource Owner can be requested to select her Service Provider 

3. Once the Service Provider is known, (Shared) Autho4API Authorization Server redirects the Resource Owner’s User Agent to the Autho4API Authorization Server of Service Provider X Endpoint. (Shared) Autho4API Authorization Server provides an URI in the ‘redirect_uri’ parameter, so that the Resource Owner’s User Agent can be redirected back to the (Shared) Autho4API Authorization Server later on. (Shared) Autho4API Authorization Server associates the URI indicated in ‘redirect_uri’ with the ‘redirect_uri’ indicated by Autho4API Client in step 1.

4. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources.

5. The Autho4API Authorization Server of Service Provider X answers to the request in step 3 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 3; the Access Token is provided in the URI as an URI fragment. The Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 302 response, without including the URI Fragment. 
6. The (Shared) Autho4API Authorization Server returns a web page (typically an HTML document with an embedded script).

7. The Resource Owner’s User Agent executes the script provided by the web-hosted Autho4API Authorization Server, which instructs the Resource Owner’s User Agent to send the URI fragment to the web server and to be redirected to the redirect_uri indicated in step 1. 

a) Resource Owner’s User Agent sends to the (Shared) Autho4API Authorization Server the Access Token; (Shared) Autho4API Authorization Server caches the Access Token and associates it with Service Provider X.

b) Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the script. The GET request does not include the previous URI fragment, which is retained in the Resource Owner User Agent.

Note: This redirection cannot be done by a HTTP 302, but can be easily performed for example with a script in Javascript.

8. The Autho4API Client returns a web page (typically an HTML document with an embedded script) capable of accessing the full redirection URI including the fragment retained by the Resource Owner’s User-Agent, and extracting the access token (and other parameters) contained in the fragment.
9. The Resource Owner’s User Agent executes the script provided by the web-hosted Autho4API Client resource locally, which extracts the Access Token and passes it to the Autho4API Client.
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