Doc# OMA-ARC-Autho4API-2011-0055-CR_MSP_ResourceRequest
Change Request

Doc# OMA-ARC-Autho4API-2011-0055-CR_MSP_ResourceRequest
Change Request



Change Request

	Title:
	Considerations and flow for MSP scenarios: Accessing Protected resources
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC Autho4API

	Doc to Change:
	OMA-ER-Autho4API-V1_0-20111006-D

	Submission Date:
	29 Oct., 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Diego González, Telefónica S.A., diegog@tid.es
Eduardo Fullea, Telefónica S.A., efc@tid.es

	Replaces:
	n/a


1 Reason for Change

Further details for the multi service provider scenarios are needed, for the access to protected resources
New subchapter 7.8.2.2.2  is included to detail the implications in the resource requests, for the multi service provider scenario described in that chapter.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document.
6 Detailed Change Proposal

Change 1:  New subchapter (7.8.2.2.2) for accessing protected resources in a MSP scenario
7.8.2.2.2. Accessing Protected Resources
· For the access to protected resources, the following considerations apply:
· The Autho4API Access Control Server acting as entry point for resource requests, based on cached Access Token, forwards the resource request to the Autho4API Access Control Server of the Service Provider that issued the Access Token.
· Additionally, if the Access Token is a MAC Token [draft-hammer-oauth-v2-mac-token], the Autho4API Access Control Server re-signs the resource request before forwarding it to the Autho4API Access Control Server of the Service Provider that issued the Access Token. This step is necessary because the host path changes and the endpoint is part of the normalized request string that is signed with the MAC key.
· Alternatively, the Autho4API Access Control Server acting as entry point for resource requests offers and endpoint where 
· The Autho4API Client sends a request including the issued Access Token.
· The Autho4API Access Control Server acting as entry point, based on cached Access Token, answers to the request with the resource endpoint valid for the Access Token, i.e.: the endpoint of the Autho4API Access Control Server of the Service Provider that issued the Access Token.
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