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1 Reason for Change

A new endpoint is proposed. An endpoint offered by the Autho4API Access Control Server where the Autho4API Client queries for the endpoint where the Service Provider is exposing the resources granted for an Access Token. 
This endpoint is useful in scenarios with a shared entity, like some Multi Service Provider Scenarios.
R01: Revision after Beijing comments.

2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

A SUP XSD file should be defined
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document. Assign Action Item for SUP File.
6 Detailed Change Proposal

Change 1:  New subchapter 7.2.4 Resource Server Redirection endpoint
7.8.2.2.2 Accessing Protected Resources
For the access to protected resources, the following considerations apply:
· The Autho4API Access Control Server acting as entry point for resource requests, based on cached Access Token, forwards the resource request to the Autho4API Access Control Server of the Service Provider that issued the Access Token.

· Alternatively, the Autho4API Access Control Server acting as entry point for resource requests offers a Resource Server Redirection endpoint described in 7.8.2.2.2.1 where 

· The Autho4API Client sends a request including the issued Access Token.

· The Autho4API Access Control Server acting as entry point, based on cached Access Token, answers to the request with the resource endpoint valid for the Access Token, i.e.: the endpoint of the Autho4API Access Control Server of the Service Provider that issued the Access Token.

7.2.4.2. 7.8.2.2.2.1 Resource Server Redirection endpoint
This endpoint is offered by the Autho4API Access Control Server. Autho4API Client uses this endpoint to query for the endpoint where the Service Provider is exposing the resources granted for an Access Token.
The offered endpoint exposes a REST resource in an URL that follows OMA REST Common Resource URL Considerations [REST_NetAPI_Common], as follows:
 
http://{serverRoot}/{Autho4APIVersion}/GetResourceEndpoint
Where Autho4APIVersion is equal to 1.

The REST resource is is accessed by Autho4API Client as follows:
· Autho4API Client sends a GET request, using HTTPS, to the Resource Server Redirection endpoint offered by Autho4API Access Control Server.
· Autho4API Client includes in the Authorization header the Access Token obtained in the Obtaining Authorization step.
· The Autho4API Access Control Server checks the association of the received Access Token with an Autho4API Access Control Server (e.g.: the Autho4API Access Control Server of the corresponding Service Provider) and responds with the endpoint of that specific Autho4API Access Control Server. The endpoint is included in the body of the response, as an XML or JSON element named ‘endpointList’, including one or more ‘endpoint’ elements, each of them with an ‘url’ element including the url of the endpoint as well as one or more ‘scope’ elements including the scope of the resources available at that specific endpoint. The XML schema for the ‘endpointList’ data structure is given in [AUTHO4API _SUP_Resource_Server_Redirect_Endpoint].
7.2.4.1. 
7.2.4.1.1. 
The following is an example of a request to this endpoint:
	GET example/1/GetResourceEndpoint HTTP/1.1

Accept: application/xml
Host: server.example.com

Authorization: Bearer vF9dft4qmT


7.2.4.1.2. 
The following is an example of a valid response from this endpoint to previous request:
	HTTP/1.1 200 OK
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 2 Nov 2011 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>

<autho:endpointList xmlns:redirectEndpoint="urn:oma:xml:rest:autho:redirectEndpoint:1">
<endpoint>

<url>https://Autho4APIAccessControlServer_1.serviceproviderExample.com</url>
<scope>oma_rest_messaging.in_regist</scope>

<scope>oma_rest_messaging.in_subscr</scope>

</endpoint>
<endpoint>

<url>https://Autho4APIAccessControlServer_2.serviceproviderExample.com</url>

<scope>oma_rest_messaging.out</scope>

</endpoint>
</endpointList>


Change 2:  New Reference for the XML schema for Resource Server Redirection Endpoint and for REST Common
2. References

2.1. Normative References

	[AUTHO4API _SUP_Resource_Server_Redirect_Endpoint]
	“XML schema for Autho4API for the Service Provider Redirection Endpoint”, Open Mobile Alliance™, OMA-SUP-XSD-autho4api_servprov_redirect_endpoint-V1.0, URL: http://www.openmobilealliance.org/


	[REST_NetAPI_Common]
	“Common definitions for OMA RESTful Network APIs”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_Common-V1_0, URL:http://www.openmobilealliance.org/
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