Doc# OMA-ARC-Autho4API-2011-0056R02-CR_Resource_Server_Redirection_endpoint
Change Request

Doc# OMA-ARC-Autho4API-2011-0056R02-CR_Resource_Server_Redirection_endpoint
Change Request



Change Request

	Title:
	New endpoint proposal: endpoint to query for the Service Provider Resources Endpoint
	 FORMCHECKBOX 
 Public       FORMCHECKBOX 
 OMA Confidential

	To:
	ARC Autho4API

	Doc to Change:
	OMA-ER-Autho4API-V1_0-20111006-D

	Submission Date:
	02 Nov., 2011

	Classification:
	 FORMCHECKBOX 
 0: New Functionality
 FORMCHECKBOX 
 1: Major Change
 FORMCHECKBOX 
 2: Bug Fix
 FORMCHECKBOX 
 3: Editorial

	Source:
	Diego González, Telefónica S.A., diegog@tid.es
Eduardo Fullea, Telefónica S.A., efc@tid.es

	Replaces:
	n/a


1 Reason for Change

A new endpoint is proposed. An endpoint offered by the Autho4API Access Control Server where the Autho4API Client queries for the endpoint where the Service Provider is exposing the resources granted for an Access Token. 
This endpoint is useful in scenarios with a shared entity, like some Multi Service Provider Scenarios.
R01: Revision after Beijing comments.
R02: Revision after comments from Conference Call
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

A SUP XSD file should be defined
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Include the proposed text in Autho4API ER Document. Assign Action Item for SUP File.
6 Detailed Change Proposal

Change 1:  New subchapter 7.8.2.2.2.1 Resource Server Redirection endpoint
7.8.2.2.2 Accessing Protected Resources
For the access to protected resources, the following considerations apply:
· The Autho4API Access Control Server acting as entry point for resource requests, based on cached Access Token, forwards the resource request to the Autho4API Access Control Server of the Service Provider that issued the Access Token.

· Alternatively, the Autho4API Access Control Server acting as entry point for resource requests offers a Resource Server Redirection endpoint described in 7.8.2.2.2.1 where 

· The Autho4API Client sends a request including the issued Access Token.

· The Autho4API Access Control Server acting as entry point, based on cached Access Token, answers to the request with the set of resource endpoints valid for the Access Token, i.e.: the endpoint(s) of the Autho4API Access Control Server(s) of the Service Provider that issued the Access Token.

7.2.4.2. 7.8.2.2.2.1 Resource Server Redirection endpoint
This endpoint is offered by the Autho4API Access Control Server. Autho4API Client uses this endpoint to query for the endpoint(s) where the Service Provider is exposing the resources granted for an Access Token.
The offered endpoint exposes a REST resource in an URL that follows OMA REST Common Resource URL Considerations [REST_NetAPI_Common]. This resource is named ‘URL Prefixes for Granted resources’ and is defined in Appendix F.

The REST resource is accessed by Autho4API Client as follows:
· Autho4API Client sends a GET request, using HTTPS, to the Resource Server Redirection endpoint offered by Autho4API Access Control Server.
· Autho4API Client includes in the Authorization header the Access Token obtained in the Obtaining Authorization step.
· The Autho4API Access Control Server checks the association of the received Access Token with an Autho4API Access Control Server (e.g.: the Autho4API Access Control Server of the corresponding Service Provider) and responds with a list of endpoints of that specific Autho4API Access Control Server and the resources accessible in each of the endpoints. 
· The endpoints returned are URL Prefixes referring to the server root where the resources are exposed, i.e.: the URL Prefix has the form: hostname+port+base path. 
Example: http://example.com/ServerX/ResourceExposingPlatform
· The resources accessible in each of the returned endpoints are optionally matched by using ‘scope’ parameter indicated by the Autho4API Client in the Obtaining Authorization Step. 
· For accessing the actual resources, the Autho4API Client takes the provided URL Prefix and appends the needed parts. For OMA Network APIs this means that the URL Prefixes match the {serverRoot} variable.
Change 2:  New Reference for the XML schema for Resource Server Redirection Endpoint and for REST Common
2. References

2.2 Informative References

	[AUTHO4API _SUP_Resource_Server_Redirect_Endpoint]
	“XML schema for Autho4API for the Service Provider Redirection Endpoint”, Open Mobile Alliance™, OMA-SUP-XSD-autho4api_servprov_redirect_endpoint-V1.0, URL: http://www.openmobilealliance.org/


	[REST_NetAPI_Common]
	“Common definitions for OMA RESTful Network APIs”, Open Mobile Alliance™, OMA-TS-REST_NetAPI_Common-V1_0, URL:http://www.openmobilealliance.org/


	[XMLSchema1]
	W3C Recommendation, XML Schema Part 1: Structures Second Edition, URL: http://www.w3.org/TR/xmlschema-1/ 

	[XMLSchema2]
	W3C Recommendation, XML Schema Part 2: Data types Second Edition, URL: http://www.w3.org/TR/xmlschema-2/ 


Change 3:  New Appendix for the definition of ‘URL Prefixes for Granted Resources’ resource
Appendix F. Definition of ‘URL Prefixes for Granted Resources’ resource (informative)
This section is organized to support a comprehensive understanding of the ‘URL Prefixes for Granted Resources’ resource, defined following [REST_NetAPI_Common] recommendations. It specifies the definition of the resource, data structures, and definitions of all operations permitted on the resource.
F.1 Resource Summary

The following tables give a detailed overview of the resource ‘URL Prefixes for Granted Resources’, the data type of their representation and the allowed HTTP methods. 
Purpose: Retrieving URL Prefixes for the Resources granted for a given Access Token
	Resource
	URL
Base URL: https://{serverRoot}/Autho4API/ {Autho4APIVersion}
	Data Structures
	HTTP verbs

	
	
	
	GET
	PUT
	POST
	DELETE

	Outbound message requests
	/ResourcesURLPrefixes

	RedirectEndpointList
	
read one or more URL prefixes for resources granted to an Access Token
	no
	no
	no


Data Types
XML Namespaces
The namespace for the ‘URL Prefixes for Granted Resources’ resource is:

urn:oma:xml:rest:autho:redirectEndpoint:1
The 'xsd' namespace is used in the present document to refer to the XML Schema data types defined in XML Schema [XMLSchema1, XMLSchema2]. The 'common' namespace is used in the present document to refer to the data types defined in [REST_NetAPI_Common]. The use of the names 'xsd' and ‘common’ is not semantically significant.

The XML schema for the data structures defined in the section below is given in [AUTHO4API _SUP_Resource_Server_Redirect_Endpoint].

Applications requiring the usage of Resource Server Redirect Endpoint defined in chapter 7.8.2.2.2.1 SHALL use the namespace urn:oma:xml:rest:autho:redirectEndpoint:1
Structures
The subsections of this section define the data structures used in the ‘URL Prefixes for Granted Resources’ resource.

Some of the structures can be instantiated as so-called root elements.
Type: RedirectEndpointList

List of Endpoints
	Element
	Type
	Optional
	Description

	endpoint
	EndpointType [1..unbounded]
	No
	An array of endpoints associated to provided Access Token


A root element named redirectEndpointList of type RedirectEndpointList is allowed in request and/or response bodies.
Type: EndpointType
Individual endpoint
	Element
	Type
	Optional
	Description

	url
	xsd:anyURI
	No
	URL Prefix referring to the server root where the resources are exposed, i.e.: the URL Prefix has the form: hostname+port+base path. 
Example: http://example.com/ServerX/ResourceExposingPlatform


	scope
	xsd:string [0..unbounded]
	No
	List of scope values referring to the resources granted for indicated Access token in the URL Prefix indicated in parameter above.
If this parameter does not appear, it means that the URL Prefix indicated in parameter above exposes all the resources granted for provided Access Token. If more than one endpoint is provided, the scope parameter must appear in each of the endpoints.


F.2 Detailed specification of the resource
The following applies to the resource defined in this Appendix regardless of the representation format (i.e. XML, JSON, application/x-www-form-urlencoded):

· Reserved characters in URL variables (parts of a URL denoted below by a name in curly brackets) MUST be percent-encoded according to [RFC3986]. Note that this always applies, no matter whether the URL is used as a Request URL or inside the representation of a resource (such as in “resourceURL” and “link” elements).
· For responses that have a body, the following applies: in the requests received, the server SHALL support JSON and XML encoding of the parameters in the body, and MAY support application/x-www-form-urlencoded parameters in the body. The Server SHALL return either JSON or XML encoded parameters in the response body, according to the result of the content type negotiation as specified in [REST_NetAPI_Common]. In notifications to the Client, the server SHALL use either XML or JSON encoding, depending on which format the client has specified in the related subscription. The generation and handling of the JSON representations SHALL follow the rules for JSON encoding in HTTP Requests/Responses as specified in [REST_ NetAPI_Common].

Resource: ‘URL Prefixes for Granted Resources’
The resource used is: 

https://{serverRoot}/Autho4API/ {Autho4APIVersion}/ResourcesURLPrefixes
/
This resource is for polling for the endpoint(s) where the Service Provider is exposing the resources granted for an Access Token.
Request URL variables

The following request URL variables are common for all HTTP commands:

	Name
	Description

	serverRoot
	server base url: hostname+port+base path. Example: http://example.com/exampleAPI

	Autho4APIVersion
	version of the API client wants to use. The value of this variable is v1.


See section F.3 for a statement on the escaping of reserved characters in URL variables.
Response Codes and Error Handling

For HTTP response codes, see [REST_NetAPI_Common].
When the request provides an expired, revoked, malformed, or invalid Access Token, the response shall be an HTTP 401 (Unauthorized) with the error code ‘invalid_token’, as defined for Bearer Tokens in chapter 2.4.1 of [draft-ietf-oauth-v2-bearer]
GET

This operation is used for reliable retrieval of the endpoint(s) where the Service Provider is exposing the resources granted for an Access Token
Request URL parameters are: none
The request for polling for the endpoint must include the Access Token, in the same manner as when Accessing Protected Resources, as specified in section 7.7.
F.2.1.1.1 Examples 1: Retrieve endpoint(s) for granted resources for a given Access Token
F.2.1.1.1.1. Request 

The following is an example of a request to this endpoint:
	GET example/Autho4API/v1ResourcesURLPrefixes HTTP/1.1

Accept: application/xml
Host: server.example.com

Authorization: Bearer vF9dft4qmT


F.2.1.1.1.2. Response
The following is an example of a valid response from this endpoint to previous request:
	HTTP/1.1 200 OK
Content-Type: application/xml
Content-Length: nnnn

Date: Thu, 18 Nov 2011 02:51:59 GMT

<?xml version="1.0" encoding="UTF-8"?>

<autho:redirectEndpointList xmlns:redirectEndpointList="urn:oma:xml:rest:autho:redirectEndpoint:1">
<endpoint>

<url>https://Autho4APIAccessControlServer_1.serviceproviderExample.com</url>

<scope>oma_rest_messaging.in_regist</scope>

<scope>oma_rest_messaging.in_subscr</scope>

</endpoint>
<endpoint>

<url>https://Autho4APIAccessControlServer_2.serviceproviderExample.com</url>

<scope>oma_rest_messaging.out</scope>

</endpoint>
</endpointList>


F.2.1.1.2 Examples 1: Retrieve endpoint(s) for granted resources for a given invalid Access Token
F.2.1.1.2.1. Request 

The following is an example of a request to this endpoint:
	GET example/Autho4API/v1ResourcesURLPrefixes HTTP/1.1

Accept: application/xml
Host: server.example.com

Authorization: Bearer FakevF9dft4qmT


F.2.1.1.2.2. Response
The following is an example of a valid response from this endpoint to previous request:
	HTTP/1.1 401 Unauthorized
Date: Thu, 18 Nov 2011 02:51:59 GMT
WWW-Authenticate: Bearer realm=" server.example.com ",

                     error="invalid_token",

                     error_description="The Access Token is not valid"


PUT

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’ field in the response as per section 14.7 of [RFC 2616].
POST

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’ field in the response as per section 14.7 of [RFC 2616].

DELETE

Method not allowed by the resource. The returned HTTP error status is 405. The server should also include the ‘Allow: GET’ field in the response as per section 14.7 of [RFC 2616].
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