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1 Reason for Change

This CR populates the Service Definition & Discovery section (7.3) of Autho4API ER.

Background summary:

· IETF will decide after OAUTH WG rechartering whether they will resume their initial work on OAuth Discovery mechanism. If decided, the corresponding RFC might be available by Q2 2012 at the earlierst so definitvely to late fo Autho4API v1.0 schedule. For this reason, it was decided in Stockholm to not include this feature in Autho4API v1.0.

· Also in Vancouver was suggested the idea of creating a new work item “OMA Service Discovery” usable by many enablers and e.g. that could encompass IETF OAuth Discovery should it exist. But no work item has been created yet, so Autho4API v1.0 cannot rely on this enabler either
· A last option was to define a discovery mechanism in Autho4API enabler itself, but this OMA-specific mechanism could be outdated soon, in case IETF finally specifies this OAuth Discovery mechanism.
As a result, the Service & Discovery section can only mention the parameters that are needed for the client to run the protocol, and how these parameters are obtained by/provisioned to the client remains out of scope of this first 1.0 version of Autho4API enabler.

R01
Example of bad user experience removed
Removal of references to MAC tokens
Renaming of  “service definition & discovery” to “service parameters discovery”
2 Impact on Backward Compatibility

None
3 Impact on Other Specifications

None
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to approve the proposed change.
6 Detailed Change Proposal

Change 1:  Add a reference to Autho4API
7. Hello

7.3 Service Parameters Discovery (Informative)
OAuth 2.0 [draft-ietf-oauth-v2] does not define how an Autho4API Client can obtain the service parameters required to run the protocol:
· Server endpoints URLs;
· Server capabilities, i.e. supported protocol options;
· Resource locations;
· Scope values and their mapping with resource access.
When these parameters are fixed and described in the service documentation of the network API, the Autho4API Client can statically embed these parameters prior to its deployment.
7.3.1 Otherwise, the Autho4API Client needs to dynamically obtain the unkown parameters using some mechanism, not only to proper run the protocol, but also to determine in advance - for the sake of user experience - if it is able to run the protocol before engaging the resource owner in the authorization process.
7.3.2 Service Parameters
This section describes the parameters which the Autho4API Client must obtain somehow to properly run the protocol flow till the protected resource request. 
7.3.2.1 Bootstrapping



An Autho4API Client not knowing at the time of deployment all the parameters required to use the Authorization Framework needs at least to be provisioned with some information allowing to obtain these parameters later on, such as:

The location of a service discovery endpoint.
7.3.2.2 




7.3.2.3 Scope Values

An individual Network API specification using this enabler as its authorization framework may define scope values. 

Appendix E provides considerations on the definition of scope values for a given Network API.
7.3.2.4 Autho4API Authorization Server parameters











To properly interact with the Autho4API Authorization Server on Autho-1 and Autho-2 interfaces, the Autho4API Client needs to know the following server-specific parameters:
For a protocol flow which includes an authorization request:

Location of authorization endpoint;
Supported/required authorization endpoint extension parameters;
Supported secondary channel(s) for authorization code transport, with supported response encryption methods if applicable;
Supported client types;
Supported response types;
Supported transport-layer mechanisms;
Required client environment capabilities, e.g. in case they take part in the user authentication process.  
For a protocol flow which includes an access token request:

· Location of token endpoint;

· Supported/required token endpoint extension parameters;
· Supported/preferred client authentication methods;
· Supported authorization grant types;
· Supported/preferred transport-layer mechanisms;

· Types of issued access tokens (bearer tokens…)

When the token revocation feature is supported:

Location of token revocation endpoint

Supported/preferred transport-layer mechanisms;
Note that there might be multiple reasons for a given endpoint (e.g. authorization endpoint URL) to not be known statically at the time of Autho4API Client deployment. For instance:
· The service provider wants the flexibility to change the endpoint URL over time;
· The service provider exposes several authorization endpoints (e.g. each dedicated to a user authentication method,  to a well-known set of APIs…);
The aggregation of service providers exposes one endpoint per service provider, and client deployment is service-provider agnostic in the context of this aggregation.
7.3.2.5 Autho4API Access Control Server parameters






To properly interact with the Autho4API Access Control Server on Autho-3 interface, the Autho4API Client needs to know the following server-specific parameters:
Types of issued access tokens

In case of bearer tokens: supported/preferred methods of access token inclusion

7.3.3 Discovery Mechanisms





This version of the Autho4API enabler does not define the mechanisms by which the Autho4API Client can obtain the parameters required to interact with the Autho4API Authorization Server and Access Control Server. 
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