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1 Reason for Change

This CR resolves comment B046:

	B046
	2011.12.21
	T
	7.4.1.1.1
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139

Comment: IETF does not restrict HTTP redirect status code to be 302. 
Proposed Change: Replace “302” with “30x”
	Status: OPEN.

<provide response>


Although IETF examples are using 302, IETF does not formally restrict the HTTP status code signalling the redirection to the sole value 302.
Note: the proposal is to change to 3xx (not to 30x) so to follow HTTP spec convention. Also the replacement is done in standard OAuth flow descriptions, not in the multi-provider scenario descriptions.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  Change for Authorization Code flow
7.4.1.1.1
Detailed protocol flow (Informative)

The flow shown in figure 3 of section 4.1 of [draft-ietf-oauth-v2] maps to the following flow, using OMA Autho4API Entities and interfaces:
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1. Redirection to Authorization Endpoint:

GET https://Autho4APIAuthServer.example/authorize/?

response_type=code&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

2. User Authentication and Authorization

3. Redirection to Autho4API Client with Authorization Code

302 Found

Location: https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz

4. Access Token Request

POST https://Autho4APIAuthServer.example/token

Authorization: Basic czZCaGRSa3F0MzpnWDFmQmF0M2JW

Content-Type: application/x-www-form-urlencoded;charset=UTF-8

grant_type=authorization_code&code=SplxlOBeZQQYbYS6WxSbIA

&redirect_uri=https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

5. Acces Token (with optional refresh token)

HTTP/1.1 200 OK

Content-Type: application/json;charset=UTF-8

Cache-Control: no-store

Pragma: no-cache

{

"access_token":"2YotnFZFEjr1zCsicMWpAA",

"token_type":"example",

"expires_in":3600,

"refresh_token":"tGzv3JOkF0XG5Qx2TlKWIA",

"example_parameter":"example_value"

}
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3. Redirection to Autho4API Client

GET https://Autho4APIClient.example.com/cb?

code=SplxlOBeZQQYbYS6WxSbIA&state=xyz


Figure 3: Obtaining Authorization using the Authorization Code grant type: Detailed Protocol Flow
1. Autho4API Client redirects the Resource Owner’s User Agent to the Autho4API Authorization Server Endpoint. This step maps with step (A) in section 4.1 of [draft-ietf-oauth-v2]. The step is detailed in section 4.1.1 of [draft-ietf-oauth-v2]. How the Autho4API Client redirects the Resource Owner User Agent is out of scope of this specification, as it is done through Ext-1 interface.

2. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources. This step maps with step (B) in section 4.1 of [draft-ietf-oauth-v2]. How this step 2 is performed is out of scope of Autho4API.

3. The Autho4API Authorization Server answers to the request in step 1 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 1; the Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 3xx response. This step maps with step (C) in section 4.1 of [draft-ietf-oauth-v2]. The step is detailed in section 4.1.2 of [draft-ietf-oauth-v2]. How the Resource Owner’s User Agent executes the redirection to Autho4API Client is out of scope of this specification, as it is done through Ext-1 interface.

4. The Autho4API Client sends an Access Token request to the Autho4API Authorization Server. This step maps with step (D) in section 4.1 of [draft-ietf-oauth-v2]. The step is detailed in section 4.1.3 of [draft-ietf-oauth-v2].

5. The Autho4API Authorization Server answers to the Autho4API Client, providing the Access Token and optionally the Refresh Token. This step maps with step (E) in section 4.1 of [draft-ietf-oauth-v2]. The step is detailed in section 4.1.4 of [draft-ietf-oauth-v2].

Change 2:  Change for Implicit Grant flow

7.4.2.1.1
Detailed protocol flow (Informative)
The flow shown in figure 4 in section 4.2 of [draft-ietf-oauth-v2] maps to the following flow, using OMA Autho4API Entities and interfaces:
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1. Redirection to Authorization Endpoint:

GET https://Autho4APIAuthServer.example/authorize/?

response_type=token&client_id=s6BhdRkqt3&state=xyz&redirect_uri=

https%3A%2F%2FAutho4APIClient%2Eexample%2Ecom%2Fcb

2. User Authentication and Authorization

3. Redirection to Autho4API Client with Access Token in fragment

302 Found

Location: https://Autho4APIClient.example.com/cb#

access_token=2YotnFZFEjr1zCsicMWpAA

&state=xyz&token_type=example&expires_in=3600
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Figure 5: Obtaining Authorization using the Implicit grant type: Detailed Protocol Flow
1. Autho4API Client redirects the Resource Owner’s User Agent to the Autho4API Authorization Server Endpoint. This step maps with step (A) in section 4.2 of [draft-ietf-oauth-v2], The step is detailed in section 4.2.1 of [draft-ietf-oauth-v2]. How the Autho4API Client redirects the Resource Owner User Agent is out of scope of this specification, as it is done through Ext-1 interface.
2. The Resource Owner is authenticated and grants to the Autho4API Client the access to the Resources. This step maps with step (B) in section 4.2 of [draft-ietf-oauth-v2]. How this step 2 is performed is out of scope of Autho4API.

3. The Autho4API Authorization Server answers to the request in step 1 redirecting the Resource Owner’s User Agent to the redirection URI provided in step 1; The Access Token is provided in the URI as an URI fragment. The Resource Owner’s User Agent sends the corresponding HTTP GET request to the URI indicated in the Location header of received HTTP 3xx response, without including the URI Fragment. This step maps with steps (C) and (D) in section 4.2 of [draft-ietf-oauth-v2]. The step is detailed in section 4.2.2 of [draft-ietf-oauth-v2]. How the Resource Owner’s User Agent executes the redirection to Autho4API Client is out of scope of this specification, as it is done through Ext-1 interface.
4. The Autho4API Client returns a web page (typically an HTML document with an embedded script) capable of accessing the full redirection URI including the fragment retained by the Resource Owner’s User-Agent, and extracting the access token (and other parameters) contained in the fragment.This step maps with step (E) in section 4.2 of [draft-ietf-oauth-v2]. Details of this step are out of scope of this specification, as the step is done through Ext-1 interface.
5. The Resource Owner’s User Agent executes the script provided by the web-hosted Autho4API Client resource locally, which extracts the Access Token and passes it to the Autho4API Client. This step maps with steps (F) and (G) in section 4.2 of [draft-ietf-oauth-v2]. Details of this step are out of scope of this specification, as the step is done through Ext-1 interface.
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1. Redirection to Authorization Endpoint,
including oma_sec_channel parameter
and NOT including redirect_uri parameter
GET https://Autho4APIAuthServer.example/authorize/?
response_type=code&client_id=s6BhdRkqt3
&state=xyz&oma_sec_channel=sms_text


3. Sends Authorization Code through the secondary channel 
(may not be sent directly but through intermediate entities)



