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1 Reason for Change

This CR is to address the following comments raised during the Auth4API 1.0 consistency review.
3.3 OMA-ER-Autho4API-V1_0-20111130-D
	ID
	Open Date
	Type
	Section
	Description
	Status

	B094
	2011.12.21
	T
	7.7.1.1
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139

Comment: To be decided if this text of this section should be changed to informative. 
Proposed Change: if Yes, a CR is needed; if No, the note can be removed.
	Status: OPEN.

<provide response>


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that ARC/SEC discuss and approve the proposed changes to be incorporated into the document OMA-ARC-Auth4API-1.0.
B094 is proposed to be closed by this CR.
6 Detailed Change Proposal

Change 1:  To address comments B094: The section 7.7.1.1 has been changed as follows.
7.7.1.1 One-time access tokens (Normative)
OAuth 2.0 access tokens defined in [draft-ietf-oauth-v2] can be indefinitely used by the client to access the protected resource, till the access token expires or is revoked. Expiry time can be explicitly signaled to the client via the “expires_in” parameter attached to an issued access token in the Access Token Response.

There is on the other hand no IETF Access Token Response parameter specifying a limited count of use for an issued access token. For certain types of resources though (e.g. a payment transaction), it is critical for security reasons that the access token be used once only. The Autho4API Authorization Server and Access Control Server could mutually agree to enforce this one-time use in the back-end, but a client would nonetheless attempt to reuse such issued access token multiple times, unnecessarily overloading the Access Control Server and increasing the total time for a client to restart the authorization process. 

One way of realizing this one-time use without creating a new Access Token Response extension is to specify by convention that some scope values of the Network API are defined for the issuing of one-time access tokens only. Whenever a Network API defines such a scope value, the Autho4API enabler SHALL support the one-time access token functionality in the following way:

· In the scope parameter included in the first protocol flow request, the Autho4API Client SHALL only include this scope value (i.e. it SHALL NOT include multiple scope values). 

· The Autho4API Authorization Server SHALL NOT issue a refresh token along with a one-time access token

· The Autho4API Access Control Server SHALL permanently invalidate a one-time access token as soon as it has been successfully used once to access the protected resource.

· The Autho4API Client SHALL discard a one-time access token as soon as it has successfully used it once to access the protected resource.

The Autho4API enabler MAY otherwise support the one-time access token functionality, using methods not defined by this specification.

NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2012 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

© 2012Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-ChangeRequest-20100101-I]

