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1 Reason for Change

The list of permitted characters for scope values is now specified in IETF Oauth 2.0 core spec. The related editor’s note in the ER can be removed. 

The CR besides resolves comment B118:

	ID
	Open Date
	Type
	Section
	Description
	Status

	B118
	2011.12.22
	  Q
	E.2.2.1
	Source: Ericsson

Form: OMA-CONR-2011-0142

Comment: The text states that there are no restrictions with regard to the set of characters usable to construct scope values.

Is this correct? What about non-ASCII characters?

Proposed Change: 
	Status: OPEN.

<provide response>


2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  To remove editor’s note
7.3.1.2.2
Naming and registration

The Open Mobile Naming Authority  maintains a registry [OMNA_Autho4API] of Autho4API Scope Values applicable to the Network APIs which use the Autho4API enabler as their authorization framework. 
Scope Value names in this registry SHALL be case-sensitive string values conforming:

firstly to the “scope-token” element specified  in section 3.3 of [draft-ietf-oauth-v2], which defines in particular the allowed character set for scope values 
secondly to the following grammar to assure uniqueness:
{ScopeValue}             ::= { {OMAScopeValue} | {ExtOrgScopeValue} |
                               {UnregisteredScopeValue} }

{OMAScopeValue}          ::= oma_{ApiType}_{ApiIdentification}.{Token}

{ExtOrgScopeValue}       ::= {ExtOrgPrefix}_{Label}
{UnregisteredScopeValue} ::= x_{Label}

Where:
	Name
	Description

	ApiType
	Type of the Network API. In string format excluding “_” character

	ApiIdentification
	Identification of the Network API, in the scope of {ApiType}. In string format excluding “_”and “.” characters.

	Token
	Identification of a set of operations on a set of resources of the API identified by {ApiType}_{ApiIdentification}. In string format. 

	ExtOrgPrefix
	Prefix defined by an external organization, RECOMMENDED  to identify the organization itself. In string format excluding “_” character. 

	Label
	Identification of a set of operations on a set of resources of some Network API(s) in the scope of the Scope Value prefix. In string format.



Autho4API Scope Values defined by OMA specifications SHALL follow the {OMAScopeValue} grammar and SHALL be registered with the OMNA Autho4API Scope Value Registry.

External organizations defining Autho4API Scope Values are RECOMMENDED to register a Scope Value prefix with the OMNA Autho4API Scope Value Registry and suitably publish their Scope Value definitions in a publicly available specification.
Scope Value prefix “x_” MAY be used to freely define Autho4API Scope Values which are not intended to be registered with OMNA. As such, these Scope Values are not guaranteed to be collision-free when used on Autho4API endpoints.  

Change 2:  To address comment B118
D.2.2.1
Scope Value syntax

Scope Values are encoded as a space-delimited list in the scope parameter, which can be present as a percent-encoded value in:

· the authorization request;

· the token request; 

· the token response of implicit grant flow; 

· (for bearer tokens) in the unsuccessful response to a protected resource request, when Scope represented by the Access Token is insufficient. 

The ‘scope’ parameter can also be present as a JSON string in:

· the token response of flows other than implicit grant flow. 

Therefore there are theoretically no restrictions with regard to the set of characters usable to construct Scope Values, which can thus be:

· A free-text value;

· A text value conforming to a well-known textual format (URN, URI, JSON object, etc.).

Overlong Scope Values may cause transport problems though, especially when ‘scope’ parameter is carried as a URI query parameter (i.e. authorization request).
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