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1 Reason for Change

Comment B034 related to TLS support was closed by CR 0027:

	B034
	2011.12.21
	T
	7.2.1
7.2.2
7.2.3
	Source: Alcatel-Lucent
Form: OMA-CONR-2011-0139
Comment: Editor Note: to decide after CONR on the normative status (mandatory, optional, recommended) of the different TLS versions. 
Proposed Change:

According to TS TLS_profile in OMA enabler SEC_CF1.1, TLS1.1 is mandatory and TLS1.2 is recommended.
	Status: CLOSED. Resolved by CR OMA-ARC-Autho4API-2012-0027. Another CR will specify the support of TLS on Autho-3


But it was identified that TLS support on Autho-3 was missing in the ER spec. Note that TLS support depends on the type of access token sent in the resource request: a MAC token needs not TLS, whereas a Bearer Token needs TLS absolutely.
And actually it is missing also on the Redirection endpoint (e.g. where the client acts as an HTTP(s) server). Note that IETF has debated a very long time whether the support of TLS on redirection endpoint should be a MUST or a SHOULD. It is now a SHOULD.
2 Impact on Backward Compatibility

None.
3 Impact on Other Specifications

None.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To ARC-SEC to agree on the proposed changes.
6 Detailed Change Proposal

Change 1:  To add TLS support to Redirection Endpoint
7.2.1.1
Redirection Endpoint
As described in section 3.1.2 of [draft-ietf-oauth-v2], Autho4API Authorization Endpoint redirects the Resource Owner's user-agent back to the Autho4API Client’s Redirection Endpoint, i.e. the absolute URI which was registered in the Autho4API Authorization Server during the client registration process. 
Autho4API Clients able to receive HTTP redirection responses (i.e. for which the Redirection Endpoint is a public HTTP URL):

SHOULD require the  use of TLS 1.1 [RFC4346] or TLS 1.2 [RFC5246] on their Redirection Endpoint

SHALL support the HTTP status codes defined in the 3xx range (which includes in particular - but not only - the “302 Found” code).

In order to support native Application client, Autho4API Authorization Server may support non-absolute URIs and also support other alternative channels for Autho4API Client to receive Authorization Code, as described in section 7.4.1.2 of this specification.
Change 2:  To add TLS support to Autho-3
7.7.3
Bearer Tokens
Regarding the method for sending a bearer token to make authenticated requests to access protected resources:
· The Autho4API Client SHOULD support the method where the Access Token is sent in an "Authorization" request header field, as defined in section 2.1 of  [draft-ietf-oauth-v2-bearer]. The Autho4API Client MAY support other sending methods defined in [draft-ietf-oauth-v2-bearer].

· The Autho4API Access Control Server SHALL support the method where the Access Token is sent in an "Authorization" request header field, as defined in section 2.1 of  [draft-ietf-oauth-v2-bearer]. The Autho4API Access Control Server MAY support other sending methods defined in [draft-ietf-oauth-v2-bearer].
Regarding the transport layer security of protected resource requests sent with a bearer token:
· The Autho4API Access Control Server SHALL support TLS 1.1 [RFC4346] and SHOULD support TLS 1.2 [RFC5246]. 
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