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1 Reason for Contribution

This document identifies issues to be decided on for the structure of the CBCS-1 interface of the Categorization Based Content Screening (CBCS) Enabler version 1.0.  The objective is to reach consensus on a series of critical interface design choices, prior to the actual specification of the interface.
2 Summary of Contribution

The CBCS-1 interface allows a Content Categorization Requestor to request a category (or categories) for a given piece of content from a Content Categorization Component.  The protocol on this interface is essentially a request-reply protocol that carries content or a content reference in the request, and a list of zero or more categories in the reply.  Though this appears to be straightforward there are a number of fundamental choices ARC must decide on, before we can proceed with the specification of the protocol itself.
In the definition of CBCS-1 we have to find the middle road between a too generic “request anything, reply anything” protocol on the one hand, and a too rigid protocol that is unable to adapt to different contexts on the other.  We strive to re-use existing technologies and standards wherever possible, but without compromising on the requirements for the CBCS Enabler as specified in the CBCS Requirements Document OMA-RD-CBCS-V1_0-20060711-C.
In view of the above considerations, the next section identifies some of the key design choices that have to be made before proceeding with the specification of the CBCS-1protocol.  We propose to resolve these issues first in ARC before submitting detailed protocol specifications.

3 Detailed Proposal

3.1 Overview
The CBCS-1 interface allows a Content Categorization Requestor to request a category or a set of categories for a given piece of content from a Content Categorization Component.  The protocol that implements this interface is an application level request-reply protocol that is independent of the underlying transport technology.  Figure 1 illustrates the concept of the CBCS-1 protocol.
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Figure 1. CBCS-1 protocol overview

Issue for resolution: can we assume that the Content Categorization Component is a network side component?  If so, then the CBCS-1 protocol can be plain-text, based on web services principles without taking into account air interface bandwidth limitations.

3.2 CBCS-1 Structure
The CBCS-1 protocol is a relatively simple request-reply interface that can be based on standard techniques from the Internet community, and in particular the W3C.  Although the protocol will most likely be used over TCP/IP transport, it is good practice to separate the application layer request-reply messages from the transport protocols used.  Figure 2 shows the high level structure of the CBCS-1 protocol.
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Figure 2. CBCS-1 protocol structure

The CBCS-1 protocol has three types of messages: requests (from Content Screening Component to Content Categorization Component), replies (from Content Categorization Component to Content Screening Component), and errors (from Content Categorization Component to Content Screening Component).  Each of these messages carries specific information that is further detailed in section 3.4.
Issue for resolution: do we need the CBCS-1 protocol to support any of the following variants?

· Multiple requests: for example, when the content to be categorized is too large for a single request message, and needs to be broken into parts, or if the content consists of several components (e.g. a HTML page with pictures).

· Multiple replies: for example, when several categorization schemes apply, or if the request is forwarded to other Content Categorization Components which reply separately.

We recommend that the CBCS-1 protocol is specified as single request message – simple reply message.  Multiple requests and/or replies should we dealt with through the transport bindings, if necessary.

Should the CBCS-1 protocol be session based?  Again, we propose that the CBCS-1 protocol itself not define sessions, though it can run over session based transport protocols.

3.3 CBCS-1 Extension
The CBCS-1 protocol should be designed with extensibility in mind.  There may be certain types of (future) content or category schemes that require specific message structures that are not foreseen in the base protocol.

Issue for resolution: should we deal with extension in a standard way, adopting for example a WSDL approach?
3.4 CBCS-1 Messages
The CBCS-1 protocol consists of three unidirectional messages, as specified in the following table:
	Message
	Direction

	CategorizationRequest
	Content Categorization Requestor ( Content Categorization Component

	CategorizationReply
	Content Categorization Component ( Content Categorization Requestor

	CategorizationError
	Content Categorization Component ( Content Categorization Requestor


The parameters of these messages are further described in sections 3.4.1-3.4.3.
Issue for resolution: should we specify the CBCS-1 protocol using DTDs, XML Schema (WSDL), ASN.1 or another formalism?
3.4.1 CategorizationRequest

The CategorizationRequest message carries the following parameters:

	Parameter
	Type
	Description

	RequestId
	String
	Requestor provided unique identifier that allows for relating a reply with a request

	Content
	Binary Large Object
	Any type of textual or binary content (audio, video, image, HTML page, e-mail, etc)

	ContentDescriptors
	AVP
	A list of descriptors that uniquely identifies a piece of content, for example:

· An URI pointing to on-line content

· A string or XML expression that uniquely describes a piece of content

· A content digest, i.e. a value computed from the content, which identifies the content in a unique way

· A content source, for example an SMS shortcode or content provider identity

	CategorizationSchemes
	String List
	Allows the requestor to specify the categorization scheme(s) that the Content Categorization Component should apply

	RequestorSignature
	String
	Requestor digital signature of request (character encoded)


The CategorizationRequest must carry either the Content itself or a ContentDescriptor, and it may carry both.  He CategorizationSchemes parameter is optional, and can be used to restrict the reply to specific categorization schemes.
The RequestorSignature parameter carries a digital signature of the requestor which allows the Content Categorization Component to verify the source of the request.  This can be used for non-repudiation and charging purposes.

Issues for resolution: should the specification enumerate the types of content reference that the request can carry, like the ones mentioned above?

3.4.2 CategorizationReply
The CategorizationReply message carries the following parameters:

	Parameter
	Type
	Description

	RequestId
	String
	Requestor provided unique identifier that allows for relating a reply with a request

	CategoryList
	AVP
	List of < CategorizationScheme , CategoryStructure > pairs, where the first is a string and the second is an XML encoded structure that describes the category(ies) returned

	RedirectAddress
	URI
	Address of another Content Categorization Component to consult, for example if this Content Categorization Component is unable to categorize the content

	CCCSignature
	String
	Content Categorization Component digital signature of reply


The CategoryList parameter allows the Content Categorization Component to return multiple categories for a piece of content, according to different categorization schemes.

The RedirectAddress parameter allows the Content Categorization Component to redirect the categorization request to another Content Categorization Component.

Note that the CategorizationReply may leave the CategoryList, or RedirectAddress, or both empty.

The CCCSignature parameter carries the digital signature of the Content Categorization Component which allows the requestor to verify the integrity of the reply.
Issues for resolution: is this an appropriate parameter structure for the CategorizationReply message?  
Should “0 categories found” be considered a valid reply or an error?
3.4.3 CategorizationError
The CategorizationError message carries the following parameters:

	Parameter
	Type
	Description

	RequestId
	String
	Requestor provided unique identifier that allows for relating a reply with a request

	ErrorCode
	[ 000 – 999 ]
	Numeric code specifying the error that occurred.  Errors can be grouped according to their type, for example server errors, network errors, request format errors, etc.

	AdditionalInformation
	String
	Optional additional information


Issues for resolution: we could also include make the message a parameter of the CategorizationReply message, hence saving the need for a specific CategorizationError message.  However, we think it is cleaner to separate errors from valid replies.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask the ARC group to discuss these issues and, wherever possible, reach consensus a on each of the issues raised in section 3 of this document.









NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

© 2007 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 5)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20070101-I]

