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1 Reason for Contribution

An assessment was presented on which CBCS-1 requirements and needs are fulfilled by ICAP and the latest version can be found here:

· http://www.openmobilealliance.org/ftp/Public_documents/ARCH/ARC-CBCS/2007/OMA-ARC-CBCS-2007-0032R01-INP_ICAP_assessment.zip 

In Seoul the ARC WG has started discussions about CBCS-1; 
· the ICAP tutorial (http://www.openmobilealliance.org/ftp/Public_documents/ARCH/ARC-CBCS/2007/OMA-ARC-CBCS-2007-0028-INP_CBCS_1_introduction_to_ICAP.zip) was presented
· a plan to take a closer look at ICAP was agreed (http://www.openmobilealliance.org/ftp/Public_documents/ARCH/ARC-CBCS/2007/OMA-ARC-CBCS-2007-0029-INP_cbcs1_reuse_existing_protocol.zip)

Some concerns were raised on that ICAP may not be able to carry other content than HTTP requests/responses.

This contribution explains how ICAP can carry other types of content (e.g. SMS texts, e.g. MMS pictures) without need for changes to ICAP.
2 Summary of Contribution

This contribution explains how ICAP can be used for CBCS-1.
3 Detailed Proposal

2. References

2.1 Normative References

Editor’s note: will expand as  normative references occur.

---- add the following references ----
	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”, R. Fielding et al, June 1999, 

http://www.ietf.org/rfc/rfc2616.txt?number=2616

	[RFC3507]
	“Internet Content Adaptation Protocol” J. Elson, A. Cerpa, April 2003, 

URL: http://www.ietf.org/rfc/rfc3507.txt?number=3507  

	[ICAPextensions]
	”ICAP Extensions”, draft-stecher-icap-subid-oo.txt, M. Stecher et al, April 2003,

URL: http://www.icap-forum.org/spec/draft-stecher-icap-subid-00.txt


---end of new references---
5   CBCS V1.0 Technical Specifications

Editor’s note: this chapter is a placeholder for the CBCS Technical Specifications.  The title of this chapter may change and new chapters may be added as the structure of the document requires.
------ start new text -----

5.1 CBCS-1
The following sections detail out how CBCS-1 requests and responses are realized by reusing the Internet Content Adaptation Protocol (ICAP) [RFC3507] and ICAP extensions [ICAPextensions].

5.1.1     CBCS-1 Request for Categorization

The request for content categorization can contain the reference to content (e.g. URI) or the content itself or the content plus associated metadata (as stated in Appendix B and in the [CBCS-RD]).

The ICAP [RFC3507] defined REQMOD and RESPMOD messages shall be used to send requests for categorization as specified below.
5.1.1.1 Request for categorization containing an HTTP request that is to be categorized

When the CBCS-1 request for categorization contains an HTTP request that is to be categorized, then the REQMOD as specified per ICAP [RFC3507] shall be used to encapsulate the HTTP request.

The message format for REQMOD is defined in ICAP [RFC3507] and a detailed BNF description of the REQMOD message is provided in Appendix A of [RFC3507].
An Example of request for categorization containing an HTTP request:

	ICAP Message
	Description

	REQMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net

Encapsulated: req-hdr=0; null-body=113

get / HTTP/1.1

Host: www.cnn.com

Accept: text/html, text/plain

Accept-Encoding: compress

Pragma: no-cache
	Request Line

Request Header

Request Header

Request Body: HTTP Request

,,

,,

,,

,,


5.1.1.2 Requests for categorization containing other content (than an HTTP Request) that is to be categorized

When the CBCS-1 request for categorization contains any other content (other than HTTP requests) that is to be categorized, then the RESPMOD including chunk-encoding as specified per ICAP [RFC3507] shall be used to encapsulate the data.

Chunk-encoding is defined per ICAP [RFC3507] in BNF:

	Chunk-encoding scheme

	Chunked-Body   = *chunk

                 last-chunk

                 trailer

                 CRLF

chunk          = chunk-size [ chunk-extension ] CRLF

                 chunk-data CRLF

chunk-size     = 1*HEX

last-chunk     = 1*("0") [ chunk-extension ] CRLF

chunk-extension= *( ";" chunk-ext-name [ "=" chunk-ext-val ] )

chunk-ext-name = token

chunk-ext-val  = token | quoted-string

chunk-data     = chunk-size(OCTET)

trailer        = *(entity-header CRLF)


For the sake of simplicity it is assumed (not mandated however by this specification) that for CBCS-1 only one body will be chunk-encoded at a time and neither the chunk-extension message parts nor the trailer are used so that the format for CBCS-1 is:

	Chunk-encoding scheme for CBCS-1

	Chunked-Body   = *chunk

                 last-chunk

                 CRLF

chunk          = chunk-size CRLF

                 chunk-data CRLF

chunk-size     = 1*HEX

last-chunk     = 1*("0") CRLF

chunk-data     = chunk-size(OCTET)


The following sections (5.1.1.3 and 5.1.1.4) apply this chunk-encoding scheme in the examples that are provided.
5.1.1.3 Request for categorization containing an HTTP response that is to be categorized

When the CBCS-1 request for categorization contains an HTTP response that contains data that is to be categorized, then the RESPMOD message including chunk-encoding as specified per ICAP [RFC3507] shall be used to encapsulate the HTTP response.

The message format for RESPMOD is defined in ICAP [RFC3507] and a detailed BNF description of the RESPMOD message is provided in Appendix A of [RFC3507]. 
An example of a request for categorization containing an HTTP response:

	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net

Encapsulated: res-hdr=0, res-body=19

HTTP/1.1 200 OK

3ef7

Sending chunk of size 16119 bytes

0


	Request Line

Request Header
Request Header

Request Body: HTTP response

Start of chunk transfer encoding

This is the encoded chunk (in reality 16119 octets follow “3ef7”)

End of chunk transfer encoding


5.1.1.4 Request for categorization containing any other type of content that is to be categorized
When the CBCS-1 request for categorization contains any other content (other than HTTP requests and responses) that is to be categorized, then the RESPMOD including chunk-encoding as specified per ICAP [RFC3507] shall be used to encapsulate the data.

The message format for RESPMOD is defined in ICAP [RFC3507] and a detailed BNF description of the RESPMOD message is provided in Appendix A of [RFC3507].

For the CBCS-1 specification it is assumed that, in case that any other type of content (other than an HTTP request or response) is to be sent to the content categorization component, it is encapsulated in a straightforward HTTP message as specified below (notice that this is completely compliant with [RFC3507]). The HTTP response header entries are optional as defined per [RFC2616].
	CBCS-1 content categorization request for any other type of data

	RESPMODRequest =Method ICAP_URI ICAP_Version CRLF  ; see RFC3507, Method = RESPMOD
                IcapHeaders CRLF 
                HTTPHeaders CRLF 
                Chunked-Body                       ; see RFC3507 and section 5.1.1.2
IcapHeaders    =*(HeaderEntry)                     ; ICAP Request-Headers: see RFC3507
HttpHeaders    =HTTP/1.0 200 OK 
                *(HeaderEntry)                     ; HTTP message-headers: see RFC2616
HeaderEntry    =<HdrName>:<HdrValue>               
HdrName        =header name as string 

HdrValue       =header value as comma separated list


SMS Example: an SMS contains the following text: “Having an excellent time in Ibiza!”
	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net

Encapsulated: res-hdr=0, res-body=19
HTTP/1.1 200 OK

3e
Content-Type: text/plain

Having an excellent time in Ibiza!

0
	Request Line

Request Header

Request Header

Request Body: HTTP response message
Start of chunk transfer encoding

This is included in the encoded chunk (62 octets (=3e hex))
This is also part of the encoded chunk
The “0” marks the end of the chunk transfer encoding


MMS Example: the following jpeg file (oma_logo.jpg) is sent in an MMS:
[image: image1.jpg]



	ICAP Message
	Description

	RESPMOD icap://icap-server.net/ContentCategorizationSvc ICAP/1.0

Host: icap-server.net

Encapsulated: res-hdr=0, res-body=19

HTTP/1.1 200 OK

673
Content-Type: image/jpeg
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	Request Line

Request Header

Request Header

Request Body: HTTP response message

Start of chunk transfer encoding

This is included in the encoded chunk (1651 octets (=673 hex))

This is the jpeg file:
The binary jpeg file encoding is represented in hexadecimal values (see the “lefthand side” of the column to the left) and in ASCII (see the “righthand side” of the column to the left). Notice that for some of the hexadecimal values the ascii equivalent doesn’t exist and here the ascii character “.” is applied.

The “0” marks the end of the chunk transfer encoding


5.1.2     CBCS-1 Response
The CBCS content screening component must be able to retrieve categorization information from the content categorization entity (as stated in Appendix B and in the [CBCS-RD]).
The ICAP [RFC3507] defined REQMOD response and RESPMOD response messages shall be used to send categorization responses as specified below.

The content screening component response to a REQMOD request (i.e. the REQMOD response) and to a RESPMOD request (i.e. the RESPMOD response) is defined in ICAP [RFC3507]. A BNF description of the REQMOD response message and the RESPMOD response message is provided in Appendix A of [RFC3507]. 

In addition, for both the REQMOD response message and the RESPMOD response message, the X-Attribute-Header as defined per section 4.2 in [ICAPextensions] shall be supported. The X-Attribute-Header carries the content category or categories in the REQMOD respectively RESPMOD response message.
An Example of a REQMOD response message (response to the REQMOD request example in section 5.1.1.1):

	ICAP Message
	Description

	ICAP/1.0 200 OK
Server: ICAP-Server-Software/1.0

Date: Tue Sep 25 11:18:03 2007 GMT

Encapsulated: req-hdr=0; null-body=132
X-Attribute: news
get / HTTP/1.1

Host: www.cnn.com

Accept: text/html, text/plain

Accept-Encoding: compress

Pragma: no-cache
	Status Line

Response Header

Response Header

Response Header: Content Category
Response Body: HTTP Request

,,

,,

,,

,,


An Example of a RESPMOD response message (a response to the RESPMOD request example in section 5.1.1.3 to categorize a (SMS) text string):

	 ICAP Message
	Description

	ICAP/1.0 200 OK
Server: ICAP-Server-Software/1.0

Date: Tue Sep 25 11:24:15 2007 GMT

Encapsulated: res-hdr=0, res-body=39
X-Attribute: fun
HTTP/1.1 200 OK
3e

Content-Type: text/plain

Having an excellent time in Ibiza!

0
	Status Line

Response Header
Response Header

Response Header
Response Header: Content Category

Response Body: HTTP response message

Start of chunk transfer encoding

This is included in the encoded chunk (62 octets (=3e hex))

This is also part of the encoded chunk

The “0” marks the end of the chunk transfer encoding


5.1.3      Security
Security measures like authentication and encryption shall be complied to as described in the security considerations section of [RFC3507].
------ end new text ----- 
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5 Recommendation

It is proposed to add the Detailed Proposal to the CBCS TS.
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