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1 Reason for Contribution

Since the Architecture meeting in Seoul there has been a debate over whether it is appropriate to re-use ICAP directly as the CBCS-1 protocol.  The arguments for and against endorsing ICAP directly as the CBCS-1 protocol have been recorded input contributions OMA-ARC-CBCS-2007-0028R01, OMA-ARC-CBCS-2007-0029 and OMA-ARC-CBCS-2007-0031 through OMA-ARC-CBCS-2007-0035.

This input contribution seeks to propose a solution that converges the two positions on this issue.  More specifically, it proposes an approach that combines ICAP re-use with a meaningful specification of CBCS-1 parameters.

2 Summary of Contribution

We propose a structured approach to the specification of the CBCS-1 protocol, based on the following principles:

· Specify the request and response messages of the CBCS-1 protocol and their parameters in a formal, unambiguous, yet implementation neutral (abstract) way.
· Re-use ICAP by specifying how the CBCS-1 messages are encoded into ICAP messages.

· Avoid defining new ICAP extension methods.  Use X- extension headers to transfer CBCS-1 specific parameters in an unambigous way and limit the use of X- extension headers as much as possible.
· Allow for future encodings of the CBCS-1 parameters in other widely used, standard request-response protocols.
Following these principles, section 3 provides a specification for the CBCS-1 request and response messages in implementation neutral ABNF format, as well as a specification of how to encode CBCS-1 messages in ICAP messages.  
Note that this ABNF specification may need additional tokens to make it parsable; however this is straightforward. In this document we have strived to keep the specification as compact and simple as possible without regard for parsing considerations.
The primary objective of this input contribution is to agree on the approach, though the Architecture group may also consider including the text in section 3 (or parts thereof) in the CBCS Technical Specifications, possibly after making modifications.
3 Detailed Proposal

5.1 CBCS-1 Protocol
The CBCS-1 interface allows a Content Categorization Requestor to request a Content Category (or Content Categories) for a given piece of Content from a Content Categorization Component.  The protocol on this interface is essentially a request-response protocol that carries Content or a Content reference in the request, and a list of zero or more Content Categories in the response.

The approach to the specification of CBCS-1 is the following: section 5.1.1 provides an abstract, implementation neutral specification of the CBCS-1 messages. Section 5.1.2 then specifies how the Internet Content Adaptation Protocol (ICAP) [RFC3507] can transfer the CBCS-1 request and response parameters.  Though this Technical Specification does not specify encodings of the CBCS-1 messages in terms of other request-response protocols than ICAP, future versions of the CBCS Enabler MAY include alternative CBCS-1 representations.
5.1.1 Abstract protocol specification

This section provides an abstract specification of the CBCS-1 protocol.  That is, it specifies only the CBCS-1 request and response message parameters but not the request-response protocol used to transfer these, nor the message encoding scheme used.  The latter two aspects are defined in the CBCS-1 protocol representation scheme specified in section 5.1.2.
This section uses Augmented Backus Naur Form (ABNF) as defined in [RFC2234].

The CBCS-1 protocol is an application level protocol with two types of messages: request and response.
CBCS1-Message = CBCS1-Request / CBCS-1-Response
The following paragraphs specify the CBCS1 request and response structures in detail.

CBCS-1 Request:
A CBCS-1 request carries either Content or a Content reference, preceded by an optional Content descriptor and followed by an optional filter that specifies the categorization schemes to be used.

The optional Content descriptor helps the Content Categorization Component determine how to decode and process the Content.  Although it is a free text field allowing for any Content meta-data, it is RECOMMENDED to use the Content-Type element from [RFC2616] which describes the type of Content (for example “text/plain“ or “image/jpeg“). The Content-Encoding,  Content-Language and Content-Length elements defined [RFC2616] are also RECOMMENDED for use in the Content descriptor parameter.
The CBCS-1 request carries the Content to be categorized as a series of octets.  This allows for text encoding of binary Content, though encoding techniques are not defined at this level.  They are handled by the transfer protocol that carries the CBCS-1 parameters.
The CBCS-1 request message can also carry a Content reference rather than Content itself.  A Content reference can take three forms:

· A Content locator provides information about where or how to access the Content to be categorized.  A Content locator MAY be an URI or an SMS short code (a combination of a three or four digit short number and a keyword typically used to access WAP Push Content), or any other string value.

· A Content identifier is a string that provides an unambiguous textual description of the Content.  A Content identifier MAY be an ISBN number for a book or an ISAN number for audiovisual Content.  It MAY also be a movie title such as “Casablanca, 1949” or any other string value, provided it can unambiguously reference the Content.
· A Content digest is a binary value that can be used as an unambiguous reference to Content.  A Content digest MAY be a MD5 or RIPEMD-160 hash computed on the Content, or MAY be a reduced form of the Content (e.g. a thumbnail or movie with strongly reduced frame size and rate).  Content digests MAY be used to reference Content whose Content Categories have been cached in the Content Categorization Component.
The optional filter parameter in the CBCS-1 request allows the requestor to specify that it is only interested to receive Content Categories from specific categorization schemes.  It does so by simply listing the names of the categorization schemes it wants the Content Categorization Component to use.   These MAY be predefined categorization scheme identifiers, or they MAY be any string value so as to allow for the CBCS Enabler to use any categorization schemes.
The ABNF definition of the CBCS-1 request parameters is the following:

CBCS1-Request = [ content-descriptor ] ( content / content-reference ) [ filter ]

content-descriptor = * CHAR

content = 1* OCTET               ; the content itself consists of any sequence of octets

content-reference = content-locator / content-identifier / content-digest

content-locator = content-locator-type content-locator-value
content-locator-type = token             ; eg. URI, SMS shortcode

content-locator-value = * CHAR
content-identifier = content-identifier-type content-identifier-value

content-identifier-type = token          ; eg. ISBN, title

content-identifier-value = 1* CHAR
content-digest = content-digest-type content-digest-value

content-digest-type = token              ; eg. MD5, RIPEMD-160, thumbnail
content-digest-value = 1* OCTET

filter = 1* categorization-scheme-identifier
categorization-scheme-identifier = token ; eg. ESRB , ICRA , MPAA , MRA , PEGI , PICS , RIAA
categorization-scheme-identifier =/ 1* CHAR ; free text for extension
The content-reference element has specific semantics.  If the content-locator-type is URI then the content-locator-value MUST have the syntax defined in [RFC3986].  If the content-locator-type is SMS shortcode, then the content-locator-value MUST have the following structure:

sms-shortcode = shortcode message-text

shortcode = 1* DIGIT

message-text = * CHAR

If the content-identifier-type is ISBN, then the content-identifier-value MUST consist of 13 digits.  If the content-identifier-type is ISAN, then the content-identifier-value MUST consist of 24 hexadecimal digits.
The categorization-scheme-identifiers MUST have tokens for the following categorization schemes: ESRB (Entertainment Software Rating Board), ICRA (Internet Content Rating Association), MAPP (Motion Picture Association of America) , MRA (Minimum Recommended Age), PEGI (Pan European Game Information), PICS (Platform for Internet Content Selection) and Recording Industry Association of America (RIAA).
(Editor’s note: we may add additional semantic constraints here for any other formats we would like to support.)

CBCS-1 Response:
The CBCS-1 response message provides a response code, a (possibly empty) vector of Content Categories, an optional signature and an optional index.
It is RECOMMENDED to use the response codes of the underlying transfer protocol.  There are, however, a few application specific error messages that are only meaningful at CBCS-1 level.  These are listed in the following table, with their corresponding codes.  We follow the widely used HTTP convention for three digit codes, and the codes used below do not collide with HTTP error codes defined in [RFC2616].
Table 1. CBCS-1 application specific response codes

	No error

	200
	OK

	Client errors

	440
	Badly formed Content reference

	441
	Unable to resolve Content reference

	442
	No Content at specified location

	443
	Badly formed filter

	444
	Unable to process Content

	Server errors

	550
	Requested categorization scheme not supported

	551
	Content type not supported

	552
	Content encoding not supported



(Editor’s note: we may have to specify more response codes as required.  We may have to use the 1000 range instead if that is more in line with Internet standards)

The optional signature argument in the CBCS-1 response carries a digital signature of the categorized Content and its Content Categories.  The requestor MAY use this signature to verify the authenticity and integrity of the response, and MAY use the signature to create trusted Categorized Content.
The optional index element MAY be used by the Content Categorization Component if it caches the categorization result.  It allows future requests to be made with the index value alone, rather than with the complete Content.  This can considerably improve the efficiency of the CBCS-1 protocol if categorization requests occur often for a piece of Content.
The ABNF definition of the CBCS-1 response parameters is the following:
CBCS1-Response = response-code content-category-vector [ signature ] [ index ]
response-code = 3 DIGIT    ; 3 digit response code as in [RFC2616]
content-category-vector = * ( content-category ( * region-code ) )

content-category = categorization-scheme-identifier content-category-value

content-category-value = * CHAR

region-code = 2 CHAR       ; two characters, conforming to [ISO3166-2]
signature = signature-type signature-value

signature-type = token       ; eg. DSA, ECDSA
signature-value = * OCTET


index = content-identifier / content-digest ; content-identifier and content-digest as above
Many categorization schemes are in existence today.  The CBCS Enabler supports a number of widely used categorization schemes, but also allows the CBCS-1 response to carry any additional Content Categories in plain text format.
The following table species the semantics of the content-category element for supported Content categorization schemes.  This table should be interpreted as follows: “if the content-scheme-identifier is as displayed in the left column, then the syntax of the content-category-value MUST have the syntax specified in the right column”.


Table 2. Supported Content categorization schemes


	content-scheme-identifier
	content-category-value

	ESRB
	content-category-value =/ ESRB-rating ESRB-content-descriptor

ESRB-rating = token ; as defined by http://www.esrb.org
ESRB-content-descriptor = token ; defined by http://www.esrb.org

	MRA
	content-category-value =/  2 DIGIT


(Editor’s note: we still have to add the semantics and ABNF definitions for the ICRA, MPAA, PEGI, PICS, and RIAA ratings. This is straightforward however, and we shall do this once the principle has been agreed by ARC.  We can add other categorization schemes if there is a demand for them)

5.1.2 ICAP representation of CBCS-1

This section defines how the CBCS-1 request and response parameters can be transferred using a widely accepted protocol for Content vectoring, the Internet Content Application Protocol (ICAP) [RFC3507].
The ICAP representation CBCS-1 messages defined in this section adheres to the following principles:

· If the Content to be categorized is a HTTP request or HTTP response, then it MUST be possible to use ICAP as described in [RFC3507].

· If the Content to be categorized is not a HTTP request or HTTP response, then the content or content‑reference element in a CBCS-1 request SHALL be transferred in the encapsulated body of the resulting ICAP message.
· CBCS-1 parameters other than content or content-reference SHALL be transferred in ICAP headers. Where necessary, new user-defined X-extension headers are introduced for these parameters.

· The CBCS-1 clients and servers that accept ICAP SHALL NOT ignore the X-extension headers used to represent CBCS-1 parameters, in particular the X-CBCS1-Filter, X-CBCS1-Signature and X-CBCS1-Content-Descriptor extension headers defined in this section.
Transfer of the CBCS-1 Request by ICAP:
A CBCS1-request message SHALL be encoded in an ICAP REQMOD or RESPMOD method [RFC3507].
If the CBCS-1 content element consists of a HTTP request or HTTP response, then it SHALL be encapsulated in an ICAP method as specified in [RFC3507].  
If the CBCS-1 content element does not consist of a HTTP request or HTTP response, then:

· The content element SHALL be transferred in the encapsulated body part of the ICAP message.  If the content element contains a single component, then it SHOULD be encoded as a single chunk.  If the content element contains multiple components (e.g. MIME multipart Content or chunk encoded Content), these MAY be encoded in multiple chunks.  

· The encapsulated header sections of the ICAP message [RFC3507] SHOULD be null.
The CBCS-1 content-descriptor element SHALL be transferred in the user-defined X-CBCS1-Content-Descriptor extension header. The syntax of the X-CBCS1-Content-Descriptor extension header is:
X-CBCS1-Content-Descriptor = “X-CBCS1-Content-Descriptor:” content-descriptor 

                                            ; content-descriptor as defined in section 5.1.1.
If the CBCS-1 request contains a content-reference element, then:

· The content-reference element SHALL be transferred in the encapsulated body part of the ICAP message.
· The encapsulated header sections of the ICAP message [RFC3507] SHOULD be null.

TheCBCS-1 filter element SHALL be transferred in the user-defined X-CBCS1-Filter extension header. The syntax of the X-CBCS1-Filter extension header is:
X-CBCS1-Filter = “X-CBCS1-Filter:” categorization-scheme-identifier 

                   * ( separator categorization-scheme-identifier) 

                                      ; categorization-scheme-identifier is a token or string 

                                      ; as defined in section 5.1.1

separator = token          ; for example comma

Note that this codification of the CBCS-1 request in an ICAP request message fully conforms to [RFC3507].
Transfer of the CBCS-1 Response by ICAP:
A CBCS1-response message SHALL be encoded in an ICAP response in the following way. 
The X-Response-Info ICAP extension header [ICAP-Extensions] SHALL contain the CBCS-1 response-code element.

The value field of the X-Response-Desc ICAP extension header [ICAP-Extensions] SHALL contain:

· The string “categorized” if the CBCS-1 content-category-vector element is non-empty and the CBCS-1 signature and index elements are not present.  
· The string “categorized with index” if the CBCS-1 content-category-vector element is non-empty, the CBCS-1 index element is present and the CBCS-1 signature element is not present.
· The string “categorized with signature” if the CBCS-1 content-category-vector element is non-empty, the CBCS-1 signature element is present and the CBCS-1 index element is not present.
· The string “categorized with index and signature” if the CBCS-1 content-category-vector element is non-empty, and both the CBCS-1 signature and index elements are present.

The X-Attribute ICAP extension header SHALL contain the CBCS-1 content-category-vector element if and only if it is not null.  The elements of the content-category-vector MUST be comma separated.  The X-Attribute ICAP extension header MUST be omitted if the content-category-vector element is null, to comply with [ICAP-Extensions].
The CBCS-1 index element SHALL be transferred in the encapsulated body part of the ICAP response message, as it represents a modified (reduced) form of the original Content submitted in the request.  If the CBCS-1 index element is not present, then the ICAP encapsulated body SHALL be the null-body [RFC3507].
The CBCS-1 signature element SHALL be transferred in the user-defined X-CBCS1-Signature extension header.  The syntax of the X-CBCS1-Signature extension header is:
X-CBCS1-Signature = “X-CBCS1-Signature:” signature-type separator signature-value

separator = token          ; for example comma

signature-type = token     ; as defined in section 5.1.1
signature-value = * OCTET  ; as defined in section 5.1.1
Note that this codification of the CBCS-1 response in an ICAP response message fully conforms to [RFC3507].
(Editor’s note: normative references to be added in the CBCS Technical Specification for RFCs 2234, 2616, 3507, 3986, ISO 3166-2 and the 2003 ICAP Extensions)
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly ask ARC to discuss and agree the approach presented in this proposal. 
We primarily request agreement on the approach rather than inclusion of text into the CBCS Technical Specification. 
Nevertheless, the text in section 3 or parts thereof (possibly with modifications) may be included into the CBCS Technical Specification if ARC considers this appropriate.
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