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1 Reason for Contribution

This contribution comments CBCS-2008-0002 from Han Zuidweg from Huawei. 

At the OMA meeting in London, the ARC group discussed input document OMA-ARC-CBCS-2007-0043-INP_PEM1_template_for_CBCS which proposed a PEM-1 template for CBCS.  There were a number of comments that called for a new, revised input contribution.
This document contains the revised proposal for a PEM-1 template for CBCS, which takes into account the comments made at the London meeting of the ARC group.

2 Summary of Contribution

Section 3 proposes text to be added as section 5.4 of the CBCS TS.  The PEM-1 template specification for CBCS follows the guidelines set forth in document OMA-ARC-PEEM-2007-0107R03-INP_Adding_XML_Schemas_for_Policy_Data which has been AGREED in the ARC group.

The following enhancements were made with respect to the previously submitted document OMA-ARC-CBCS-2007-0043:

· The userId element in the PEM-1 request for CBCS was generalized to userInformation so as to allow any kind of user related information (for example MS-ISDN, age or complete user profile) to be passed as parameter.

· The contextInformation element was added in the PEM-1 request for CBCS so as to allow context information to be passed as input parameter.  This may include location or presence information, or information about the user’s device.

· The top level element screeningRequest in the PEM-1 request for CBCS now has an attribute mode, whose value can be “evaluate” or “enforce”.  This attribute indicates whether the Content Screening Component should operate in callable mode (evaluation only of Screening Rules) or proxy mode (evaluation and enforcement of Screening Rules).

· The screening result is now based on the PEM-1 status codes and qualifies these with CBCS specific actions such as “adapt”, “warn”, and “consent required”.  The screening result also confirms whether callable mode (evaluation only) or proxy mode (evaluation and enforcement) was used.  The actionId attribute in the screening result has been simplified to allow any string; no specific structure is recommended.
Note that we shall have to add normative references to the PEEM TS and PEM-1 TS into the CBCS TS.

3 Detailed Proposal

5.4 PEM-1 template for CBCS

The Content Screening Component is an instance of the PEEM Enabler [PEEM-TS] that evaluates and possibly enforces CBCS specific Screening Rules.  The interface by which to request Content screening is therefore the standard PEM-1 interface with a CBCS template.  Sections 5.4.1 and 5.4.2 define the input and output template for the CBCS request and reply, respectively.
5.4.1 CBCS input template

The templateID to be used for the CBCS template for PEM-1 SHALL be OMA_CBCS_1 
and the templateVersion for this template SHALL be V1.0.0
The CBCS input template SHALL be specified as a file named CBCSInputTemplate.xsd with the following contents:
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">
<include schemaLocation="generic_input_policy_data.xsd" />
  <xs:complexType name="CBCSInputTemplateType">

    <xs:complexContent>

      <xs:extension base="inputTemplateType">
        <xs:sequence>

          <xs:element name="screeningRequest">

            <xs:complexType>

              <xs:attribute name="mode" default="evaluate">
                <xs:simpleType>

                  <xs:restriction base="xs:string">

                    <xs:enumeration value="evaluate"/>
                    <xs:enumeration value="enforce"/>

                  </xs:restriction>

                </xs:simpleType>

              </xs:attribute>
              <xs:sequence>

                <xs:element name="userInformation" minoccurs="0"/>
                  <xs:complexType>

                    <xs:attribute name="userInformationType" type="xs:string" />

                    <xs:complexContent mixed="true"/>
                  </xs:complexType>
                <xs:element name="contextInformation" minoccurs="0"  />
                  <xs:complexType>

                    <xs:attribute name="contextInformationType" type="xs:string" />

                    <xs:complexContent mixed="true"/>
                  </xs:complexType>
                <xs:choice>

                 <xs:element name="content" >
                    <xs:complexType>

                      <xs:attribute name="contentDescriptor" type="xs:string" />

                      <xs:complexContent mixed="true"/>
                    </xs:complexType>

                  </xs:element>
                  <xs:element name="contentLocator" >
                    <xs:complexType>

                      <xs:attribute name="locatorType" type="xs:string"/>
                    </xs:complexType>
                  </xs:element>

                  <xs:element name="contentIdentifier" >
                    <xs:complexType>

                      <xs:attribute name="identifierType" type="xs:string"/>
                    </xs:complexType>
                  </xs:element>

                  <xs:element name="contentDigest" >
                    <xs:complexType>

                      <xs:attribute name="digestType" type="xs:string"/>
                    </xs:complexType>
                  </xs:element>

                </xs:choice>

                <xs:element name="categorizationMetadata" minoccurs="0" >

                  <xs:complexType>

                      <xs:sequence>

                        <xs:element name="contentCategoryVector" type="string" />
                        <xs:element name="providerId" type="string" minoccurs="0"/>
                        <xs:element name="signature" minoccurs="0">
                          <xs:complexType>

                            <xs:attribute name="signatureType" />

                          </xs:complexType>
                        </xs:element>

                      </xs:sequence>

                   </xs:complexType>

                </xs:element>        

              </xs:sequence>

            </xs:complextype>
          </xs:element>
        </xs:sequence>

      </xs:extension>

    </xs:complexContent>

  </xs:complexType>

</xs:schema>
This XML Schema defines a complex type CBCSInputTemplateType which is an extension of the PEM-1 abstract inputTemplateType.  The CBCSInputTemplateType has one top level element, screeningRequest which has an attribute called mode.
The attribute mode can take on the string values “evaluate” or “enforce”.  
If the value of the mode attribute is “evaluate”, then the Content Screening Component SHALL only evaluate the Screening Rules and return an action to be enforced by the requesting Enabler. If the value of this attribute is “enforce”, then the Content Screening Component SHOULD
 evaluate and enforce the Screening Rules.
The screeningRequest element contains a sequence of the following:

· An optional userInformation element: if this element is present the Content Screening Component SHOULD use this information to determine for which user(s) to apply the Screening Rules.  If it is absent, the Content Screening Component SHOULD evaluate Screening Rules that apply to all users.  
The userInformation element has an attribute userInformationType that indicates the type of user information provided (e.g. MS-ISDN, age, user profile).  The userInformation element can have any kind of mixed content, including XML content.
· An optional contextInformation element to provide additional information the Content Screening Component may need for evaluating Screening Rules.  Such information MAY include a user’s location information, presence information or information about the user’s device.  
The contextInformation element has an attribute contextInformationType that indicates the type of context information provided (e.g. location, device, presence).  The contextInformation element can have any kind of mixed content, including XML content.
· A choice between content, contentLocator, contentIdentifier or contentDigest: the request can carry either raw content, or a content reference which can be a content locator, a content identifier or a content digest in accordance with the CBCS-1 specification in section 5.1.  If the PEM-1 request carries content, then the contentDescriptor attribute may be used to describe the content type.  If the PEM-1 request contains a content reference, then a type describes the reference type (e.g. “ISBN number” or “MD5 digest”).
· An optional categorizationMetadata element: the PEM-1 request MAY carry optional categorization information in case the content has been pre-categorized.   The structure of this element is in line with the definition of pre-categorized content in section 5.3.
An (informative) example of a valid CBCS PEM-1 input document is:

<?xml version="1.0" encoding="UTF-8"?>
<policyInputData xmlns=http://www.openmobilealliance.org
                 xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

                 xsi:schemaLocation= "http://www.openmobilealliance.org

                 CBCSInputTemplate.xsd">

  <policyInputTemplate xsi:type="PEEMInputTemplateType" 

                       templateID = "PEEMTemplateID_1" 

                       templateVersion = "V1.0.0">

  </policyInputTemplate>

  <policyInputTemplate xsi:type="CBCSInputTemplateType" 

                       templateID = OMA_CBCS_1_input" 

                       templateVersion = "V1.0.0">

    <screeningRequest mode="enforce">
      <userInformation userInformationType="MS-ISDN">
        +34696858585
      </userInformation>
      <contextInformation contextInformationType="presence">

        IN_MEETING
      </contextInformation>
      <contentLocator locatorType="URI">

        http://www.the-content-to-be-screened.net

      </contentLocator>

      <categorizationMetadata>
        <contentCategoryVector>

          ESRB T Comic Mischief ES CN, MRA 13 US
        </contentCategoryVector>

      </categorizationMetadata>
    </screeningRequest>
  </policyInputTemplate>

</ policyInputData >
This input document describes a request to screen content in proxy mode (evaluation and enforcement of Screening Rules), for a user with MS-ISDN +34696858585 whose presence information indicates that he or she is in meeting.  The content to be screened is located at the URI http://www.the-content-to-be-screened.net and has been pre-categorized with the ESRB category “T” (Teenagers) for Spain and China indicating that the content contains comic mischief, as well as a minimum recommended age 13 for the US.
5.4.2 CBCS output template

The templateID to be used for the CBCS output template for PEM-1 SHALL be OMA_CBCS_2 
and the templateVersion for this template SHALL be V1.0.0
The CBCS output template SHALL be specified as a file named CBCSOutputTemplate.xsd with the following contents:
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema">
<include schemaLocation="generic_output_policy_data.xsd" />
<xs:complexType name="CBCSOutputTemplateType">

  <xs:complexContent>

    <xs:extension base="outputTemplateType" >
      <xs:sequence>
        <xs:element name="screeningResult" >
          <xs:complexType>
            <xs:attribute name="mode" use="optional">

              <xs:simpleType>

                <xs:restriction base="xs:string">

                  <xs:enumeration value="evaluate"/>
                  <xs:enumeration value="enforce"/>
                </xs:restriction>

              </xs:simpleType>

            </xs:attribute>
            <xs:attribute name="action" type="actionType" />

              <xs:simpleType>

                <xs:restriction base="xs:string">

                  <xs:enumeration value="block"/>

                  <xs:enumeration value="pass"/>

                  <xs:enumeration value="adapt"/>

                  <xs:enumeration value="warn"/>

                  <xs:enumeration value="consent required"/>
                  <xs:enumeration value="other"/>

                </xs:restriction>

              </xs:simpleType>
            <xs:attribute name="actionId" type="xs:string" use="optional"/>

            <xs:complexContent mixed="true"/>
          </xs:complexType>

        </xs:element>
      </xs:sequence>
    </xs:extension>

  </xs:complexContent>

</xs:complexType>

The CBCS output template describes a single output element, screeningResult, with three attributes: mode, action and actionId.  
The attribute mode can take on the string values “evaluate” or “enforce”.  
The attribute mode SHALL have the value “evaluate” if the Content Screening Component has evaluated but not enforced the Screening rules.  The attribute mode SHALL have the value “enforce” if the Content Screening Component has evaluated and enforced the Screening rules.  
If the optional mode attribute is omitted then it SHALL be assumed that its value is equal to the mode attribute issued in the request (see section 5.4.2 above) that lead to this screening result.
The action attribute in combination with the PEM-1 status code provides the requestor information about the result of the screening request.  The action attribute can have string values “block”, “pass”, “adapt”, “warn”, “consent required” and “other”.  Table 1 (normative) lists the permitted combinations of PEM-1 status code, mode attribute and action attribute, and specifies the meaning of each combination.
Table 1 (normative). Permitted combination of mode attribute, PEM status code and action attribute
	mode
	PEM-1 status code
	action
	meaning

	evaluate


	2101 ALLOW
	pass
	the requesting Enabler may deliver the content to the user without modification

	
	2102 ALLOW (specified)
	adapt
	the requesting Enabler may only deliver the content to the user after adaptation.

	
	
	warn
	the requesting Enabler should deliver the content to the user with a warning message.

	
	
	consent required
	the requesting Enabler may only deliver the content to the user after soliciting consent from another Principal.

	
	
	other
	The requesting Enabler should process the content as specified.

	
	2401 DENY
	block
	the requesting Enabler should not deliver the content to the user

	enforce

	2701 SUCCESS
	pass
	the Content Screening Component has passed the content on for delivery to the user, without modification.

	
	
	block
	the Content Screening Component has blocked the content

	
	2702 SUCCESS (specified)
	adapt
	the Content Screening Component has passed the content on for delivery to the user, with adaptations.

	
	
	warn
	the Content Screening Component has passed the content on for delivery to the user, with a warning message.

	
	
	other
	The Content Screening Component has processed the content as specified.


The actionId
 attribute allows the Content Screening Component to return a unique identifier for the returned action.  The value of the actionId attribute can be any string as long as it uniquely identifies the action.  The actionID MAY be used by the requestor to provide the Content Screening Component with feedback about the screening result in a separate message exchange which is not specified as part of this PEM-1 template.

The contents of the screeningResult element can by any mixed complex content (i.e. binary content, string or XML) and depend on the value of the action attribute. Table 2 (informative) describes what content the screeningResult may carry depending on the action attribute.

Table 2 (informative). Typical content of the screeningResult element in function of action attribute

	mode
	PEM-1 status code
	action
	meaning

	evaluate


	2101 ALLOW
	pass
	N/A (normally no content)

	
	2102 ALLOW (specified)
	adapt
	the adapted content, or instructions for how to adapt the content

	
	
	warn
	a warning to be displayed to the user before or while delivering the content

	
	
	consent required
	identification of the Principal who has to provide consent before the content can be delivered

	
	
	other
	instructions for how to process the content

	
	2401 DENY
	block
	a message to the user indicating that the content has been blocked, and possibly why

	enforce
	2701 SUCCESS
	pass
	N/A (normally no content)

	
	
	block
	description of the reason why the content was blocked

	
	2702 SUCCESS (specified)
	adapt
	description of how the content was adapted before delivery

	
	
	warn
	description of the warning displayed to the user before delivery

	
	
	other
	description of how the content was processed.


An (informative) example of a valid CBCS PEM-1 output document is:

<?xml version="1.0" encoding="UTF-8"?>
<policyOutputData xmlns="http://www.openmobilealliance.org"

                  xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"

                  xsi:schemaLocation= "http://www.openmobilealliance.org    

                  CBCSOutputTemplate.xsd">

  <policyOutputTemplate xsi:type="PEEMOutputTemplateType" 

                        templateID = "PEEMTemplateID_1" 

                        templateVersion = "V1.0.0">

    <StatusCode>2401</StatusCode >

    <StatusText>DENY</StatusText >

  </policyOutputTemplate>

  <policyOutputTemplate xsi:type="CBCSOutputTemplateType"" 

                        templateID = "OMA_CBCS_2" 

                        templateVersion = "V1.0.0">

    <StatusCode>2401</StatusCode >

    <StatusText>DENY</StatusText >

    <screeningResult mode="evaluate" action="block" actionId="Bx9V0Gis3n8NfZwOy5U">
      This content is for users 13 years of age and over.
    <screeningResult>
  </policyOutputTemplate>

</ policyOutputData >

This document indicates that the Content Screening Component has evaluated but not enforced the policy rules. The result of the evaluation returned by the Content Screening Component is a recommendation to block the content.  The reason for the blocking, which may be displayed to the user by the requesting Enabler, is “This content is for users 13 years of age and over”.  The result also carries a unique actionID that may be user for later reference to this screening result, for example to provide feedback.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We kindly request ARC to discuss and agree this document, possibly with modifications.









�Shouldn’t the other mode then be” evaluate and enforce”?


�Use a more descriptive OMA_CBCS_Content_Screening _Input (?)


�Evaluate and enforce


�Add text that a valid implementation needs to implement at least one of these.


�Why is this is SHOULD and the other a SHALL?


�We should add a line that explains that we do –not- define this element


�Use a more descriptive OMA_CBCS_Content_Screening_Output (?)


�Eval +enf


�Evaluate and enforce


�Any difference with action attribute?
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