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1 Reason for Contribution

GPM-2007-A006 was assigned in San Francisco.
2 Summary of Contribution

A006 reads “PermTypes-4 - OMA-ARC-GPM-2007-0003 R01-INP_GPM_AD_progress_against_reqmts - Do we have text on permission rule of management operation)”
This contribution proposes text to add the proposal to the GPM AD in order to address GPM-2007-A006
.
3 Detailed Proposal

4 Change 1
5.3.1  Permissions Checking and Management Component
The Permissions Checking and Management Component has the following features:

· processes the Permissions Rules, i.e. goes through the following steps:

· may identify the Permissions Rules associated with the Permissions Checking request as part of the permission rule processing, if not identified prior to starting up the processing

· evaluates Permissions Rules using input arguments received from a Permissions Checking Requester (a resource that issues a Permissions Checking Request to GPM enabler) and other GPM context information (e.g. GPM protected permission targets, GPM protected attributes, GPM “ask management” additional information, etc ).

· determines, and returns to the Permissions Checking Requester a decision to:

· GRANT (grant permission to release Target Attribute(s)) or

· DENY (deny permission to release Target Attribute(s))

In addition to this, a decision could include an action to ASK (Ask for consent from Ask Target) – an action that the GPM enabler would complete prior to returning the decision to the Permissions Checking Requester

· provides the Permissions Rules management functions to a Management Requester - a resource that issues a request for performing functions such as:

· creating, reading, deleting, modifying, listing, suspending, resuming and prioritizing of Permissions Rules, overwriting priorities of Permissions Rules

· associating/disassociating permission rules with attributes, application feature sets, permissions targets

· notifies authorized principals when changes occur in permission rules, or protected attributes, or management roles/responsibilities 

· notifies authorized principals and/or asks them for consent on permissions checking decisions (e.g. send Ask Request to Ask Target). Such operations are modelled via policies processing associated to management (e.g. when a particular change occurs, policy processing results into sending notifications or outbound ask requests and in the latter case possibly awaiting confirmation before finalizing the change).
Using in general data provisioned when permissions managers/delegates create or modify permissions rules (e.g. PEM-2 input parameters, specific permissions rule constructs, etc), the GPM component can identify the need for and the conditions in which notifications need to be sent, and the category of destination (e.g. user, resource). It also can derive from the permissions rules most of the destination instances (e.g. actual permissions target or actual resource), and can use additional external functions to detect other actual destinations (e.g. I2 or interfaces from other OMA enablers to find the list of permissions managers and/or delegates to be notified). Furthermore, GPM will trigger the notifications to the list of destination targets triggered by the fulfillment of the conditions provided (e.g. before the permissions rule are changed, after they are changed or after the changes are deployed and committed).

A number of requirements in GPM RD [GPM-RD] point to the need for GPM to identify and manage associations of data describing permissions rules, permissions targets, permissions managers, applications, features of applications and target attributes. Specifying all of that may amount to specifying a complete service, and some aspects seem to point to the need of developing additional tools/scripts. Any aspects that may have an impact on interoperability will be analyzed and decided upon in the GPM TS phase.
NOTE 1: There are other functions captured by GPM requirements [GPM-RD] which are considered important to GPM in defining internal GPM enabler implementation functionality, but may not be considered critical to be specified by GPM, and therefore may not be reflected in GPM specifications. Such functions support: assigning/retrieving/modifying/revoking/delegating management roles/responsibilities (e.g. per permissions target).

End of change
5 Change 2

5.5.2 Permissions Rule Management Flow

Figure 3 illustrates the logical flows of the GPM enabler for management of Permissions Rule.

In the GPM Permissions Rule management flow the Management Requester issues a request for Permissions Rule Management (flow#1 in Figure 3) to the GPM enabler, through the PEM-2 interface. Upon reception of the request the GPM enabler identifies the type of Permissions Rule Management request (e.g., create, delete, read, modify etc), performs the appropriate function and returns the results to the Management Requester (flow#2 in Figure 3).
When a management function occurs it may include a policy processing step to for example delegate notification some principals or  sending ask request and in the latter case possibly await confirmation  before proceeding with the management request.
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Figure 3. Logical Flow for GPM Permissions Rule management
5.6 Permissions Rules Language
GPM permissions rules language will include support for specific attribute names to identify different identities (e.g. permissions target, target attribute consumer, resources, etc).

The GPM permission rule language will include support to express policies that apply to GPM policy rule management operations.
End of change
6 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

7 Recommendation

We recommend that ARC agrees to the changes and to close GPM-2007-A006.
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