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1 Reason for Contribution

Initial content proposal for GPM Permissions Rule Checking section 5.1 in the baseline GPM TS.
2 Summary of Contribution

The GPM Architecture Document, in section 5.3.2, defines mandatory and optional input and output parameters for the Permission Checking Request and Response. This contribution proposes initial text for these parameters.
3 Detailed Proposal

5.1 Permissions Rule Checking Interface

The GPM Permission Rule Checking interface is derived from PEM-1 [PEM-1 TS], using the PEEM defined process of using templates. This section specifies:

· The GPM extensions to the PEM-1 Standard Input Template, for the Permission Checking request.
· Header parameters

· Policy parameters

· I/O parameters

· The GPM extensions to the PEM-1 Standard Output Template, for the Permission Checking response.
· Header parameters

· Status parameters
5.1.1 GPM Input Template
5.1.1.1 Header Parameters

The following section defines the values for the GPM Input Template Header parameters.

· The templateID (type STRING) for this template SHALL be OMA_GPM_1.

· The templateVersion (type STRING) for this template SHALL be V1.0.0.

5.1.1.2 Permissions Rules Identification Parameters
For internal Permissions Rules (i.e. those managed by the Permissions Rule Management interface / PEM-2):

· The GPM input template MUST support the Internal Policy Reference Standard PEM-1 Template in order to pass internal Permissions Rules by reference.
Editor’s note: ARC may decide to have GPM support internal policies only, and no external policies. A possible justification for this could be the decision that permissions rules may be provided only by the SP that deploys GPM, i.e. only the SP is allowed to provide permissions rules. This is FFS.
5.1.1.3 Input Parameters

The GPM input template for PEM-1 specifies the following input I/O parameters:

· permissionsTargetID (type STRING): Permissions Target identity, the principal (or group of principals) whose Target Attributes are being requested.
· permissionsRequesterID (type STRING): Permission Requester identity, the principal issuing the permission to GPM for accessing the Target Attributes of the Permissions Target.
· targetAttributeConsumerID (type STRING): Target Attribute Consumer identity, the principal consuming/making use of a Target Attribute (e.g. for a map showing the location of the Permissions Target). This role will typically be played by an end-user or an application.

· requestedAttributes (type STRUCT): The requested Permission Target attributes,  information pertaining to Permissions Target(s) for which access is governed by Permissions Rules. Target Attributes can be either static, i.e. that changes relatively infrequently such as information in an address book, or dynamic, i.e. that could change more frequently such as user presence or geographical location. This is a sequence of:

· targetAttributeName (type STRING): The name of the Target Attribute.
· targetAttributeUse (type STRING) (optional): The intended use of the Target Attribute. If present, the parameter indicates for which purpose the application is requesting access to the attribute (e.g. to modify a Target Attribute, or sharing medical data with doctors but not students)
· contextInformation (type STRUCT) (optional): If present, the parameter indicates contextual information pertaining to the GPM Target Request. Examples of contextual information include e.g. User profile information, application specific data, and other relevant GPM Context information (e.g. time of day, number of requests per unit time or other information coming from OMA enablers). This is a sequence of:
· contextInfoType (type STRING): Indicating the data type of the GPM Context information (data type MUST be one of the PEM-1 parameters data types specified in [PEM-1 TS])
· contextInfo (type STRING): GPM Context information of type contextInfoType.

Editor’s note: The type of ID parameters here is STRING. If ARC learns more about the schema for these parameters, perhaps URI may prove to be a more suitable type.

Editor’s note: These may not be all the parameters needed. The current list (including whether the parameter is optional) is taken from the AD. The data type for each parameter is TBD. Further mandatory and optional input parameters may be defined as ARC develops a further understanding of the Permission Checking request. For example, ARC may decide that targetAttributeConsumerID is optional.

Editor’s note: Once all parameters have been identified and defined, this section will need to include the XML schema definitions for the GPM Input Template parameters

5.1.2 GPM Output Template

5.1.2.1 Header Parameters

The following section defines the values for the GPM Output Template Header parameters.

The templateID for this template SHALL be OMA_GPM_1.

The templateVersion for this template SHALL be V1.0.0.

5.1.2.2 Status Parameters

The GPM output template MUST support the Output Status Standard PEM-1 Template, with the following parameter values:
· Decision: The decision rendered by the evaluation of Permissions Rules for each Target Attribute passed in the Permission Checking Request. The possible values for the Decision attribute, according to [GPM AD], are “GRANT” and “DENY”. The GPM Decision attribute values map to the following PEM-1 Output Status template values (see [PEM-1 TS], appendix D):
· The GPM Decision attribute with value “GRANT” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2101.
· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2401 in case no reason for denying access to the attribute is provided.

· The GPM Decision attribute with value “DENY” maps to the PEM-1 Output Template parameter statusCode (type INTEGER) with value 2402 in case a reason for denying access to the attribute is provided.

· Reason (optional): In the case of DENY, a reason for the DENY decision may be passed in the Permission Checking Response. The following PEM-1 Output Status template value (see [PEM-1 TS], appendix D) mapping applies:
· The GPM Reason attribute maps to the PEM-1 Output Template parameter statusText (type STRING).
Editor’s note: Further mandatory and optional input parameters may be defined as ARC develops a further understanding of the Permission Checking response.

Editor’s note: Once all parameters have been identified and defined, this section will need to include the XML schema definitions for the GPM Output Template parameters
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

This contribution recommends ARC to agree the text in section 3 for inclusion in the GPM TS baseline draft.
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