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1 Reason for Contribution

Section of Security Considerations should be completed in GSSM AD.
2 Summary of Contribution

In GSSM AD, interaction with the GSSM enabler may be within the same domain or between different domains. This contribution proposes some consideration of how to ensure security.
3 Detailed Proposal

4.2 Security Considerations
Since GSSM will receive requests through its interfaces and interact with other enablers/ resources to perform subscription management and subscription validation activities, securing these operations is important. Interaction with the GSSM Enabler implementation may be within the same domain or across domain boundaries. For both cases appropriate security measures should be considered, such as IPsec, TLS and web service security.
Note that different domains may imply: different administrative domains, different security domains and/or the need to traverse insecure networks between the domains.
Subscription validation criteria are managed (i.e., create, delete, modify, view validation criteria) through the management interface. Various management actors such as network operator and end-user are supported and appropriate associated security measures need to be applied.  It should be possible to authenticate requestors, (e.g., an end-user, or other principles authorised by service provider or third party) and secure the management interface exchanges for both the intra-domain and the inter-domain case.

To implement subscription management and subscription validation, GSSM enabler may delegate to (i.e. make a request to) other enablers/resources. These other (delegated to) resources may or may not reside in different security or administrative domains and appropriate security measures should be considered for each case. Appropriate key management and selective encryption when delegating functions may be required and may be specified by the Screening Rules.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

We recommend that the group to agree the detailed proposal, and to add the figure and text to section 4.2 of the AD.
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