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1 Reason for Change

This CR aims to add the security considerations.
2 Impact on Backward Compatibility

None.

3 Impact on Other Specifications

None.

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended to discuss the contribution and agree with the changes proposed to be included in the TS.
6 Detailed Change Proposal
Change 1:  Add Data Structures
9    Security Considerations
9.1 General

KPIinOMA-enabled Instance MUST support the authentication to the request from the Operational Environment over the KPI-1 interface.

KPIinOMA-enabled Instance MUST support integrity protection when it reports the Performance Measurement, configuration information and KPI data to the Operational Environment over the KPI-1 interface.

9.1   HTTP Binding Security

When KPI-1 interface is implemented over HTTP, KPIinOMA-enabled Instance and Operational Environment authentication is based on the mechanism defined in [RFC2617]. Implementations conforming to this specification MUST support this mechanism for "Basic" and "Digest Access Authentication". The Base64 character encoded "Basic" and "MD5" algorithm of the "Digest Access Authentication" authentication schemes MAY be supported. The HTTP headers and parameters that MUST be supported are described in the previous sections for request and response headers.

· KPIinOMA-enabled Instance implementations conforming to this specification MAY support both the ability to challenge unauthenticated requests and also accept authentication request headers in a request; which will not require subsequent challenge responses unless some part of the credential is incorrect. The latter requirement is required to address the need for minimal request/response traffic for mobile networks.

· The authentication mechanisms defined by [RFC2617] address the protection of the authentication credentials. However, the remainder of the HTTP request and response messages are available to the eavesdropper. 

9.2   FTP Binding Security
When KPI-1 interface is implemented over FTP, KPIinOMA-enabled Instance and Operational Environment SHALL support the security mechanisms defined in [RFC2228] and follow the security guidance defined in [RFC2577].
9.3   SNMP Binding Security
When KPI-1 interface is implemented over SNMP, KPIinOMA-enabled Instance and Operational Environment SHALL support the security mechanisms defined in [RFC1446].
Change 2:  Add Normative References

	[RFC2617]
	“HTTP Authentication: Basic and Digest Access Authentication”, J. Franks et al, June 1999,
 URL:http://www.ietf.org/rfc/rfc2617.txt

	[RFC2616]
	“Hypertext Transfer Protocol – HTTP/1.1”, R.Fielding et al, June 1999, URL:http://www.ietf.org/rfc/rfc2616.txt

	[RFC1448]
	“Protocol Operations for version 2 of the Simple Network Management Protocol (SNMPv2)”, J. Case et al, Apr 1993, URL:http://www.ietf.org/rfc/rfc1448.txt

	[RFC1450]
	“Management Information Base for version 2 of the Simple Network Management Protocol (SNMPv2)”, J. Case et al, Apr 1993, URL:http://www.ietf.org/rfc/rfc1450.txt

	[RFC1446]
	“Security Protocols for version 2 of the Simple Network Management Protocol (SNMPv2)”, J. Galvin et al,  Apr, 1993, URL:http://www.ietf.org/rfc/rfc1446.txt

	[RFC959]
	“FILE TRANSFER PROTOCOL (FTP)”, J. Postel et al, October 1985, URL:http://www.ietf.org/rfc/rfc959.txt

	[RFC2228]
	“FTP Security Extensions”, M. Horowitz et al, October 1997, URL:http://www.ietf.org/rfc/rfc2228.txt

	[RFC2577]
	“FTP Security Considerations”, M. Allman et al, May 1999, URL:http://www.ietf.org/rfc/rfc2577.txt
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