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1 Reason for Contribution

At Berlin meeting it was decided that liaison groups are asked to submit their requirements. A short summary of Mobey Forum requirements are presented in this document. The requirements are taken from Mobey Forum White Paper on Mobile Financial Services.
2 Summary of Contribution

The most important requirements from the OMA’s perspective are gathered here in the summary chapter. All of the requirements are described in detailed proposal.
Freedom for consumer to choose bank, operator and handset, and change them independently of each other (
->Technological solutions have to enable independence between banks, operators and mobile phones)
Open and non-proprietary technologies have to be used

Existing standards and solutions should be used, where possible

The mobile financial solution has to scale across all financial service opportunities 

Branding has to also be available within mobile environments

3 Detailed Proposal

3.1 Customer Proposition

Convenient user experience

Financial services have to be easy-to-use, fast-to-use and they have to offer value for money.

Freedom to choose bank, operator and handset, and change them independently of each other
All three are reissued or renewed in varying cycles. Changing any one of these should not influence or be dependent on the others. 

Mobile financial services have to have wide acceptance and usability
The solution should support multiple payment products that can be used in a wide variety of shops. A mobile payment product that can be used only in a very limited number of shops will never reach mass market but will remain just a niche solution. 
Customer habit enhanced 
The habit of using mobile financial services has to be formed within the user by starting service provisioning with today’s technologies and exploiting new technologies as they emerge. Once consumers begin to see their mobile phone as their wallet, providing access to their trusted and accepted payment methods, the introduction of new concepts and services is much easier.

Technical and perceived security

The customer has to be protected against fraud and hacking attempts in payments. Customers have to be sure that the payment destination is genuine in order to avoid suffering financial lose. Services have to offer confidence that personal details will not be disclosed to any unauthorised party.
3.2 Business Priorities

Banks authenticate their customers while providing banking and payment services

Effective customer authentication is the most important element in facilitating mobile payments. The architectural solution must leave the level of security in authentication open for the issuer to mandate. With payment services, the institution liable for the payment, usually the issuing bank, will always be responsible for authenticating the user. The issuer of payment products has to be in control of his customer’s authentication in order to be able to manage the corresponding risk. Strong user authentication can be based on certificates and wireless PKI (Public Key Infrastructure). In macro payments and transactional banking services, strong authentication is required. In micro payments, MSISDN based authentication and PINs (Personal Identification Numbers) can be used. However, transferring money from the bank account to the micro payment account requires strong authentication methods.
The service proposition has to offer value for all the relevant parties

In the area of m-commerce there are various players who all have to approve some common rules in order for m-commerce to take off. Banks, telecom operators, handset suppliers, merchants and consumers have to all benefit from the solution that is chosen. For example, merchant acceptance is vital for any payment solution to be well received. All in all, the solution has to offer an attractive business case for all concerned parties.

Business processes of different players have to remain independent of each other

It is not feasible for a bank to limit the service to its customers having a certain mobile phone service provider. Further, it is preferable that banks do not have to enter into bilateral agreements with all the operators acting in the same markets as the bank. This problem is emphasised within banks operating in many markets around the world. Logistics may also add costs and make the process for the consumer more complicated, especially if the consumer has to visit many places or register to several companies to get services working.

The solution has to scale across all financial service opportunities 

Not every mobile financial service scenario will necessarily be suited to a single generic architecture, but the solution needs to be flexible so that all types of financial services can be accommodated. Furthermore, inter-bank usage has to be guaranteed by some means.

Branding has to also be available within mobile environments

The potential to add brand is important in terms of acceptance by all parties in the value chain. For instance, card payment issuers, and credit associations view branding as vital to any proposition. The solution must allow visible branding of payment products (either on a plastic card or in some digital form within the phone) to be managed by individual institutions.

3.3 Technical Issues

Open and non-proprietary technologies have to be used

Solutions have to be based on open standards that do not require expensive license fees to be paid. The handsets and servers should work seamlessly together between different manufacturers, and all service providers should be able to enter markets  smoothly.
Existing standards and solutions should be used, where possible

The existing infrastructure has to be utilised as much as possible starting from what is possible today, according to stated requirements, and enlarging the scope of services with time. This applies to existing and emerging banking and payment technologies, such as the existing electronic banking services offering, and to the emerging standards for the transaction processing, such as the EMV standard, 3D Secure and SPA. In the Payer’s architecture, solutions must also be based on existing standards, such as SMS and WAP. Additionally, merchant integration into existing systems must be addressed.

Technological solutions have to enable independence between banks, operators and mobile phones

The banking relationship, operator relationship and type of handset should be independent of each other. Any walled-garden solutions must be avoided, primarily because they prohibit fast mass-market adoption. Handset independence means that the banking relationship must not be affected if the end user changes handset. The end user must be able to take the ‘Security Element’ from the handset with reasonable ease and move it to another handset or to easily re-enrol in the case of a software based solution. 

End-to-end security (message integrity & confidentiality), secure authentication, and non-repudiation have to be guaranteed

Transaction level security is essential in financial services. Information transferred between mobile terminals and merchants’ and banks’ systems has to be encrypted. Both the consumer and the merchant have to be, in most cases, authenticated.  The proposed architecture must include bank and merchant protection against customers disputing mobile transactions.

3.4 Implementation Issues

Implementation costs to banks, merchants and consumers have to be relatively low

The costs of implementing and running the services have to be relatively low. Costs for a bank consist of setting up a security infrastructure such as PKI, maintaining it, distributing security credentials to consumers and maintaining customer support. Costs for a merchant consist of setting up the solution and running it. In local payment environments, in many cases a merchant has to purchase a terminal capable of reading the payment product information via proximity radio technology (e.g. RFID, Bluetooth). Consumer’s total cost consists of purchasing a mobile device and other possible required equipment, and transaction and service specific costs. Different parties also have to see an attractive business case in the short-term.

Time-to-market is of critical importance

The most important time-to-market factor is availability of existing solutions, such as suitable handsets, security applications and infrastructures, as required for a particular service.

4 Intellectual Property Rights Considerations

n/a
5 Recommendation

To notify the presented key requirements in OMA’s m-commerce group’s future work.
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