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1 Reason for Contribution

Security and privacy are important for charging. And High-Level Functional Requirements for charging security and privacy have been depicted in Charging RD [OMA_RD_Charging]. However, related issues are not considered in the latest Charging AD [OMA_AD_Charging].

2 Summary of Contribution

In order to protect from attacks (e.g., unauthorized access, interception, tampering with useless information, etc), the information used for charging SHOULD be secured by any means available. For example, charging information SHOULD be encrypted in transmit. Charging information integrity SHOULD be provided. In order to charge a user with a accurate service rate, the charging enabler should authenticate the user.

In order to avoid disclosing a user’s personal important information to the Third Party, it MUST be possible to use pseudonyms to refer to the user to maintain his privacy.

3 Detailed Proposal

3.1 Security

The security functions provide the mechanisms of identification, authentication and eventually encryption of user information. 
It MUST be possible to identity and authenticate all relevant participants involved to a service delivery in order to ensure accurate charging and prevent fraud. Examples of participants that may be relevant to a service delivery are:

· Customer (e.g., a mobile phone user)

· Service Provider

· Network Operator

· Device (e.g., a mobile terminal)

Transportation and storage for charging information has to be provided in a safe way. The network will guarantee that charging information will not be attacked (e.g., tampered, intercepted, etc.) in transportation. As a consequence the charging information will be encrypted.  Charging information is sensitive. It is recommended that sensitive charging information stored in the network be protected against unauthorized access.

3.1.1 Security of charging information transportation

When charging information is transported from one functional entity to another, then:

· Information channels SHOULD be encrypted

· Information integrity SHOULD be provided

· Authentication of information and senders MUST be provided

For circuit switched networks, security of transportation is provided through operator control of physical access to signalling in legacy systems [3GPP2_S.R0075]. This type of control is generally not possible for public packet data networks.

When charging information is carried by packet data networks, protection of transportation shall include cryptographically secure encryption, data integrity protection and authentication.
3.1.2 Security of Charging Information Storage

The functional entities (e.g., CDF, CGF) of charging enabler contain charging information that is sensitive. It is recommended that sensitive charging information stored in these entities be protected against unauthorized access. Preventing charging information from unauthorized access shall include encryption, authentication and authorization.

3.2 Privacy

A user MAY request privacy for the identity of the user, i.e., some personal information is hidden from the Third Party service providers. So, it MUST be possible to use pseudonyms to refer to the user to maintain his privacy. The choice of one method of anonymity may depend on user preferences, business agreement, service necessities or other circumstances.

In a word, the charging enabler SHALL be combined with the mechanisms defined by the OMA’s Security Common Function for charging security and privacy.
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4 Intellectual Property Rights
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5 Recommendation

· Security and privacy for charging should be considered in Charging AD

· If the wording is agreeable, we suggests adding the text into Charging AD
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