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1 Reason for Contribution

The following is a proposed text for the Requirements section in AD for Charging.  
2 Summary of Contribution

This presents an alternative where security and privacy requirements are presented in a textual format. Please see detailed proposal.
3 Detailed Proposal

Description from AD template:

<< This section MUST include:

1. Identification of the Requirements Document(s) on which this architecture is based.  The referenced RDs MUST be included in section 2.

2. A clear statement about the requirements that are met or satisified and those that are NOT met or satisfied. There are many ways to provide this information including (but not limited to): stating “All requirements in RD XXX are met”, stating “All requirements in RD XXX are met except Y.Y and Z.Z”, stating “only requirements Y.Y and Z.Z in RD XXX are met”, etc. The editor may use a table to specify the above information.

Delete this comment >>
The requirements document; Charging RD OMA-RD-Charging-V1_0-20041118-C.doc also identifies security and privacy considerations. The requirements on security and privacy are more pervasive to the entire charging architecture, and therefore these areas and their requirements are identified in text, rather than table format. 

For reader, please note that when comparing requirements with OMA-RD-Charging-V1_0-20041118-C, the term ACE is identical to charging infrastructure used in the following text.

Security considerations in charging architecture and charging enabler 

In general terms, all information, and information flows related to the transfer of charging information should be secured with all means possible, more specifically this means that; all senders of information that relates to charging must be authenticated, the integrity of the information should be guaranteed and the channels to communicate the information should be secured.[SEC1] It must also be possible to identify and authenticate all parties involved in a service delivery to prevent fraud. [SEC5]

The charging enabler is required to use the available mechanisms specified in OMA SEC to ensure the identity and authenticate the merchant to the charging infrastructure being used. [SEC2]

It should also be possible for the charging infrastructure to receive enough information to determine/ensure that transactions are not tampered with and that all requests for charging relies on customer consent. The charging enabler should provide the charging infrastructure with sufficient information to allow auditing for non repudiation. [SEC3, 4]

Privacy considerations in charging architecture and charging enabler 
Privacy in charging for service usage and content consumption is important. To meet the requirements for privacy it must be possible to use pseudonyms or identify anonymously to a service provider and rely on the charging infrastructure to identify the user of an account. [PRV5] The balance of the account being charged must not be revealed without consent from the consumer. [PRV5]

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

That MCC agrees to the text in section 3, and accepts the inclusion into the AD.
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