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1 Reason for Contribution

The current text in section 5.3.8 of the Charging AD, describing the “Authorization” functional component of the Charging Enabler, is not sufficiently clear from a Siemens perspective.
· The “User Authorization”, as it stands today, is correct but from our perspective not in the scope of the Charging Enabler. The user will not directly access the resource called “Charging Enabler” and thus the Charging Enabler is not concerned in determining if such access shall be granted. The Charging Enabler does not provide any other resources. Resources are mainly offered by services, implemented by applications. It is the responsibility of the applications to implement access control (i.e. user authorization) for the relevant resources.
· Since 5.3.8 is intended to be an illustration of the term “Authorization”, rather than a definition, there is room for a wider elaboration of the function. A precise definition is already included in section 3.2.
· Siemens sees a need to explain in more detail the term “Credit Authorization”. In particular, we find it necessary to mention that there may be a dialogue in which a service user gives interactive consent to be charged.
2 Summary of Contribution

New text is being proposed for 5.3.8.
3 Detailed Proposal

3.1.1 Authorization

· 
· 
· 
In the context of the charging enabler, we could differentiate between charging client authorization and credit authorization.

Charging client authorization checks if a charging client may access a charging enabler instance at all. Conditions on which such decision could be based could be (list not mandatory, nor exhaustive):

· The charging client must be known, and its identity must have been verified in an authentication step 

The charging client should have a business agreement covering the use of the charging enabler. The process of arranging such a business agreement is not in the scope of the Charging Enabler. The result of such a business agreement would enable the communication between the charging client and the charging enabler instance. 
· The charging client must not have been blacklisted or otherwise been temporarily blocked. Such blocking could occur for instance due to misbehavior (delivering wrong credentials, behaving erroneous such as submitting malformatted messages, ...)

Credit authorization checks if charging events dedicated to a particular subscriber can be processed and determines whether credit will be granted for access to a resource. Prerequisite to credit authorization is that the charging client issuing the request has successfully been authorized by the charging client authorization function. Credit authorization could check e.g. the following conditions (list not mandatory, nor exhaustive):

· The subscriber is known to the charging enabler instance and has enabled the charging enabler functionality.
· The subscriber has sufficient credit, and has not exceeded any spending limits configured for him.
· The subscriber has not blacklisted the charging client that issued the charging event.
· The subscriber has given an explicit, interactive confirmation (user consent) for the particular request, or has given advance consent to be charged.
4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

Siemens kindly asks MCC to review the above contribution. We recommend replacing subsection 5.3.8, describing “Authorization”, by the new text as proposed in section 3 of this input contribution.













































NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

© 2005 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 2 (of 2)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20050101-I]

