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1 Reason for Change

The OMA Charging AD (OMA-AD_Charging-V1_0-20050404-D) has many editor’s notes and similar open issues. This contribution tries to clarify some of them. Below is a summary of the proposed changes. The details can be found under Detailed Change Proposal.

Summary of proposed changes:

· 4 Introduction

· Editorial changes

· Update document internal references and remove editors note.

· 4.2 Use cases

· Editorial changes

· 4.4 

· Clarify the main scenarios vs. deployments

· Add “heading” also for direct scenario identifying what is supported in phase 1.0

· Figures for Charging Enabler Context Diagram and Functional Architecture

· These figures seem to be “floating” around the document and were floating in wrong positions. These were repositioned. (Note: Also all the Deployment Figures in Chapter 6 seem to be “floating” on wrong positions.)

2 Impact on Backward Compatibility

n/a

3 Impact on Other Specifications

n/a

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

It is recommended that the MCC WG discusses this change proposals and updates the Charging AD as proposed.

6 Detailed Change Proposal

4. Introduction
(Informative)

This Charging Architecture Document (AD) describes the features and architecture of the Charging Enabler. It gives a high level overview of how charging can be supported within other OMA enablers, and by external bodies such as 3GPP and 3GPP2, which develop related standards concerning charging. Furthermore the Charging AD describes the main charging scenarios and deployment alternatives.

To ensure the use of coherent terminology and consistent architectural mapping, other OMA working groups are encouraged to use the Charging AD as a baseline when defining how their enablers or service interface with charging. The high level charging requirements are defined in the Charging RD. However, the purpose of the Charging RD and AD is not to mandate if and how other OMA enablers should support charging. It is the responsibility of each OMA working group to define their enabler or service specific charging requirements.

From an OMA application, enabler implementation or policy enforcer point of view, the charging can be supported either by means of online or offline charging (or both). There exists different variations on how online and offline charging can be supported. The different variations of online and offline charging will be explained in more detail in Chapter 5 Architectural Model and Chapter 6 Deployments. 


Editor’s Note: When the AD gets more mature, it may be also applicable to describe here the different charging reference points/interfaces.

4.4 Target Audience

The target audience for this document includes but is not limited to the following:

· Working Groups within OMA which include the possibility of a charging for an event within the context of that working group’s work (and thus need to generate charging events) 

· Working Groups that need to understand the architecture of this subject matter

· Architecture Working Group (e.g. during Architecture Reviews as defined in [Error! Reference source not found.], to determine compliance of [Error! Reference source not found.], etc.)

· Interoperability Working Group (e.g. for early analysis of interoperability requirements)

· Entities outside the OMA domain with intent to participate with an OMA system,

· to generate charging events and need an OMA system to bind the events to charging systems which are attached to an OMA system, or

· to attach to OMA systems for the purpose of receiving charging events from an OMA system.

4.5 Use Cases

The major actors in the AD are:

· The Customer/End user who wishes to obtain goods or services

· The Merchant/Service Provider/Third party service provider who provides goods or services

· The Issuer who provides the consumer with a means to pay for the goods or services

· The Acquirer with whom the merchant interacts to receive funds for the goods or services

The roles identified here are further discussed in [Error! Reference source not found.] Appendix B: The use of the terms Issuer and Acquirer are only referenced in some use cases as roles existing as part of the charging infrastructure. The charging infrastructure is outside of the OMA domain, and may be for instance based on 3GPP/2 specifications for online and offline charging.

The Charging AD also identifies the actors Mobile Network Operator (MNO), and Third Party Service Provider (3rd party service provider or TPSP) and Service Provider (SP). The term SP may also be used to identify the MNO in cases where the MNO provides a service other than enables the communication, as would be the case with PoC for example. The term Merchant may be used interchangeably for TPSP or SP.
Table 1 Charging Use Cases Tracking

	UC ID
	Ch.
	Category/
Description.
	Affects
	Involved
	Covered
[X]
	Comment

	UC ID1
	5.1
	TPSP, WAP Push service.
	Device, Connectivity, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID2
	5.2
	TPSP, Request Check and User Interaction
	Application, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID3
	5.3
	TPSP, Mobile Betting Payment
	Connectivity,
Enabling services, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID4
	5.4
	TPSP, Content Purchase
	Enabling services
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID5
	5.5
	Messaging while Roaming
	Device,

Connectivity,
Applications
	Multiple End users, Multiple MNO, TPSP, Charging infrastructure
	
	

	UC ID6
	5.6
	I&E, Credit Check
	Connectivity, Enabling services
	End user, TPSP, Charging infrastructure
	
	

	UC ID7
	5.7
	TPSP Location service
	Enabling services, Content
	End user, MNO, Multiple TPSP, Charging infrastructure 
	
	

	UC ID8
	5.8
	P2P Multimedia call
	Device, Applications
	Multiple end users, MNO, Charging infrastructure
	
	

	UC ID9
	5.9
	I&E, Combined Business and Private Subscription
	Enabling services, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID10
	5.10
	TPSP Rating
	Enabling services, Applications, Content
	End user, TPSP, Charging infrastructure
	
	

	UC ID11
	5.11

	I&E, Terminal Application Initiated Charging
	Device, Connectivity, Applications, Content
	End user, Application, TPSP, Charging infrastructure
	
	

	UC ID12
	5.12
	I&E, Charging of a Streaming Service
	Connectivity, Content
	End user, TPSP or SP, Charging infrastructure
	
	


4.6 Requirements

The requirements for the Charging Enabler are discussed in the Charging RD, [Error! Reference source not found.].

The high level requirements identified in the RD are listed in Table 2: General Reqbuirements Tracking. The column “in section(s)” enables tracking of how the requirements are met in this AD.

The RD also identifies security and privacy considerations. These requirements are more pervasive to the entire charging architecture, and therefore these areas and their requirements are identified in text, rather than table format, in the subsequent subsections. 

Please note that when comparing requirements with Charging RD, the term “ACE” is identical to the term “charging infrastructure” used in the following text.

Table 2: General Reqbuirements Tracking
	Requirement  ID/ label
	Short description, and element or role affected if identified.
	M /O
	In section(s)
	Covered
[X]
	Comment

	HLFR 1 

	Charging enabler
Provide methods for credit control

	M
	
	
	

	HLFR 2

	Charging enabler
Support for refund of charges 
	M
	
	
	

	HLFR 3

	Charging enabler
Credit control – prepaid and postpaid
	M
	
	
	

	HLFR 4

	Charging enabler
Charging Multiple reservations unknown total
	O
	
	
	

	HLFR 5

	Charging enabler
a) Check balance for reserving  funds. b) Mechanism for releasing reservation
	a) O
b) M
	
	
	

	HLFR 6

	Charging enabler
Mechanism for granting of quota
	M
	
	
	

	HLFR 7

	Service
a) Possible to have more than one quota –  b) Report obligation on depletion of one of the qota.
	a) O
b) M
	
	
	

	HLFR 8

	Service
Rating service prior to granting quota.
	O
	
	
	

	HLFR 9

	Charging enabler
Support for different value representations (non, and monetary)
	M
	
	
	

	HLFR 10

	Service
Support for success fail notifications.
	O
	
	
	

	HLFR 11

	a) Controlling of credit. b) Option for different measures.
	a) M
b) O
	
	
	

	HLFR 12

	Charging enabler
a) Transaction control, credit control. b) Delievery assurance
	a) O
b) M
	
	
	

	HLFR 13, 
	Charging enabler
Not define structures for users’ accounts
	M
	
	
	

	HLFR 14, 
	Charging enabler
Support service provided modifications of charging parameters
	M
	
	
	

	HLFR 15, 
	Charging enabler
Support for multiple accounts/subscriber
	M
	
	
	

	HLFR 16

	Charging enabler 
Provide sufficient information to preform rating (*) Complex requirement
	M
	
	
	

	HLFR 17

	Charging enabler supply charging infrastructure with id or correlated records
	M
	
	
	

	HLFR 18

	Role not specified
Rating with multiple options
	M
	
	
	

	HLFR 19

	Merchant
Support rating possible in infrastructure.
	O
	
	
	

	HLFR 20

	Merchant
Support for merchant conrolled rating
	O
	
	
	

	HLFR 21 

	Charging enabler
Support input parameters that affect charge  
	M
	
	
	

	HLFR 22

	Charging enabler
a) support for charging of different layers b) Possible to have several sessions or bearers  to same service
	a) M
b) O
	
	
	

	HLFR 23 

	Charging enabler
Support for charging based on several types of input
	O
	
	
	

	HLFR 24

	Charging enabler
Charging enabler independent of payment method.
	M
	
	
	

	HLFR 25


	Role not specified
Delivery of service independent of charging method.
	M
	
	
	

	HLFR 26.

	Charging enabler
Charging possible independently of service offered
	M
	
	
	

	HLFR 27

	Possible for consumer to set limits for consumption
	M
	
	
	

	HLFR 28

	Charging enabler
Support metering of service usage by service provider
	M
	
	
	

	HLFR 29

	Offer charging possibility for additional information. Possible with multiple charged parties
	M
	
	
	

	HLFR 30


	Support for media change during session
	M
	
	
	

	HLFR 31

	Charging possible regardless of distribution technology for service
	M
	
	
	

	HLFR 32

	Charging possible based on distrubution technology for service
	M
	
	
	

	HLFR 33

	Suppress charging for services.
	M
	
	
	

	HLFR 34

	Merchant
Consumer/Merchant interaction independent of payment instrument.
	M
	
	
	

	HLFR 35

	Merchant
Merchant awareness of payment instrument selected
	O
	
	
	

	HLFR 36

	Charging enabler 
Charging enabler support offline as backup for online charging.
	O
	
	
	

	HLFR 37

	Charging enabler
Charging enabler to provide sufficient information to Merchant for determining aruthorisation.
	M
	
	
	

	HLFR 38 

	Charging enabler 
Support for resolving account types of end user 
	M
	
	
	

	HLFR 39

	Charging enabler
Use widely used identification mechanisms to charging infrastructure.  
	M
	
	
	

	HLFR 40

	Charging infrastructure 
Ensure that customer accepts the price and charge – optionality in method.
	M
	
	
	

	HLFR 41

	Service
Service authorization
	M
	
	
	

	HLFR 42

	Charging enabler
Notification of advice of charge 
	M
	
	
	

	HLFR 43 

	Advice of  charge 
Present estimate of service cost
	O
	
	
	

	HLFR 44

	Charging enabler
Support information of balance on accounts
	O
	
	
	

	HLFR 45

	Charging enabler
Support roles in “4box model”
	M
	
	
	

	HLFR 46

	Charging enabler
Support for multiple roles – not endorce roles.
	M
	
	
	

	HLFR 47

	Charging enabler
Support for delegate charging responsibility
	M
	
	
	

	HLFR 48

	Charging enabler
Support charging of elements in a transaction by differnet party than the one using service
	O
	
	
	

	HLFR 49

	Charging enabler
Not mandate permanent contractual relationshop between customer and merchant. 
	M
	
	
	

	HLFR 50


	Charging enabler 
Support payment with device
	M
	
	
	

	HLFR 51

	Charging enabler 
Support for multiple currencies
	O
	
	
	

	HLFR 52

	Charging enabler 
Support for roaming scenarios
	O
	
	
	

	HLFR 53

	Charging support for roaming scenarios
	M
	
	
	

	HLFR 54,

	Support for identification of instances of a service.

	M
	
	
	

	HLFR 55

	Charging enabler
Allow for 3rd party charging 
	M
	
	
	

	HLFR 56

	Support for sharing of charges between entities
	M
	
	
	

	HLFR 57

	Charging enabler 
Extensible to requirements of charging infrastructure
	O
	
	
	

	HLFR 58


	Charging enabler 
Provide mechanisms for fraud detection and revenue assurance
	M
	
	
	

	HLFR 59

	Charging enabler
Support Terminal Application Initiated Charging
	M
	
	
	

	HLFR 60

	Charging enabler
Initiate and update confiuration data for application
	M
	
	
	

	HLFR 61

	Charging enabler
Initiate charging – regardless of charging enabler implementation
	M
	
	
	

	HLFR 62

	Charging enabler 
a) Trigger notifications to applications b) Display the notification to end user
	a) M
b) O
	
	
	

	HLFR 63

	Charging enabler 
Support for subscription based charging.
	M
	
	
	

	HLFR 64

	Charging enabler 
Support charging of different sessiontypes
	O
	
	
	


4.6.1 Security considerations in charging architecture and charging enabler

In general terms, all information, and information flows related to the transfer of charging information should be secured with all means possible, more specifically this means that; all senders of information that relates to charging must be authenticated, the integrity of the information should be guaranteed and the channels to communicate the information should be secured.[SEC1] It must also be possible to identify and authenticate all parties involved in a service delivery to prevent fraud. [SEC5]

The charging enabler is required to use the available mechanisms specified in OMA SEC to ensure the identity and authenticate the merchant to the charging infrastructure being used. [SEC2]

It should also be possible for the charging infrastructure to receive enough information to determine/ensure that transactions are not tampered with and that all requests for charging relies on customer consent. The charging enabler should provide the charging infrastructure with sufficient information to allow auditing for non repudiation. [SEC3, 4]

4.6.2 Privacy considerations in charging architecture and charging enabler

Privacy in charging for service usage and content consumption is important. To meet the requirements for privacy it must be possible to use pseudonyms or identify anonymously to a service provider and rely on the charging infrastructure to identify the user of an account. [PRV5] The balance of the account being charged must not be revealed without consent from the consumer. [PRV5]

4.7 Planned Phases

The Charging Enabler will be developed using a phased approach.  Phase 1.0 is focused on providing charging support for a few selected scenarios.  These scenarios have been selected to cover a broad enough set of the charging enabler requirements that the phase 1.0 enabler provides a solid base for supporting charging in various OMA enablers.

For phase 1.0, the charging architecture enables two main scenarios: A scenario with a charging agent between OMA enablers and a charging infrastructure  and a scenario with a direct connect from OMA enablers to a charging infrastructure.

The deployments supported by the two scenarios above in phase 1.0 are:
Editor’s note:  we need to specify this so the rest of the work on the AD can proceed in a focused manner – it should be 1 or 2 (at the most) deployments of the functions on the bus.

Editors note 2: criteria for selecting scenarios: List functionality of the “bus” that we already have agreed in OMA-AD_Charging-V1_0_1-20050310-D : that enhances the protocol, well defined scope to allow completion within a reasonable time. Deadline for submitting input to this is Tuesday - March 15 business closing hours 
Details of these scenarios can be found in chapter Error! Reference source not found., Error! Reference source not found...


5. Architectural Model
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Figure 2: Charging Enabler Context Diagram
5.4 Dependencies

The OMA Charging Enabler enables charging for various types of chargeable events to a subscriber’s account maintained by an underlying charging infrastructure. The Charging Enabler is not a charging infrastructure in it’s own right but a facilitator in the process of providing charging at the application and OMA enabler level.

The Charging Enabler’s architecture is highly dependent on the OMA Service Environment (OSE), [Error! Reference source not found.], and builds on the 3GPP/2 architectures which have already defined models for charging. The enabler is also extensible to other network architectures supporting application and service driven requirements but may rely on a different set of environmental assumptions.

To ensure support for non-3GPP/2 charging infrastructures the model allows an unspecified relationship with “other service providers” who have a plethora of proprietary charging infrastructures, models and architectures. The value delivered by the OMA Charging Enabler with respect to other service providers relates to the enabling of new business models and entities that can benefit from open, standardized access to charging events generated in an OSE domain.

5.4.1 Context Diagram

The OMA Charging Enabler exists within a specific environment as shown in Figure 2. A series of domains (OMA domain, other technology domain, and 3GPP/2 charging provider domain), grouping the different responsibilities and requirements as well as technologies, create the context of the Charging Enabler. It is important to note the enabler is not a specific element in the network but a collection of functions and protocols that enable charging without constraint to the physical implementation. Secondly, the charging enabler sits within the OSE, which is defined as a general service provision environment specified by OMA rather than only a specific network operating environment.

For the purposes of this model, various applications that sit outside the service provider’s environment are considered part of the OSE domain as they have been defined as entities within the OSE. Applications and enablers can of course also reside or be implemented on terminals within the OSE domain.
5.4.2 Context Collaboration Model

This model states that the Charging Enabler facilitates interaction between various domains and entities, each with several attributes:

Domains:

· OSE domain

· 3GPP/2 service provider domain

· Other service provider domain

Entities:

· Applications: Generate charging events

· Enablers: Generate charging events

· Charging infrastructure: Consumes charging events and records in the specified account (see full definition of ‘Charging’ in the OMA Dictionary)

Attributes:

· Trusted/Un-trusted: The trust level of an Application or Enabler.

· OMA Specified / un-specified: Whether the application is standardised by OMA.

· Online/Offline: A Charging Capability may provide online or offline charging (or both).

· Home/Visitor: Generated charging events may need to be routed to a 3GPP/2 charging infrastructure controlling an account which is in another commercial environment e.g. roaming.

The context diagram (Figure 2) and the above listing can be summarized as follows:



In OMA Charging enabler, CEs are generated by OSE Applications and Enablers (implementations). The OMA Charging enabler facilitates the communication of these events to the appropriate Charging Capability which can be within a 3GPP/2 Service Provider (SP) environment or an Other SP environment. The Applications or Enablers to be charged may either belong to the same trust domain (trusted) or to a different trust domain (un-trusted) with the appropriate Charging Capability.  OMA Charging must also consider possible roaming scenarios (Home/Visited). 

Chargeable events that are generated by the 3GPP/2 SP Domain (i.e. at the network layer) and Other SP Domain are not within the scope of this model.
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Figure 4: Charging Enabler Functional Architecture
5.5 Architectural Diagram

The diagram in Figure 4 shows the functional architecture of the Charging Enabler. Each block in the diagram represents a function; they are explained in more detail in the following section. The lines represent communication relationships.

The flow of charging events is such that they are generated by the O-CTF (OMA charging trigger function) as the result of a user consuming a service. The event will then be processed and potentially modified by any combination of the functions that are connected by the circle in the middle. The circle represents a bus, indicating that this model does not propose, or require, or mandate a particular order in which the functions are applied to a charging event. After the appropriate combination of functions has been applied to the charging events, the information will ultimately reach an account management function.

This functional architecture applies to both online and offline charging.
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