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1. 
Scope (Informative)

For the growth of the mobile service market, it is important to facilitate the deployment of various kinds of new applications. Charging has been determined to be an important and necessary enabler for all these new applications.
Apart from applications provided by mobile operators within their trusted domains, applications can be provided by third parties, either within or outside the trusted domain of an operator. Easy, flexible and secure charging for third party applications that reside outside an operator’s trusted domain is thought to be particularly important for realizing new market opportunities.

This document defines the architecture to enable charging for applications that use OMA enablers, both inside and outside of the trusted domain of the infrastructure provider.

OMA’s Charging Enabler fits in the OSE model and coordinates the charging data triggers, and flow from OMA enablers into an underlying charging infrastructure. A future charging architecture is requested to support not only legacy charging for network resources, but also new charging types triggered by OMA enablers. The requirements for these charging primitives/mechanisms must be applicable to any offered mobile service that is commercially deployed. 

Outside of scope for the prepared architecture in this document is defining architecture for charging of services which are not specified by OMA  e.g. 3GPP/2 services. These services include but are not limited to voice calls and SMS, IP access in 2.5G and WLAN/Wi-Fi 
as well as charging for access and IMS session in 3G.

Solutions covered by this architecture document are not limited to communicate with a 3GPP/2 network, although it will be the first objective to manage interoperability between OMA, and 3GPP/2 in charging. This work aims to shrink the gap between standards, products and implementations. For further clarification, and in any uncertainties, please refer to the charging worksplit agreement between the OMA and 3GPP/2 laid out in [CHG-WRKSPLT].
2. References
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3. Terminology and Conventions

3.1 Conventions

The key words “MUST”, “MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”, “SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in this document are to be interpreted as described in [RFC2119].

All sections and appendixes, except “Scope” and “Introduction”, are normative, unless they are explicitly indicated to be informative.




3.2 Definitions

	Account Management
	Maintaining accounts, where an account is a record of debit and credit transactions. See also Charging Account

	Aggregation
	Combining charging information for the same session, typically over a time period.

	Authorization
	The act of determining whether something or someone will be granted access to a resource.

	Charging Enabler
	A set of functions that enable other OMA enablers, or applications, to charge service users. The functions that make up the charging enabler may, in actual deployments, be provided by existing charging infrastructure not specified by OMA.

	Chargeable Event
	See [OMA-DICT]

	Charging Account
	See [OMA-DICT]

	Charging Agent
	An entity in the Charging Enabler that receives charging information from a charging client and performs additional tasks/processing before sending charging events to an underlying charging infrastructure.

	Charging Aggregation
	See Aggregation.

	Charging Client
	A charging client is an entity in the OSE that generates charging events.

	Charging Correlation
	See Correlation.

	Charging Event
	A set of charging information sent by the O-CTF or the Charging Agent for further processing. 

	Charging Infrastructure
	This term denotes any infrastructure that maintains the charging accounts.

	
	

	Correlation
	Making a connection or relationship between charging events that belong to the same service, but may not be in the same session.

	Interface
	See [OMA-DICT].

	OMA Charging Trigger Function
	The OMA Charging Trigger Function, O-CTF, monitors and detects the occurrence of chargeable events in a resource that a user accesses. It generates charging events according to the policies in place, and passes them forward. The O-CTF supervises quota received from the quota management function.

	Protocol Translation
	See Translation.

	Proxying
	Acting as an intermediary between a client and server, that acts as both a server and a client for the purpose of making requests on behalf of clients. The proxy passes the requests on to a client or server, with possible protocol translation, to other servers.

	Quota
	A prescribed number or share of something.

	Quota Management
	Determining and allocation of an amount of quota (service units) to be granted to a charging client prior to providing a fixed amount of service from the quota.

	Relaying
	Relaying forward requests and responses to the appropriate client and server. A relay SHALL route the request or response without examining or changing non-routing information in the message.

	Translation
	The act of translating from one protocol to another.

	Application
	See [OMA-DICT]

	
	


3.3 Abbreviations

For the purposes of this document, the abbreviations given in [OMA-DICT] apply and the following also apply:

	3G
	3rd Generation

	3GPP
	3rd Generation Partnership Project

	3GPP/2
	3GPP and 3GPP2

	3GPP2
	3rd Generation Partnership Project 2

	AD
	Architecture Document

	AS
	Application Server

	CDF
	Charging Data Function

	CDR
	Charging Data Record

	CGF
	Charging Gateway Function

	CH-1
	Charging Enabler interface 1

	CH-2
	Charging Enabler interface 2

	CTF
	Charging Trigger Function (3GPP/2 entity)

	HLFR
	High Level Functional Requirement

	I&E
	Information and Entertainment

	IMS
	IP Multimedia System

	IP
	Internet Protocol

	MNO
	Mobile Network Operator

	OCS
	Online Charging System

	O-CTF
	OMA Charging Trigger Function

	OMA
	Open Mobile Alliance

	OSE
	OMA Service Environment

	P2P
	Point to Point

	PE
	Policy Enforcer

	PEEM
	Policy Execution, Enforcement and Management

	PoC
	Push-to-Talk over Cellular

	PRV
	Privacy

	RD
	Requirements Document

	RFC
	Request for Comments

	SEC
	Security

	SMS
	Short Message Service

	SP
	Service Provider

	TPSP
	3rd Party Service Provider

	URL
	Uniform Resource Locator

	WAP
	Wireless Application Protocol

	Wi-Fi(

	Wireless Fidelity

	WLAN
	Wireless Local Area Network


4. Introduction
(Informative)

This Charging Architecture Document (AD) describes the features and architecture of the Charging Enabler. It gives a high level overview of how charging can be supported within other OMA enablers, and by external bodies such as 3GPP and 3GPP2, which develop related standards concerning charging. Furthermore the Charging AD describes the main charging scenarios and deployment alternatives.

To ensure the use of coherent terminology and consistent architectural mapping, other OMA working groups are encouraged to use the Charging AD as a baseline when defining how their enablers or service interface with charging. The high level charging requirements are defined in the Charging RD [CHG-RD]. However, the purpose of the Charging RD and AD is not to mandate if and how other OMA enablers should support charging. It is the responsibility of each OMA working group to define their enabler or service specific charging requirements.

From an OMA application, enabler implementation or policy enforcer point of view, the charging can be supported either by means of online or offline charging (or both). There exists different variations on how online and offline charging can be supported. The different variations of online and offline charging will be explained in more detail in Chapter 5, Architectural Model, and Chapter 6, Deployments
(Informative).. 


Editor’s Note: When the AD gets more mature, it may be also applicable to describe here the different charging reference points/interfaces.

4.1 Target Audience

The target audience for this document includes but is not limited to the following:

· Working Groups within OMA which include the possibility of a charging for an event within the context of that working group’s work (and thus need to generate charging events) 

· Working Groups that need to understand the architecture of this subject matter

· Architecture Working Group (e.g. during Architecture Reviews as defined in [ARCH-REVIEW], to determine compliance of [ARCH-PRINC], etc.)

· Interoperability Working Group (e.g. for early analysis of interoperability requirements)

· Entities outside the OMA domain with intent to participate with an OMA system,

· to generate charging events and need an OMA system to bind the events to charging systems which are attached to an OMA system, or
· to attach to OMA systems for the purpose of receiving charging events from an OMA system.
4.2 Use Cases

The major actors in the AD are:

· The Customer/End user who wishes to obtain goods or services

· The Merchant/Service Provider/Third party service provider who provides goods or services

· The Issuer who provides the consumer with a means to pay for the goods or services

· The Acquirer with whom the merchant interacts to receive funds for the goods or services

The roles identified here are further discussed in [CHG-RD]in Appendix B: The use of the terms Issuer and Acquirer are only referenced in some use cases as roles existing as part of the charging infrastructure. The charging infrastructure is outside of the OMA domain, and may be for instance based on 3GPP/2 specifications for online and offline charging.
The Charging AD also identifies the actors Mobile Network Operator (MNO), and Third Party Service Provider (3rd party service provider or TPSP) and Service Provider (SP). The term Service Provider may also be used to identify the MNO in cases where the MNO provides a service other than enables the communication, as would be the case with PoC for example. The term Merchant may be used interchangeably for TPSP or SP.
Table 1 Charging Use Cases Tracking
	UC ID
	Ch.
	Category/
Description.
	Affects
	Involved
	Covered
[X]
	Comment

	UC ID1
	5.1
	TPSP, WAP Push service.
	Device, Connectivity, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID2
	5.2
	TPSP, Request Check and User Interaction
	Application, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID3
	5.3
	TPSP, Mobile Betting Payment
	Connectivity,
Enabling services, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID4
	5.4
	TPSP, Content Purchase
	Enabling services
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID5
	5.5
	Messaging while Roaming
	Device,

Connectivity,
Applications
	Multiple End users, Multiple MNO, TPSP, Charging infrastructure
	
	

	UC ID6
	5.6
	I&E, Credit Check
	Connectivity, Enabling services
	End user, TPSP, Charging infrastructure
	
	

	UC ID7
	5.7
	TPSP Location service
	Enabling services, Content
	End user, MNO, Multiple TPSP, Charging infrastructure 
	
	

	UC ID8
	5.8
	P2P Multimedia call
	Device, Applications
	Multiple end users, MNO, Charging infrastructure
	
	

	UC ID9
	5.9
	I&E, Combined Business and Private Subscription
	Enabling services, Content
	End user, MNO, TPSP, Charging infrastructure
	
	

	UC ID10
	5.10
	TPSP Rating
	Enabling services, Applications, Content
	End user, TPSP, Charging infrastructure
	
	

	UC ID11
	5.11

	I&E, Terminal Application Initiated Charging
	Device, Connectivity, Applications, Content
	End user, Application, TPSP, Charging infrastructure
	
	

	UC ID12
	5.12
	I&E, Charging of a Streaming Service
	Connectivity, Content
	End user, TPSP or SP, Charging infrastructure
	
	


4.3 Requirements

The requirements for the Charging Enabler are discussed in the Charging RD, [CHG-RD].
The high level requirements identified in the RD are listed in Table 2. The column “in section(s)” enables tracking of how the requirements are met in this AD.

The RD also identifies security and privacy considerations. These requirements are more pervasive to the entire charging architecture, and therefore these areas and their requirements are identified in text, rather than table format, in the subsequent subsections. 

Please note that when comparing requirements with Charging RD, the term “ACE” is identical to the term “charging infrastructure” used in the following text.

Table 2: General Requirements Tracking
	Requirement  ID/ label
	Short description, and element or role affected if identified.
	M /O
	In section(s)
	Covered
[X]
	Comment

	HLFR 1 

	Charging enabler
Provide methods for credit control
	M
	
	
	

	HLFR 2

	Charging enabler
Support for refund of charges 
	M
	
	
	

	HLFR 3

	Charging enabler
Credit control – prepaid and postpaid
	M
	
	
	

	HLFR 4

	Charging enabler
Charging Multiple reservations unknown total
	O
	
	
	

	HLFR 5

	Charging enabler
a) Check balance for reserving  funds. b) Mechanism for releasing reservation
	a) O
b) M
	
	
	

	HLFR 6

	Charging enabler
Mechanism for granting of quota
	M
	
	
	

	HLFR 7

	Service
a) Possible to have more than one quota –  b) Report obligation on depletion of one of the qota.
	a) O
b) M
	
	
	

	HLFR 8

	Service
Rating service prior to granting quota.
	O
	
	
	

	HLFR 9

	Charging enabler
Support for different value representations (non, and monetary)
	M
	
	
	

	HLFR 10

	Service
Support for success fail notifications.
	O
	
	
	

	HLFR 11

	a) Controlling of credit. b) Option for different measures.
	a) M
b) O
	
	
	

	HLFR 12

	Charging enabler
a) Transaction control, credit control. b) Delievery assurance
	a) O
b) M
	
	
	

	HLFR 13, 
	Charging enabler
Not define structures for users’ accounts
	M
	
	
	

	HLFR 14, 
	Charging enabler
Support service provided modifications of charging parameters
	M
	
	
	

	HLFR 15, 
	Charging enabler
Support for multiple accounts/subscriber
	M
	
	
	

	HLFR 16

	Charging enabler 
Provide sufficient information to preform rating (*) Complex requirement
	M
	
	
	

	HLFR 17

	Charging enabler supply charging infrastructure with id or correlated records
	M
	
	
	

	HLFR 18

	Role not specified
Rating with multiple options
	M
	
	
	

	HLFR 19

	Merchant
Support rating possible in infrastructure.
	O
	
	
	

	HLFR 20
	Merchant
Support for merchant conrolled rating
	O
	
	
	

	HLFR 21 
	Charging enabler
Support input parameters that affect charge  
	M
	
	
	

	HLFR 22
	Charging enabler
a) support for charging of different layers b) Possible to have several sessions or bearers  to same service
	a) M
b) O
	
	
	

	HLFR 23 
	Charging enabler
Support for charging based on several types of input
	O
	
	
	

	HLFR 24
	Charging enabler
Charging enabler independent of payment method.
	M
	
	
	

	HLFR 25
	Role not specified
Delivery of service independent of charging method.
	M
	
	
	

	HLFR 26.
	Charging enabler
Charging possible independently of service offered
	M
	
	
	

	HLFR 27
	Possible for consumer to set limits for consumption
	M
	
	
	

	HLFR 28
	Charging enabler
Support metering of service usage by service provider
	M
	
	
	

	HLFR 29
	Offer charging possibility for additional information. Possible with multiple charged parties
	M
	
	
	

	HLFR 30
	Support for media change during session
	M
	
	
	

	HLFR 31
	Charging possible regardless of distribution technology for service
	M
	
	
	

	HLFR 32
	Charging possible based on distrubution technology for service
	M
	
	
	

	HLFR 33
	Suppress charging for services.
	M
	
	
	

	HLFR 34
	Merchant
Consumer/Merchant interaction independent of payment instrument.
	M
	
	
	

	HLFR 35
	Merchant
Merchant awareness of payment instrument selected
	O
	
	
	

	HLFR 36
	Charging enabler 
Charging enabler support offline as backup for online charging.
	O
	
	
	

	HLFR 37
	Charging enabler
Charging enabler to provide sufficient information to Merchant for determining aruthorisation.
	M
	
	
	

	HLFR 38 
	Charging enabler 
Support for resolving account types of end user 
	M
	
	
	

	HLFR 39
	Charging enabler
Use widely used identification mechanisms to charging infrastructure.  
	M
	
	
	

	HLFR 40
	Charging infrastructure 
Ensure that customer accepts the price and charge – optionality in method.
	M
	
	
	

	HLFR 41
	Service
Service authorization
	M
	
	
	

	HLFR 42
	Charging enabler
Notification of advice of charge 
	M
	
	
	

	HLFR 43 
	Advice of  charge 
Present estimate of service cost
	O
	
	
	

	HLFR 44
	Charging enabler
Support information of balance on accounts
	O
	
	
	

	HLFR 45
	Charging enabler
Support roles in “4box model”
	M
	
	
	

	HLFR 46
	Charging enabler
Support for multiple roles – not endorce roles.
	M
	
	
	

	HLFR 47
	Charging enabler
Support for delegate charging responsibility
	M
	
	
	

	HLFR 48
	Charging enabler
Support charging of elements in a transaction by differnet party than the one using service
	O
	
	
	

	HLFR 49
	Charging enabler
Not mandate permanent contractual relationshop between customer and merchant. 
	M
	
	
	

	HLFR 50
	Charging enabler 
Support payment with device
	M
	
	
	

	HLFR 51
	Charging enabler 
Support for multiple currencies
	O
	
	
	

	HLFR 52
	Charging enabler 
Support for roaming scenarios
	O
	
	
	

	HLFR 53
	Charging support for roaming scenarios
	M
	
	
	

	HLFR 54,
	Support for identification of instances of a service.

	M
	
	
	

	HLFR 55
	Charging enabler
Allow for 3rd party charging 
	M
	
	
	

	HLFR 56
	Support for sharing of charges between entities
	M
	
	
	

	HLFR 57
	Charging enabler 
Extensible to requirements of charging infrastructure
	O
	
	
	

	HLFR 58
	Charging enabler 
Provide mechanisms for fraud detection and revenue assurance
	M
	
	
	

	HLFR 59
	Charging enabler
Support Terminal Application Initiated Charging
	M
	
	
	

	HLFR 60
	Charging enabler
Initiate and update confiuration data for application
	M
	
	
	

	HLFR 61
	Charging enabler
Initiate charging – regardless of charging enabler implementation
	M
	
	
	

	HLFR 62
	Charging enabler 
a) Trigger notifications to applications b) Display the notification to end user
	a) M
b) O
	
	
	

	HLFR 63
	Charging enabler 
Support for subscription based charging.
	M
	
	
	

	HLFR 64

	Charging enabler 
Support charging of different sessiontypes
	O
	
	
	


4.3.1 Security considerations in charging architecture and charging enabler

In general terms, all information, and information flows related to the transfer of charging information should be secured with all means possible, more specifically this means that; all senders of information that relates to charging must be authenticated, the integrity of the information should be guaranteed and the channels to communicate the information should be secured[SEC1]. It must also be possible to identify and authenticate all parties involved in a service delivery to prevent fraud [SEC5].
The charging enabler is required to use the available mechanisms specified in OMA SEC to ensure the identity and authenticate the merchant to the charging infrastructure being used [SEC2].
It should also be possible for the charging infrastructure to receive enough information to determine/ensure that transactions are not tampered with and that all requests for charging relies on customer consent. The charging enabler should provide the charging infrastructure with sufficient information to allow auditing for non repudiation [SEC3, 4].
4.3.2 Privacy considerations in charging architecture and charging enabler
Privacy in charging for service usage and content consumption is important. To meet the requirements for privacy it must be possible to use pseudonyms or identify anonymously to a service provider and rely on the charging infrastructure to identify the user of an account [PRV5]. The balance of the account being charged must not be revealed without consent from the consumer [PRV5].
4.4 Planned Release





Release 1.0 is focused on providing charging support for a few selected scenarios.  These scenarios have been selected to cover a broad enough set of the charging enabler requirements that the Release 1.0 enabler provides a solid base for supporting charging in various OMA enablers.

For Release 1.0, the charging architecture enables two main scenarios: A scenario with a charging agent between OMA enablers and a charging infrastructure  and a scenario with a direct connect from OMA enablers to a charging infrastructure.

The deployments supported by the two scenarios above in Release 1.0 are described in sections 6.3, 6.4 and 6.5. The corresponding flows are listed in sections 7.1, 7.2 and 7.3.


5. Architectural Model

5.1 Dependencies
(Informative)
The OMA Charging Enabler enables charging for various types of chargeable events to a subscriber’s account maintained by an underlying charging infrastructure. The Charging Enabler is not a charging infrastructure in it’s own right but a facilitator in the process of providing charging at the application and OMA enabler level.

The Charging Enabler’s architecture is highly dependent on the OMA Service Environment (OSE), [OSE], and builds on the 3GPP/2 architectures which have already defined models for charging. The enabler is also extensible to other network architectures supporting application and service driven requirements but may rely on a different set of environmental assumptions.

To ensure support for non-3GPP/2 charging infrastructures the model allows an unspecified relationship with “other service providers” who have a plethora of proprietary charging infrastructures, models and architectures. The value delivered by the OMA Charging Enabler with respect to other service providers relates to the enabling of new business models and entities that can benefit from open, standardized access to charging events generated in an OSE domain.
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Figure 1: Charging Enabler Context Diagram
5.1.1 Context Diagram

The OMA Charging Enabler exists within a specific environment as shown in Figure 1. A series of domains (OMA domain, other technology domain, and 3GPP/2 charging provider domain), grouping the different responsibilities and requirements as well as technologies, create the context of the Charging Enabler. It is important to note that the enabler is not a specific element in the network but a collection of functions and protocols that enable charging without constraint to the physical implementation. Secondly, the charging enabler sits within the OSE, which is defined as a general service provision environment specified by OMA rather than only a specific network operating environment.

For the purposes of this model, various applications that sit outside the service provider’s environment are considered part of the OSE domain as they have been defined as entities within the OSE. Applications and enablers can of course also reside or be implemented on terminals within the OSE domain.
5.1.2 Context Collaboration Model

This model states that the Charging Enabler facilitates interaction between various domains and entities, each with several attributes:

Domains:

· OSE domain

· 3GPP/2 service provider domain

· Other service provider domain

Entities:

· Applications: Generate charging events
· Enablers: Generate charging events
· Charging infrastructure: Consumes charging events and records in the specified account (see full definition of ‘Charging’ in the OMA Dictionary)
Attributes:
· Trusted/Un-trusted: The trust level of an Application or Enabler.
· OMA Specified / un-specified: Whether the application is standardised by OMA.
· Online/Offline: A Charging Capability may provide online or offline charging (or both).
· Home/Visitor: Generated charging events may need to be routed to a 3GPP/2 charging infrastructure controlling an account which is in another commercial environment e.g. roaming.
The context diagram (Figure 1) and the above listing can be summarized as follows:

In the Charging Enabler, charging events are generated by applications and enabler implementations. The Charging Enabler facilitates the communication of these events to the appropriate charging infrastructure which can be within a 3GPP/2 domain or another technology domain. The applications or enablers to be charged may either belong to the same trust domain (trusted) or to a different trust domain (un-trusted) with the appropriate charging infrastrucutre.  Charging must also consider possible roaming scenarios (home/visited). 

Charging events that are generated by the 3GPP/2 Domain (i.e. at the network layer) and other technology domains are not within the scope of this model.
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Figure 2: Charging Enabler Functional Architecture
5.2 Architectural Diagram

The diagram in Figure 2 shows the functional architecture of the Charging Enabler. Each block in the diagram represents a function; they are explained in more detail in the following section. The lines represent communication relationships.

The flow of charging events is such that they are generated by the O-CTF (OMA charging trigger function) as the result of a user consuming a service. The event will then be processed and potentially modified by any combination of the functions that are connected by the circle in the middle. The circle represents a bus, indicating that this model does not propose, or require, or mandate a particular order in which the functions are applied to a charging event. After the appropriate combination of functions has been applied to the charging events, the information will ultimately reach an account management function.
This functional architecture applies to both online and offline charging.

5.3 Functional Components 
Editor’s note: Interfaces are still missing, but should be derived from the deployments. This is planned for Singapore.
5.3.1 OMA Charging Trigger Function (O-CTF)

Editor’s note: New text from contribution #94R01, agreed in Singapore

The O-CTF handles the interaction with the functional components of the Charging Enabler. This interaction has two main aspects. First, the O-CTF generates charging events as a result of resource usage, and sends them to the functional component of the Charging Enabler that is responsible for the next processing step. Second, and particularly in the case of online charging, the O-CTF supervises the consumption of quota granted by the charging enabler’s Quota Management function. When there is insufficient quota, the O-CTF should request the charging enabler to obtain new quota, and should this fail, the O-CTF should notify the application so that the application may decide how to react, e.g. terminate, interupt or continue service.
It depends on the deployment which components the O-CTF precisely interacts with. Concrete deployments are discussed in chapter 5.4.




5.3.2 Translation
There are multiple reasons for introducing a protocol translation. The most obvious one is to simply mediate between systems that happen to understand different protocols. Another purpose of a protocol translation is protocol reduction, meaning that access to a possibly complex and powerful protocol is provided through a simpler or smaller protocol in order to make the client implementation easier, or to hide dangerous or sensitive protocol operations from un-trusted and potentially malicious clients.

5.3.3 Proxy
Editor’s note: Is there anything to be said about the proxy function?
5.3.4 Relay
Editor’s note: Changes based on #97R01, agreed in Singapore


In the context of the Charging Enabler, the relay function determines if a charging event shall be processed in an online or offline way, but will also determine where the charging event shall be further processed, i.e. in the own domain or in another provider's domain. The latter one would occur e.g. for roaming subscribers, where the events may need to be routed to the home network, or when the charge shall be applied to a credit card account.
In the context of the Charging enabler, the relay function not only determines if charging event shall be processed online or offline but also determines where to send the charging event for further processing.

The information may be embedded in the charging event, or the charging event may indicate a subscriber profile from which the information may be retrieved.

5.3.5 Quota Management

The quota management function is responsible for allocating and granting quotas of service usage that a particular user may engage. The quota management function can set quotas based on the information available e.g. rate, type of service, account status, user and operator rules. The metrics specified within a quota, such as usage volume or session duration, are based on what is appropriate to the particular service.

The O-CTF that is granted a quota from the quota management function is responsible for ensuring that the service usage does not exceed the quota, or in some cases, may request additional quotas. Quotas that are exceeded may lead to revenue loss by the service provider.

5.3.6 Correlation/Aggregation
Aggregation occurs between charging events generated by the same entity but over a time period.

Correlation could occur between the charging events generated by different entities while they are collaboratively providing a single service. The correlation provides an association for events for the user that will be charged.

5.3.7 Rating

This function converts an event indicating a particular action performed by a service into a price (which is expressed in some currency or loyalty points).

5.3.8 Authorization
In the context of the charging enabler, we could differentiate between charging client authorization and credit authorization.

Charging client authorization checks if a charging client may access a charging enabler instance at all. Conditions on which such decision could be based could be (list not mandatory, nor exhaustive):

· The charging client must be known, and its identity must have been verified in an authentication step 
· The charging client should have a business agreement covering the use of the charging enabler. The process of arranging such a business agreement is not in the scope of the Charging Enabler. The result of such a business agreement would enable the communication between the charging client and the charging enabler instance. The charging client must not have been blacklisted or otherwise been temporarily blocked. Such blocking could occur for instance due to misbehavior (delivering wrong credentials, behaving erroneous such as submitting malformatted messages, ...)

Credit authorization checks if charging events dedicated to a particular subscriber can be processed and determines whether credit will be granted for access to a resource. Prerequisite to credit authorization is that the charging client issuing the request has successfully been authorized by the charging client authorization function. Credit authorization could check e.g. the following conditions (list not mandatory, nor exhaustive):

· The subscriber is known to the charging enabler instance and has enabled the charging enabler functionality.
· The subscriber has sufficient credit, and has not exceeded any spending limits configured for him.
· The subscriber has not blacklisted the charging client that issued the charging event.
· The subscriber has given an explicit, interactive confirmation (user consent) for the particular request, or has given advance consent to be charged.


· 
· 
· 
5.3.9 Account Management

All charging events will be rated at some point in time and eventually be recorded on a particular account maintained by an account management function. The recorded events result in a Charging Account balance. An account management function will typically reside on an 3GPP/2 OCS, or provided by a bank issuing credit cards, or in a network operator's billing domain.
5.4 Security and Privacy requirements in AD

Editor’s note: This new text has been proposed in contribution #90R02.

Editor’s note: Cross-references to be updated.
In sections 4.3.1 and 4.3.2of this document, some basic and important security and privacy requirements are listed. There are: 

· Authentication: text in AD, “All senders of information that relates to charging must be authenticated”, etc.

· Authorization: text in AD, “The charging trigger function must …… first get an authorization from the …… charging function before it can allow a user to gain access to the chargeable event”, etc.

· Integrality: text in AD, “the integrity of the charging information should be guaranteed”, etc.

· Confidentiality: text in AD, “the channels to communicate charging information should be secured ”, etc.

· Non-Repudiation: text in AD, “The charging enabler should provide the charging infrastructure with sufficient information to allow auditing for non repudiation ”, etc.

· Privacy: text in AD, “To meet the requirements for privacy it must be possible to use pseudonyms or identify anonymously to a service provider and rely on the charging infrastructure to identify the user of an account ”, etc.

6. Deployments
(Informative)
A deployment in the context of this document is a mapping of the functional components introduced in the architectural model onto a specific environment, consisting of physical entities, or network elements. This chapter shows possible deployments that have been specifically investigated when the Charging Enabler has been specified, and thus are considered as supported. More deployments may be added in future relases of the Charging Enabler. For each deployment, a diagram and a textual description are given. The relation to the architectural model is explained by associating the functional components of the architectural model with the entities in the respective deployment scenario, which is done by means of tables.
The Charging Enabler has two distinctly different processing paths: online and offline charging (in 3GPP the online charging would correspond to the OCS and the offline to CDF and CGF). These two parts have different requirements when it comes to timing issues, capacity consumption etc. therefore the interfaces used will differ. Therefore, the deployments discussed below typically show an online charging system and an offline charging system, both of which comprise the ultimate destination of the respective processing path.
The entities defined in the OSE, namely the application, the enabler implementation, and the Policy Enforcer, are the sources of charging information in the scope of OMA. They feed either the online or offline charging. In other words, these elements kind of host the O-CTF function as defined by the architectural model above. All deployments below therefore show some of these OSE entities as the source of charging events, or a “charging client”, which is a generalization of these OSE entities and can represent any of them.

Some deployments show an additional entity – the charging agent function. The charging agent function may perform additional processing on charging events as they travel from the source to the online or offline charging system.

6.1 Entities in the Deployments

6.1.1 Charging Client


Any component of the OSE that generates charging events related to a service is called a charging client. Among the OSE entities, this applies to applications, enabler implementations and the Policy Enforcer. The term charging client could be understood as a role that these entities can assume in the context of the Charging Enabler, or as an abstraction of these entities in order to handle them in a unique way in the scope of the Charging Enabler.

The relation to the functional components of the architectural model is such that a charging client contains, by definition, an O-CTF.

There is a fourth potential source of charging events: the network elements in the underlying communication network. Charging events originating from such an entity are likely to ultimately reach the same charging infrastructure as charging events originating from a charging client as described above. However, they are not in the scope of the Charging Enabler specifications. Therefore the term charging client does not cover such non-OMA network elements.

The triggering of charging events by any instantiation of the charging client or by a network element of the underlying communication network is discussed in more detail in section 6.2
6.1.2 Online Charging 

The Online Charging denotes any charging infrastructure that is capable to do online charging. In particular, this could be an Online Charging System (OCS) as described in 3GPP TS32.240. However, the “Online Charging” could also be implemented by other charging systems, or even by a gateway into multiple other charging systems.

The online charging function handles the online charging, that is: a charging process where charging information can affect, in real time, the service rendered and therefore directly interacts with the session/service control.

The charging information about the usage of chargeable events is collected concurrently with the usage, which can be further processed and enriched with information from other enablers or network elements. The charging trigger function must in the online case first get an authorization from the online charging function before it can allow a user to gain access to the chargeable event.
6.1.3 Offline Charging 

The Offline Charging denotes any charging infrastructure that is capable to do offline charging. In particular, this could be a network operator’s billing domain (as described in 3GPP TS32.240).

The offline charging function handles the offline charging, that is: a charging process where charging information does not affect, in real time, the service rendered.

The charging information about the usage of chargeable events is collected concurrently with the usage, which can be further processed and enriched with information from other enablers or network elements. The offline charging function can however not influence if a user shall be allowed to gain access to the chargeable event. 

6.1.4 Charging Agent



Editor’s note: Text below inserted according to #98R01

A charging agent may, for instance, simplify charging requirements for charging clients and promote looser coupling between charging clients and the underlying, specific charging infrastructure. This is thought to be particularly useful for charging clients that generate rather simple charging events that can be represented with a limited number of generic parameters (such as one-time fee, duration, volume etc) and therefore need less integration with the underlying network infrastructure than traditional communication services. A charging agent may also act as a control point that limits the capabilities of the underlying charging infrastructure that are exposed to the charging client, and verify that the source of the charging information is authorized to perform the requested operations. This is particularly relevant in cases where the charging client is provided by a third party external to the charging infrastructure provider.
6.2 Reference Points
6.3 Editor’s note: The reference point description comes from contribution 106R01 as agreed in Singapore
6.3.1 CH-1 - Charging Client – Offline Charging
6.3.2 Reference point CH-1 resides between a charging client and offline charging. It is used when the charging client knows how to determine whether to use online or offline, and has decided to use offline charging, because it is not required to affect the service delivery in real-time. The CH-1 reference point needs to support at least the sending of charging data within a single message after the service delivery. Also a sequence of initial, interim and final charging data messages during and after the service delivery are preferred functionalities to be supported.
6.3.3 CH-2 - Charging Client – Online Charging
6.3.4 Reference point CH-2 resides between a charging client and online charging. It is used when the charging client knows how to determine whether to use online or offline, and has decided to use online charging, in order to affect the service delivery in real-time. The CH-2 reference point needs to support at least initial requesting, granting and final reporting of quota. Also interim requesting, reporting and granting of quota, price enquiry, credit check and refund are preferred functionalities to be supported.
6.3.5 CH-3 - Charging Client – Charging Agent

Reference point CH-2 resides between a charging client and online charging. It is used when the charging client knows how to determine whether to use online or offline, and has decided to use online charging, in order to affect the service delivery in real-time. The CH-2 reference point needs to support at least initial requesting, granting and final reporting of quota. Also interim requesting, reporting and granting of quota, price enquiry, credit check and refund are preferred functionalities to be supported.

6.3.6 CH-4 - Charging Agent – Offline Charging

Reference point CH-4 resides between a charging agent and offline charging. It is used when the charging agent has determined that it should use offline charging. The CH-4 reference point needs to support at least the sending of charging data within a single message after the service delivery. Also a sequence of initial, interim and final charging data messages during and after the service delivery are preferred functionalities to be supported.

6.4 CH-5 - Charging Agent – Online Charging
6.5 Reference point CH-5 resides between a charging agent and online charging. It is used when the charging agent has determined that it should use online charging. The CH-5 reference point needs to support at least initial requesting, granting and final reporting of quota. Also interim requesting, reporting and granting of quota, price enquiry, credit check and refund are preferred functionalities to be supported.
6.6 Triggering of Charging Events


Any service that complies with the OSE typically consists of an application that utilizes one or more enablers. It does so by talking to their respective enabler implementations through I0 interfaces. The enabler implementation in turn will typically utilize network resources in order to provide the desired functionality. Optionally, a Policy Enforcer may intercept the communication between the application and the enabler implementation in order to apply policies.

Considering this, there are four scenarios for triggering charging events, and any combinations of the four are allowed. The scenarios are based on where the O-CTF resides. It can reside in an enabler implementation, an application, the Policy Enforcer and/or a network element. The case when it resides in the network element is not within scope of this document as it is handled by the specification of the network element. It is included here only for completeness and understanding of the whole area.
The further processing of the charging events is independent of where the triggering occurs. Therefore, the diagrams for the different triggering scenarios just show a cloud, which represents any of the Charging Enabler deployments described later on in this chapter.

The triggering scenarios described below work the same no matter if the charging client is able to differentiate between online and offline or not. The scenarios show both a single arrow and a double arrow connected to the Charging Enabler cloud, however this is not intended to mandate that the charging client supports the differentiation, nor that both modes need to be supported in a particular deployment.
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Figure 3: O-CTF in the enabler implementation
Table 3: O-CTF in the Enabler Implementation
	
	O-CTF
	Translation
	Proxy
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	Charging Enabler
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6.6.1 Triggering in an Enabler Implementation

In this scenario, charging triggering occurs in the enabler implementation according to the rules and requirements for the enabler. When an application accesses the enabler implementation or when the enabler implementation acts otherwise on behalf of the application, the rules and requirements for the enabler implementation will determine if and when online or offline charging shall be triggered. The scenario is illustrated in Figure 3.
In this scenario, the O-CTF is part of the enabler implementation, because the enabler implementation generates the charging events. The enabler implementation may also contain the Relay function if it differentiates between online and offline charging. Everything else will be provided by the Charging Enabler. The complete mapping is summarized in the Table 3.
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Figure 4: O-CTF in the application
Table 4: O-CTF in the application
	
	O-CTF
	Translation
	Proxying
	Relaying
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6.6.2 Triggering in an Application

In this scenario, charging triggering occurs in an application. When the application decides to access an enabler implementation or gets otherwise active in order to provide service, the rules and requirements for the application will be used to determine if and when online or offline charging shall be triggered. The scenario is shown in Figure 4.
The application contains the O-CTF. The application may also contain the Relay function in order to differentiate between online and offline charging. All other functional components are located within the Charging Enabler. The complete mapping of the functional components to the deployment entities is summarized in Table 4.
6.6.3 Triggering in the Policy Enforcer
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Figure 5: O-CTF in the Policy Enforcer (Intercepting)
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Figure 6: O-CTF in the Policy Enforcer (Callable)
In this scenario the Policy Enforcer is aware of how an application utilizes an enabler implementation. In order monitor the application’s activity, the Policy Enforcer does either intercept the communication between the two (Figure 5), or is callable by the enabler implementation (Figure 6).
Table 5: O-CTF in the Policy Enforcer
	
	O-CTF
	Translation
	Proxying
	Relaying
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In both cases, the Policy Enforcer contains an O-CTF, which triggers according to the configured rules and sends appropriate charging events. The Relay function may be implemented by the Policy Enforcer or may be part of the Charging Enabler. Any other function, if present, will be in the Charging Enabler. The mapping is summarized in Table 5.
6.6.4 Triggering in the Underlying Network
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Figure 7: Triggering in the underlying network
This scenario is outside the scope of the Charging Enabler specification and given here only for illustration. It is depicted in Figure 7. Here, an application is using an enabler implementation, which in turn relies on a network element of an underlying communication network. Within the network, charging occurs, which may imply that the network resource generates charging events. The format of such events as well as the protocols to transmit them, are typically specified by the organization that specifies the network resource itself, e.g. 3GPP/2.

The charging events generated by the network resource may end up in the same domain as the charging events generated by OMA entities (e.g. often the account management function will be shared) and may even be correlated with OMA charging events. For that reason, the two arrows labeled “online” and “offline” point into the Charging Enabler cloud. Nevertheless, the way how the network resource generates formats and transmits charging events are not dealt with by OMA and are not part of the Charging Enabler.

Therefore, no mapping table for associating the functional components of the Charging Enabler with the entities in the scenario is given here.
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Figure 8: Basic Deployment Scenario
6.7 Basic Scenario
In the most basic scenario, a charging client (i.e., an OMA application server, the Policy Enforcer, or some enabler implementation) connects directly to an offline and/or an offline charging system, without any intermediaries, and communicates its activities. Such a scenario is illustrated in Figure 8.
The charging client is not involved in rating its activities, but rather sends “raw” events describing its activities. However, the charging client does distinguish between online and offline charging and is capable of selecting the right target system accordingly.
The O-CTF is by definition located in the charging client. In addition, the charging client hosts the Relaying function in order to route the events generated by the O-CTF to the online or offline charging system. The Quota Management function is located within the online charging but not applicable for the offline path. All other functions are either not present in this scenario (e.g. Translation) or provided by both online and offline charging.
Table 6: Basic Deployment Scenario
	
	O-CTF
	Translation
	Proxying
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	Quota Management
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A possible instantiation of this scenario is one where an enabler or service wishes to directly utilize charging capabilities of an underlying mobile network. 

The mapping is summarized Table 6.

6.8 Charging Agent Scenario


Editor’s note: Text in this section changed according to contribution #98R01
[image: image10.emf]OMA Domain

OSE Architecture

Charging

Enabler

Charging

Agent

Charging

Agent

Offline

Charging

Offline

Charging

Online

Charging

Online

Charging

Charging

Client

Charging

Client


Figure 9: Charging Agent Scenario
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In this deployment scenario, an entity called charging agent resides between the charging client and the actual charging infrastructure (online or offline). The charging client sends charging information to the charging agent that performs additional processing before sending charging events to an underlying charging infrastructure. This processing is performed by a subset of the functional components that make up the Charging Enabler and that are introduced in section xxx.

In one concrete instantiation of this scenario, the charging agent connects an untrusted charging client (e.g. run by a 3rd party service provider) to an operator’s charging infrastructure. As in all other scenarios, the charging client implements an O-CTF, through which the charging client talks directly to the charging agent. The responsibility of the charging agent in this scenario is

· To expose an interface towards the untrusted charging client that is different from the one understood by the underlying charging infrastructure. The interface towards the charging client would typically provide reduced complexity, but also to hide certain potentially dangerous functionality of the charging infrastructure from the charging client. The charging agent implements the Translation function in order to fulfill this task,

· To protect the charging infrastructure from unauthorized access, that is, access from entities other than authorized charging clients. This responsibility is assumed by an Authorization function within the charging agent.

· To pass on the charging events received from the charging agent to either online of offline charging, possibly after interrogating appropriate profile information related to the charged subscriber. This is equivalent to the Relay function.

· To simulate a charging client towards both online and offline charging, which corresponds to the concept of the Proxy function.

The responsibility of both online and offline charging in this instantiation would then be to rate the charging events received from the charging agent and record the rated charging events on an account. These tasks are performed by the Rating function and the Account Management function, respectively. Additionally, the online charging would implement the Quota Management function. Correlation and Aggregation are not considered in this scenario.

Table 7: Charging Agent Scenario – Rating in the Charging Infrastructure
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The functional mapping is summarised in the table below.


Another possible instantiation of this scenario is one where the charging client itself is capable of determining the price of the event/service delivered (e.g. a 3rd party content merchant). In this case, the charging client sends pre-rated events to the charging agent, which forwards them to the charging infrastructure. However, also in this case, it is likely that the charging infrastructure needs to finalize the rating process. This may mean, for example, currency conversion or tax handling.

Table 8: Charging Agent Scenario – Rating in Charging Client
	
	O-CTF
	Translation
	Proxying
	Relaying
	Quota Management
	Rating
	Authorization
	Correlation/Aggregation
	Account Management

	Charging Client
	(
	
	
	
	
	(
	
	
	

	Charging Agent
	
	(
	(
	(
	
	
	(
	
	

	Offline Charging
	
	
	
	
	
	
	(
	(
	(

	Online Charging
	
	
	
	
	(
	
	(
	(
	(


Third possible instantiation of this scenario is where the charging agent hosts a rating function that is responsible for determining the price of the charging event before it is sent to an underlying charging infrastructure. This is thought to be relevant in a case where the charging client itself does not perform rating but the charging agent provides a relaying service to several different charging infrastructures and some of the infrastructures can only accept rated events (e.g. a credit card network).

Table 9: Charging Agent Scenario – Rating in Charging Agent
	
	O-CTF
	Translation
	Proxying
	Relaying
	Quota Management
	Rating
	Authorization
	Correlation/Aggregation
	Account Management

	Charging Client
	(
	
	
	
	
	
	
	
	

	Charging Agent
	
	(
	(
	(
	
	(
	(
	
	

	Offline Charging
	
	
	
	
	
	
	(
	(
	(

	Online Charging
	
	
	
	
	(
	
	(
	(
	(
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6.10 Charging Agent Scenario with Parallel Charging Clients


Editor’s note: Alignment of text below with terminology and surrounding text still needs to be reviewed by AD editor.



· 
· 



	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	
	



The charging agent logical function includes one or all of rating, authorization, aggregation/correlation, proxy/relay, budget, gateway function. In deployment scenario, these functions can be located in charging system, or exist independently as a unified platform to serve several OMA charging client (logically O-CTFs, physically i.e. an OMA application server, the Policy Enforcer, or some enabler implementation).Charging agent would identify which charging system it should forward the charging request to, 

1. Charging agent serves one or more charging clients. Each charging client triggers charging events and forwards to charging agent. Charging agent perform rating, authorization, aggregation/correlation, quato management, and gateway function. Charging agent implements as a unified platform for the clients which interconnect with it. In order to acquire required information, it will interconnect with execution evironment, policy inforcer and other system. Charging agent is connected with account management system, such as online charging account management, credit card account management system.

2. For 3rd online charging, for the sake of secure service, charging agent and charging clients ( OMA application server, PEEM, enabler implementation) belong to same domain, 3rd online charging system belong to another domain, such as internet domain. 3rd charging system is connected with OMA domain through charging agent.
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Figure 11: Correlation Scenario
This scenario is especially for online charging. In order to backward compatiblility, OMA domain charging system should permit already exiting enabler do as itself. For newly built enabler, on charging, there are alternates: interconnecting with appropriate charging agent, or interconnect with online charging system directly.

For offline charging, this scenario still works

The mapping is summarized inTable 11.

Table 11: Correlation Scenario
	
	O-CTF
	Translation
	Proxying
	Relaying
	Quota Management
	Rating
	Authorization
	Correlation/Aggregation
	Account Management

	Charging Client #1
	(
	
	
	
	
	
	
	
	

	Charging Client #2
	(
	
	
	
	
	
	
	
	

	Charging client #n
	(
	
	
	
	
	
	
	
	

	Charging Agent
	
	(
	(
	(
	(
	(
	(
	(
	

	Offline Charging
	
	
	
	
	
	(
	(
	(
	(

	Online Charging
	
	
	
	
	(
	(
	(
	(
	(


7. Flows

Editor’s note: Input added from document OMA-MCC-2005-0111, agreed in Singapore
Editor’s note: Cross-references (xxx) still to be linked.
Basic Scenario

7.1.1 Offline
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This is a possible flow for the Basic Scenario (section xxx) for a subscriber who uses offline charging. Here, each message sent by the charging client towards offline charging is self contained, meaning that it contains enough information for the offline charging to record a charge. Multiple such messages may occur during a service interaction, but the offline charging does not aggregate them.

1. “Service Request”: the subscriber invokes a service that is provided by the charging client.

2. “Profile Request” (optional): The charging client fetches user related profile information, e.g. in order to determine if the user has subscribed to online or offline charging. It may do so by interrogating a profile server, or accessing a locally stored profile, or may use information conveyed in the service request. In this case, the charging client determines that the user has subscribed to offline charging.

3. “Service Interaction”: The service user is using the service.

4. “CH-1:Send Charging Data *”: As a result of the service usage, the charging client sends charging information to the offline charging system. This message may occur zero or more times.

5. “End Service”: The service user stops using the service.

6. “CH-1:Send Charging Data”: The charging client sends final charging information.
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This is a possible flow for the Basic Scenario (section xxx) for a subscriber who uses offline charging. Contrary to the basic offline a scenario, here the charging client may send a sequence of partial information which is then aggregated by the offline charging system into a final charge.

7. “Service Request”: the subscriber invokes a service that is provided by the charging client.

8. “Profile Request” (optional): The charging client fetches user related profile information, e.g. in order to determine if the user has subscribed to online or offline charging. It may do so by interrogating a profile server, or accessing a locally stored profile, or may use information conveyed in the service request. In this case, the charging client determines that the user has subscribed to offline charging.

9. “Initial Charging Data”: The charging client opens a logical session that is associated with the service interaction that is about to start. The initial charging data message could e.g. convey information describing the service and identifying the service user.

10. “Service Interaction”: The service user is using the service.

11. “Interim Charging Data *”: As the service usage proceeds, the charging client may send at any time the charging information it has collected so far. The offline charging records this information along with the information received in the initial charging data and in previous interim charging data messages. This message may occur zero or more times.

12. “End Service”: The service user stops using the service.

13. “Final Charging Data”: The charging client sends final charging information. This message implies that the session opened by the Initial Charging Data shall be closed.
Online
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This is a possible flow for the Basic Scenario (section xxx) for a subscriber who uses online charging.

1. “Service Request”: the subscriber invokes a service that is provided by the charging client.

2. “Profile Request” (optional): The charging client fetches user related profile information, e.g. in order to determine if the user has subscribed to online or offline charging. It may do so by interrogating a profile server, or accessing a locally stored profile, or may use information conveyed in the service request. In this case, the charging client determines that the user has subscribed to online charging.

3. “CH-2:Quota Request”: The charging client requests the online charging to grant quota. By granting that quota, the online charging confirms that the service user has sufficient credit to cover the amount of service usage specified by the quota. The quota will be consumed during service interaction.

4. “Service Interaction”: The service user is using the service.

5. “CH-2:Quota Report*”: As a result of the service usage, the charging client sends a report to the offline charging, indicating the amount of quota consumed so far. The Quota Report may be combined with a quota request asking for additional quota. This message may occur zero or more times.

6. “End Service”: The service user stops using the service.

7. “CH-2:Final Quota Report”: The charging client sends final information about how much of the granted quota had been consumed during the service interaction.
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This flow shows a refund of charges that a user has incurred in a previous service interaction. Such a refund could occur e.g. after a dispute has been accepted by the charging client.

14. “User requests refund”: A user requests a refund of a previously incurred charge.

15. “CH-2:Refund Request”: If the charging client accepts the request for refund, it sends a Refund Request message to the online charging.

Agent Scenario

Offline
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This is a possible flow for the Charging Agent Scenario (section xxx) for a subscriber who uses offline charging.

16. “Service Request”: the subscriber invokes a service that is provided by the charging client.

1. “CH-3:Quota Request”: The charging client requests the Charging Agent to grant quota.

2. “Profile Request/Profile Response” (optional): The charging agent fetches user related profile information (see previous) and determines that offline charging is to be used for that subscriber.

3. “CH-3:Grant Quota”: By granting that quota, the Charging Agent confirms that charging client should allow starting the service interaction with the user. The quota will be consumed during service interaction.

4. “Service Interaction”: The service user is using the service.

5. “CH-3:Quota Request/Grant Quota”: During the service interaction, the charging client may run out of quota. Therefore it requests new quota to be granted.

Similarly, intermediate “Quota Report” messages could be sent to the charging agent during the service interaction (see previous flows).

Either interaction may occur zero or more times.

6. “End Service”: The service user stops using the service.

7. “CH-4:Final Quota Report”: The charging client sends final information about how much of the granted quota had been consumed during the service interaction.

8. “Send Charging Data”: The charging agent sends final charging information.

7.1.2 Online
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This is a possible flow for the Charging Agent Scenario (section xxx) for a subscriber who uses online charging.

17. “Service Request”: the subscriber invokes a service that is provided by the charging client.

1. “CH-3:Quota Request”: The charging client requests the Charging Agent to grant quota.

2. “Profile Request/Profile Response” (optional): The charging agent fetches user related profile information (see previous) and determines that online charging is to be used for that subscriber.

3. “CH-5:Quota Request/CH-5:Grant Quota”: The Charging Agent requests the Online Charging to grant quota, and the Online Charging honors the request.

4. “CH-3:Grant Quota”: Since the Online Charging has granted quota to the Charging Agent, the Charging Agent in turn grants quota to the Charging Client.

5. “Service Interaction”: The service user is using the service.

6. “CH-3:Quota Request/CH-5:Quota Request/CH-5:Grant Quota/CH-3:Grant Quota”: During the service interaction, the charging client may run out of quota. Therefore it requests the charging agent to grant new quota. The charging agent in turn may interrogate the online charging with a corresponding quota request, or it may still have quota kept locally.

Similarly, intermediate “CH-3:Quota Report” and “CH-5:Quota Report” messages could be sent to the charging agent during the service interaction (see previous flows).

Either interaction may occur zero or more times.

7. “End Service”: The service user stops using the service.

8. “CH-3:Final Quota Report”: The charging client sends final information about how much of the granted quota had been consumed during the service interaction.

7.1.3 “CH-5:Final Quota Report”: The charging agent sends a corresponding final quota report to the online charging.
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This flow shows a refund of charges that a user has incurred in a previous service interaction. Such a refund could occur e.g. after a dispute has been accepted by the charging client.

18. “User requests refund”: A user requests a refund of a previously incurred charge.

1. “Refund Request”: If the charging client accepts the request for refund, it sends a Refund Request message to the charging agent.

2. “Refund Request”: The charging agent sends a corresponding “Refund Request” message to the online charging.

3. The result of the “Refund Request” is relayed back to the charging client.

Charging Agent Scenario with Parallel Charging Clients
Editor’s note: Are we still aiming to create a flow for this scenario?
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