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1 Reason for Contribution

Progressing the PEM-1 TS.
2 Summary of Contribution

ARC has agreed to support a PEM-1 TS Diameter binding. Relying on information reviewed by ARC in contributions 0024, 0027 and 0028, this contribution proposes the PEM-1 TS Diameter binding definition. The conclusion from 0028 is that, when it comes to the use of Diameter, the bindings for PEM-1 can be modelled using existing 3GPP applications (e.g. Gx or Sh, which is at its turn based on Cx/Dx, or Gq (Rel. 6) or Rx (Rel. 7)) as a starting point. The entities involved, the message flows and the Diameter AVPs are however different, even when modelled after an existing application. In that sense, it is irrelevant whether we start from Gx or Sh or Gq or Rx (or any other 3GPP Diameter application for that matter).

Hence the text in the Detailed proposal section, recommended for the PEM-1 TS, will define a new Diameter application, between ANY resource and a PEEM enabler implementation, with 2 new AVPs – an Input-Policy-Data AVP and an Output-Policy-Data AVP, with both AVPs of type “Octet String”. It is understood however that the internal organization of those parameters are as encoded binary strings that represent a sequence of all input, respectively output policy parameters.

This is a pure technical proposal, and therefore on purpose does NOT address how the Application Id is obtained, what the new AVP codes are, and what Vendor-ID should be used when handling these AVPs.

Those decisions should be the subject of a later separate discussion, possible via another contribution.
3 Detailed Proposal
Change1- add to section 2.1 Normative References

	[RFC 3588]
	“Diameter Base Protocol”, P. Calhoun et al., September 2003, URL:http://www.ietf.org/rfc/rfc3588.txt

	[RFC 3589]
	“Diameter Command Codes for the 3rd Generation Partnership Project Rel. 5”, P. Loughney, September 2003, URL:http://www.ietf.org/rfc/rfc3589.txt

	[RFC 2234]
	“Augmented BNF for syntax specification: ABNF [RFC 2234]”, D.Crocker, Ed., November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2960]
	“Stream control transmission protocol”, Stewart, R. et al, October 2000, URL:http://www.ietf.org/rfc/rfc2960.txt

	[RFC 3309]
	“Stream Control Transmission Protocol (SCTP) Checksum Change”, Stone, J. et al, September 2002, URL:http://www.ietf.org/rfc/rfc3309.txt

	[3GPP TS 33.210]
	3GPP TS 33.210, V7.2.0, 2006-12, "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network Domain Security (NDS) IP network layer security (Release 7)"

	[3GPP TS 29.228]
	3GPP TS 29.228, V7.5.0, 2007-03, "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents (Release 7)"


Change 2 – add to section 2.2 Informative References:
	[3GPP TS 29.229]
	3GPP TS 29.229, V7.5.0, 2007-03, "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Cx and Dx Interfaces based on the Diameter protocol; protocol details (Release 7)"

	[3GPP TS 29.329]
	3GPP TS 29.329, V7.3.0, 2006-09, "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Sh Interface based on Diameter protocol (Release 7)"


Change 3 – add to section 5.7 PEM-1 Template Bindings
5.7.1 PEM-1 Diameter binding

This section defines a transport protocol based on Diameter, to be used when invoking PEEM policy processing.

The present document is applicable between ANY resource and a PEEM enabler implementation.
Whenever it is possible this document specifies the requirements for this protocol by reference to specifications produced by the IETF within the scope of Diameter, and/or 3GPP within the scope of 3GPP Diameter applications. Where this is not possible, extensions to Diameter are defined within this document.
5.7.1.1  General

The Diameter Base Protocol as specified in IETF RFC 3588 [RFC 3588] shall apply except as modified by the defined support of the methods and the defined support of the commands and AVPs, result and event codes specified in clause 5.7.1.3 of this specification. Unless otherwise specified, the procedures (including error handling and unrecognised information handling) are unmodified. Use of the Diameter base application is detailed in clause 5.7.1.2 of this specification, and is modelled after the 3GPP application Sh [3GPP TS 29.329], which in turn relies on 3GPP application Cx [3GPP TS 29.229].
5.7.1.2  Use of Diameter base application
With the clarifications listed in the following sub-clauses the Diameter Base Protocol defined by IETF RFC 3588 [RFC 3588] shall apply.

5.7.1.2.1 Securing Diameter Messages

For secure transport of Diameter messages, see [3GPP TS 33.210].

5.7.1.2.2 Accounting functionality

Accounting functionality (Accounting Session State Machine, related command codes and AVPs) is not used on the PEM-1 interface.

5.7.1.2.3 Use of sessions

Between the PEEM requestor and the PEEM enabler implementation, Diameter sessions are implicitly terminated. An implicitly terminated session is one for which the server does not maintain state information. The client does not need to send any re-authorization or session termination requests to the server.

The Diameter base protocol includes the Auth-Session-State AVP as the mechanism for the implementation of implicitly terminated sessions.

The client (server) shall include in its requests (responses) the Auth-Session-State AVP set to the value NO_STATE_MAINTAINED (1), as described in IETF RFC 3588 [RFC 35883rd Generation Partnership Project; Technical Specification Group Core and Terminals;]. As a consequence, the server does not maintain any state information about this session and the client does not need to send any session termination request. Neither the Authorization-Lifetime AVP nor the Session-Timeout AVP shall be present in requests or responses.

5.7.1.2.4 Transport protocol

Diameter messages over the PEM-1 interface shall make use of SCTP IETF RFC 2960 [RFC 2960] and shall utilise the new SCTP checksum method specified in RFC 3309 [RFC 3309].
5.7.1.2.5 Routing considerations
This clause specifies the use of the Diameter routing AVPs Destination-Realm and Destination-Host.

If a PEEM requestor knows the address/name of the PEEM enabler implementation for a certain user, both the Destination-Realm and Destination-Host AVPs shall be present in the request. Otherwise, only the Destination-Realm AVP shall be present and the command shall be routed to the next Diameter node, e.g. the Server Locator Function (SLF) (see [3GPP TS 29.228]), based on the Diameter routing table in the client. Once the redirector function (SLF) has returned the address or the destination PEEM enabler implementation (using Redirect-Host AVP), the redirected request to the PEEM enabler implementation shall include both Destination-Realm and Destination-Host AVPs. Consequently, the Destination-Host AVP is declared as optional in the ABNF [RFC 2234] for all requests initiated by a PEEM requestor. Host AVP is declared as mandatory in the ABNF [RFC 2234] for all requests initiated by the PEEM enabler implementation.

Destination-Realm AVP is declared as mandatory in the ABNF [RFC 2234] for all requests.

5.7.1.2.6 Advertising Application Support

The PEEM enabler implementation shall advertise support of the Diameter PEEM Application by including the value of the application identifier in the Auth-Application-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

The vendor identifier value of TBD-Vendor-Id shall be included in the Supported-Vendor-Id AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands, and in the Vendor-Id AVP within the Vendor-Specific-Application-Id grouped AVP of the Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands.

Note: The Vendor-Id AVP included in Capabilities-Exchange-Request and Capabilities-Exchange-Answer commands that is not included in the Vendor-Specific-Application-Id AVPs as described above shall indicate the manufacturer of the Diameter node as per IETF RFC 3588 [RFC 3588].
The application identifier for this application is defined in chapter 5.7.1.3.
Requests initiated by the PEEM enabler implementation towards a PEEM requestor shall include both Destination-Host and Destination-Realm AVPs. The PEEM enabler implementation obtains the Destination-Host AVP to use in answers, from the Origin-Host AVP received in previous requests. Consequently, the Destination-
5.7.1.3  Diameter application for PEM-1 interface

This clause specifies a Diameter application that allows a Diameter server and a Diameter client to send an input request for policy processing to PEEM, and allows the Diameter server to respond with an output response, if dictated by the invoked policy.  The input request contains parameters needed for the policy processing, and the output response contains parameters produced by the policy processing. 

The PEM-1 interface protocol is defined as an IETF vendor specific Diameter application, where the vendor is TBD. The vendor identifier assigned by IANA to TBD ( http://www.iana.org/assignments/enterprise-numbers) is TBD-Vendor-Id.

The Diameter application identifier assigned to the PEM-1 interface application is TBD-appl-id (allocated by IANA).


	Editor’s Note – Decisions is needed on the PEEM: who is TBD. Based on this, TBD-Vendor-Id and TBD-appl-id will be determined using the normal IANA allocation process. This is FFS, possibly subject to a separate contribution. Creative thinking is encouraged  to find the optimal solution allowing us to complete PEEM in timely manner.


5.7.1.3.1 Command-Code Values

This section defines Command-Code values for this Diameter application.

Every command is defined by means of the ABNF [RFC 2234] syntax, according to the rules in IETF RFC 3588 [RFC 3588]. Whenever the definition and use of an AVP is not specified in this document, and no reference is made to another specification, what is stated in IETF RFC 3588 [RFC 3588] shall apply.
The command codes for the PEM-1 interface application are taken from the range allocated by IANA in IETF RFC 3589 [RFC 3589] as assigned in this specification. For these commands, the Application-ID field shall be set to TBD-appl-id (application identifier of the PEM-1 interface application, allocated by IANA).

The following Command Codes are defined in this specification:

Table 5.7.1.3.1.1: Command-Code values

	Command-Name
	Abbreviation
	Code
	Section

	User-Data-Request
	UDR
	306
	5.7.1.3.1.1.1

	User-Data-Answer
	UDA
	306
	5.7.1.3.1.1.2


	Editor’s Note: The command codes are taken from 29.329, but the AVPs that are associated with those command codes need to be modified from their original meaning. This would allow re-use of existing 3GPP command codes, and it would not be confusing as long as we use a new TBD-appl-id.
A “cleaner” (but may take longer) alternative would be to ask IANA to allocate new command codes (by the Vendor that will register the new application). In this case, we would call these command codes Policy-Processing-Request, respectively Policy-Processing-Answer). to re-use the User-Data-Request (code 306) and User-Data-Answer (code 306).


5.7.1.3.1.1 User-Data-Request (UDR) Command

The User-Data-Request (UDR), indicated by the Command-Code field set to 306 and the ‘R’ bit set in the Command Flags field, is sent by a Diameter client to a Diameter server in order to request policy processing. The UDR command is a modified Sh command, which in this specification takes the meaning of Policy-Processing-Request. 

Message Format

< User-Data-Request> ::=
< Diameter Header: 306, REQ, PXY, TBD-appl-id >







< Session-Id >







{ Vendor-Specific-Application-Id }



{ Auth-Session-State }



{ Origin-Host }



{ Origin-Realm }



[ Destination-Host ]







{ Destination-Realm }





{Policy-Input-Data}








*[ Proxy-Info] 






*[ Route-Record ]
The parameters indicated in bold represent new parameters defined for this application; the other ones represent parameters defined and supported by the Diameter base application. Policy-Input-Data is a container for all policy input parameters.
5.7.1.3.1.2 User-Data-Answer (UDA) Command for responses to the original requestor

The User-Data-Answer (UDA), indicated by the Command-Code field set to 306 and the ‘R’ bit cleared in the Command Flags field, is optionally sent by a server in response to the User-Data-Request command. The policy processing determines whether the UDA command will be sent or not. The policy processing also determines whether the command is sent back to the requestor, or instead is being sent to a different destination resource. The UDA command is a modified Sh command, which in this specification takes the meaning of Policy-Processing-Answer.

In the case the destination is the original requestor, the message is the following:
Message Format

< User-Data-Answer-Answer > ::=
< Diameter Header: TBD-code, PXY, TBD-appl-id >







< Session-Id >







{ Vendor-Specific-Application-Id }







[ Result-Code ]



[ Experimental-Result ]



{ Auth-Session-State }



{ Origin-Host }



{ Origin-Realm }



{Policy-Output-Data}



*[ Failed-AVP ]



*[ Proxy-Info ]













*[ Route-Record]
The parameters indicated in bold represent new parameters defined for this application; the other ones represent parameters defined and supported by the Diameter base application. Policy-Output-Data is a container for all policy output parameters.

5.7.1.3.1.3 User-Data-Request (UDR) Command for responses to a different destination
The User-Data-Request (UDR), indicated by the Command-Code field set to 306 and the ‘R’ bit set in the Command Flags field, may be sent by a PEEM implementation server to a destination resource, in response to a previous User-Data-Request command received from a PEEM requestor. In this case, the specific PEEM AVP is Policy-Output-Data, instead of Policy-Input-Data. The policy processing determines whether such a UDR command will be sent or not. The UDA command is a modified Sh command, which in this case takes the meaning of Policy-Processing-Answer to a destination different than the original PEEM requestor.
In the case the destination is a resource different than the original PEEM requestor, the message is the following:
Message Format
< User-Data-Request> ::=
< Diameter Header: 306, REQ, PXY, TBD-appl-id >







< Session-Id >







{ Vendor-Specific-Application-Id }



{ Auth-Session-State }



{ Origin-Host }



{ Origin-Realm }



[ Destination-Host ]







{ Destination-Realm }





{Policy-Output-Data}








*[ Proxy-Info] 






*[ Route-Record ]

The parameters indicated in bold represent new parameters defined for this application; the other ones represent parameters defined and supported by the Diameter base application. Policy-Output-Data is a container for all policy output parameters.
Note that in order for such a 3 way interaction (PEEM requestor, PEEM enabler implementation, PEEM response destination) to be supported by this specification, the PEEM response destination resource needs to fully support this specification, and the PEEM enabler implementation must be able to act as both Diameter server and Diameter client. Finally, note that in this case, any interactions between PEEM and other resources than the PEEM requestor can be conducted using this specification (in other words, PEEM enabler implementation would act as a Diameter client, with the other resources acting as Diameter servers).
5.7.1.3.2 Result-Code AVP Values

This section defines new result code values that must be supported by all Diameter implementations that conform to this specification.  At present, no other result codes are needed, except the ones defined by the Diameter base application. Any additional result codes determined by the policy processing will be encoded in the Output-Policy-Data parameter.

	Editor’s Note: If we decide later to expose the policy return code also outside the Output-Policy-Data container, then it would have to be defined as a separate Experimental-Result AVP, and the Result-Code AVP shall be absent.


5.7.1.3.3 AVPs

The following table describes the Diameter AVPs defined for the PEM-1 interface protocol, their AVP Code values, types, possible flag values and whether the AVP may or not be encrypted.

Table 5.7.1.3.3.1: Diameter PEEM Application AVPs

	
	AVP Flag rules
	

	Attribute Name
	AVP Code
	Section defined
	Value Type
	Must
	May
	Should not
	Must not
	May Encrypt

	Policy-Input-Data
	TBD-AVP-code
	5.7.1.3.3.1
	OctetString
	M, V
	
	
	
	No. The Policy-Input-Data is a container for all policy input parameters, which are concatenated using ASN.1 syntax rules, and optionally encoded, as specified at deployment.  

	Policy-Output-Data
	TBD-AVP-code
	5.7.1.3.3.2
	OctetString
	M, V
	
	
	
	No. The Policy-Input-Data is a container for all policy input parameters, which are concatenated using ASN.1 syntax rules, and optionally encoded, as specified at deployment.  

	NOTE 1: The AVP header bit denoted as ‘M’, indicates whether support of the AVP is required. The AVP header bit denoted as ‘V’, indicates whether the optional Vendor-ID field is present in the AVP header.


5.7.1.3.3.1 Policy-Input-Data

The Policy-Input-Data AVP is of type OctetString. This AVP is a container for all policy input parameters forwarded in the policy processing request (UDR) by a requestor (Diameter client) to PEEM. The policy input parameters are binary serialized in the Policy-Input-Data AVP, using ASN.1 syntax rules,  and optionally encoded using specified options (see section X for details).  The specific policy input parameters are dictated by the policy and are either PEM-1 Standard Parameters or PEM-1 Custom Parameters, published by the PEEM deployer (see section Y for details).

5.7.1.3.3.2 Policy-Output-Data

The Policy-Output-Data AVP is of type OctetString. This AVP is a container for all policy output parameters forwarded in the policy processing answer (UDA) by a PEEM enabler imlementation (Diameter server) to a requestor. The policy output parameters are binary serialized in the Policy-Output-Data AVP, using ASN.1 syntax rules,  and optionally encoded using specified options (see section X for details).  The specific policy output parameters are dictated by the policy and are either PEM-1 Standard Parameters or PEM-1 Custom Parameters, published by the PEEM deployer (see section Y for details).

5.7.1.3.4 Special Requirements

5.7.1.3.4.1 Version Control
The following table shall apply to the PEM-1 interface; the column Application identifier lists the used application identifiers on PEM-1 and OMA.
Table 5.7.1.3.4.1.1 : Application identifiers used in PEM-1 

	Application identifier
	First applied

	TBD-appl-id
	OMA PEEM V1.0


New functionality beyond the OMA PEEM V1.0 release shall be introduced by post-V1.0 versions of this specification to the Diameter applications as follows:

1. If possible, the new functionality shall be defined optional.

2. If backwards incompatible changes can not be avoided, the new functionality should be introduced as a feature, see 5.7.4.3.4.1.1.

3. If the change would be backwards incompatible even as if it was defined as a feature, a new version of the interface shall be created by changing the application identifier of the Diameter application, see 5.7.4.3.4.1.2.

5.7.4.3.4.1.1 New Feature
The base functionality for the PEM-1 interface is the OMA PEEM V1.0 standard and a feature is an extension to that functionality. A feature is a functional entity that has a significant meaning to the operation of a Diameter application i.e. a single new parameter without a substantial meaning to the functionality of the Diameter endpoints should not be defined to be a new feature. If the support for a feature is defined mandatory in a post-V1.0 version of this specification, the feature concept enables interworking between Diameter endpoints regardless of whether they support all, some or none of the features of the application. Features should be defined so that they are independent from one another. 

The content of a feature shall be defined as a part of the specification of the affected application messages. If new AVPs are added to the commands because of the new feature, the new AVPs shall have the ‘M’ bit cleared and the AVP shall not be defined mandatory in the command ABNF [RFC 2234]. The support for a feature may be defined to be mandatory behaviour of a node.

5.7.4.3.4.1.2 Changing the version of the interface
The version of an interface shall be changed by a future version of this specification only if there is no technically feasible means to avoid backwards incompatible changes to the Diameter application, i.e. to the current version of the interface. However, if the incompatible changes can be capsulated within a feature, there is no need to change the version of the interface. The versioning of an interface shall be implemented by assigning a new application identifier for the interface. This procedure is in line with the Diameter base protocol (see IETF RFC 3588) which defines that if an incompatible change is made to a Diameter application, a new application identifier shall be assigned for the Diameter application.
End Change

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendations are:

1) Agree to the technical approach described and include in the PEM-1 TS the proposed Normative References, Informative References and text for section 5.7.1 PEM-1 Template Bindings of the PEM-1 TS.

2) Since a number of TBD needs to be addressed before we can complete this part of the specification, the recommendation is to start the discussion and/or exchanges over the reflector and/or submission of contributions with proposals on how to resolve the remaining issues.
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