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1 Reason for Contribution

Progressing the PEM-1 TS.
2 Summary of Contribution

ARC has agreed to support a PEM-1 TS SOAP binding. This contribution proposes the PEM-1 TS SOAP binding definition. The contribution aims to start based on the OWSER specifications for Web Services interfaces in OMA.

Hence the text in the detailed proposal section contains a proposed name space for the API, the proposal as well defines a minimal set of Exceptions needed for the usage of the API.

The proposed API is synchronous as the request and response is defined as on WSDL operation. However the definition of the policyResultRequest operation to send the response to another destination can be used to send the response asynchronously back to the application. This way the API can be used in both modes.  

The contribution does not cover the errors thoroughly and this need to be further contributed as a separate input contribution. BEA aim to do this as soon as this is approved.
3 Detailed Proposal
Normative References
	[SOAP 1.1]
	“Simple Object Access Protocol (SOAP 1.1)”, W3C Note, 08 May 2000, URL: http://www.w3.org/TR/2000/NOTE-SOAP-20000508/

	[SOAP 1.2]
	“SOAP Version 1.2 Part 0: Primer”, W3C Recommendation , June 24 2003, URL: http://www.w3.org/TR/2003/REC-soap12-part0-20030624/

	[WSDL 1.1]
	“Web Services Description Language (WSDL) Version 1.1”, W3C Note March 15 2001 , URL: http://www.w3.org/TR/wsdl

	[UDDI 2.0]
	“Universal Description, Discovery, and Integration”, W3C, Month Year , URL:

	[WS-Policy 1.0]
	Web Services Security: SOAP Message Security 1.0 4 (WS-Security 2004)

OASIS Standard 200401, March 2004


	[Username Token Profile 1.0]
	Web Services Security Username Token Profile 1.0 OASIS Standard 200401, March 2004, URL: http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0



	[X.509 Token Profile 1.0]
	Web Services Security, 3 X.509 Certificate Token Profile, 4 OASIS Standard 200401, March 2004, URL: http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0



	OWSER
	http://www.openmobilealliance.org/release_program/owser_v1_1.html


	
	


	
	


Informative References
	[HTTP 1.1]
	Hypertext transfer Protocol HTTP/1.1”, RFC 2616, June 1999

	[JAX-RPC]
	“Web Services Description Language (WSDL) Version 1.1”, W3C Note 15 March 2001 , URL: http://www.w3.org/TR/wsdl

	[WS-Addressing Core]
	“Web Services Addressing 1.0 – Core ”, W3C Recommendation  9 May 2006 , URL: http://www.w3.org/TR/2006/REC-ws-addr-core-20060509/


5.7.1 PEM-1 SOAP binding
This section defines a messaging protocol based on SOAP, to be used when invoking PEEM policy processing.
The present document is applicable between ANY resource and a PEEM enabler implementation.

SOAP messages will be passed from one SOAP processor to another using HTTP/1.1 as the protocol binding. A SOAP method is an HTTP request/response that complies with the SOAP1.1 encoding rules.
HTTP implicitly correlates its request message with its response message; therefore, an application using this binding can chose to infer a correlation between a SOAP message sent in the body of a HTTP request message and a SOAP message returned in the HTTP response. Similarly, HTTP identifies the server endpoint via a URI [URI], which can also serve as the identification of a SOAP processor at the node.

5.7.1.1  General  (Web Services)
The key technologies in relation to PEEM are only considered here. These comply to OWSER [OWSER].
SOAP messages over the PEM-1 interface shall make use of HTTP 1.1 IETF RFC 2616 [HTTP1.1].
SOAP [SOAP1.1] message represents the information needed to invoke a service or reflect the results of a service invocation, and contains the information specified in the service interface definition.

SOAP 1.1 is a standard, extensible, framework for packaging and exchanging XML messages, a convenient mechanism for referencing capabilities (typically by use of headers).

[SOAP 1.1] Part 1 defines an XML-based messaging framework: a processing model and an extensibility model.
[SOAP 1.1] Part 2 defines three optional components: a set of encoding rules for expressing instances of application-defined data types, a convention for representing remote procedure calls (RPC) and responses, and a set of rules for using SOAP with HTTP/1.1
WSDL 1.1 is a language for describing Web services.

WSDL describes Web services starting with the messages that are exchanged between the requester and provider agents. The messages themselves are described abstractly and then bound to a concrete network protocol and message format.
Use of SOAP base application
With the clarifications listed in the following sub-clauses the SOAP Protocol defined by W3C in SOAP V1.1 shall apply.
5.7.1.1.1 Securing SOAP Messages

For secure transport of SOAP messages, see [WS-Security 1.0].
Web Services Security provides end-to-end message-level security for web services through an implementation of the WS-security standard. WS-Security defines a mechanism for adding three levels of security to SOAP messages: 

· Authentication tokens. WS-Security authentication tokens [Username Token Profile1.0] let the client provide a user name and password or X509 certificate [X.509 Token Profile 1.0] for the purpose of authentication headers. 

· XML encryption. WS-Security's use of W3C's XML encryption standard enables the XML body or portion of it to be encrypted to ensure message confidentiality. 

· XML digital signatures. WS-Security's use of W3C's XML digital signatures lets the message be digitally signed to ensure message integrity. The signature is based on the content of the message itself (by applying the hash function and public key), so if the message is altered en route, the signature becomes invalid. 

5.7.1.1.2 Routing considerations 
This clause specifies the routing considerations for the web services interface.
Every endpoint has an address associated with it, which is used to locate and identify the endpoint. This address consists primarily of a Uniform Resource Identifier (URI), which specifies the location of the endpoint.

The URI is used in conjunction with any Headers to define an endpoint’s SOAP Address Filter. By default, this filter verifies that an incoming message has a To message header that matches the endpoint’s URI and that all of the required endpoint headers are present in the message.

The WSDL of a deployed Web Service (also called dynamic WSDL) includes an <address> element that assigns an address (URI) to a particular Web Service port
.
5.7.1.1.3 



5.7.1.2  Web Service for PEM-1 interface

This clause specifies a Web Service that allows a Web Services client and a Web Services provider to send an input request for policy processing to PEEM, and allows the Web Services provider to respond with an output response, if dictated by the invoked policy.  The input request contains parameters needed for the policy processing, and the output response contains parameters produced by the policy processing. 

The PEM-1 interface protocol is defined as a Web Services as per xmlns:callable_policy=http://www.openmobilealliance.org/wsdl/PEM1/v1_0/service
5.7.1.2.1 Web Services Messages 
This section defines the Web Services calls for policy evaluation request and response based on the SOAP [SOAP 1.1] protocol. The Service is specified in WSDL [WSDL1.1].
The policy evaluation interface makes it possible for an external application to evaluate a request containing a set of parameters. The Attributes of Name/Value pairs shall be sent in the XML formatted parameter as a XML formed string. The used XML format shall be specified in the type parameter of the call.
Editor Note: Need to reconcile statement about passing XML formed string wit the use of ASN.1
Every Message is defined by means of the [SOAP 1.1] syntax, according to the rules in W3C .
The following messages are defined in this specification:

Table 5.7.1.3.1.1: Messages
	Message-Name
	Section

	evaluatePolicyRequest
	5.7.1.2.1.1

	evaluatePolicyResponse
	5.7.1.2.1.2

	policyResultRequest
	5.7.1.2.1.3

	policyResultResponse
	5.7.1.2.1.4


	

	


Below is shown the WSDL service description for policy evaluation and response
 
<?xml version="1.0" encoding="UTF-8"?> 

<!-- June 3, 2007 -->
<wsdl:definitions name="PEM1_service" targetNamespace="http://www.openmobilealliance.org/schema/PEM1/v1_0" xmlns="http://schemas.xmlsoap.org/wsdl/" xmlns:wsdl="http://schemas.xmlsoap.org/wsdl/" xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:callable_policy="http://www.openmobilealliance.org/wsdl/PEM1/v1_0/service" xmlns:callable_policy_xsd="http://www.openmobilealliance.org/schema/PEM1/v1_0" xmlns:callable_common_faults="http://www.openmobilealliance.org/wsdl/PEM1/v1_0/faults" xmlns:callable_policy_local_xsd="http://www.openmobilealliance.org/wsdl/PEM1/v1_0/local">
        <wsdl:import namespace="http://www.openmobilealliance.org/wsdl/PEM1/v1_0/faults" location="oma_common_faults_2_0.wsdl" /> 

        <wsdl:types>
            <xsd:schema elementFormDefault="qualified" targetNamespace="http://www.openmobilealliance.org/wsdl/PEM1/v1_0/local">
                    <xsd:complexType name="evaluatePolicyRequest">
                        <xsd:sequence>
                            <xsd:element name="callbackUrl" type="xsd:string" minOccurs="0" /> 

                            <xsd:element name="timeStamp" type="xsd:dateTime" /> 

                            <!--
                                    policyData contains an xml based document containing the additional policy data

                                    e.g. variables and their values. 

                            -->
                            <xsd:element name="policyData" type="xsd:string" minOccurs="0" maxOccurs="1"/>
                        </xsd:sequence>
                    </xsd:complexType>
                    <xsd:complexType name="evaluatePolicyResponse">  

                        <xsd:sequence>


<xsd:element name="correlator" type="xsd:string" minOccurs="0" maxOccurs="1"/>
                            <!-- 

                                    evaluation Result is the verdict

                                        FALSE = Policy Denial

                                        TRUE  = Policy Acceptance

                            -->
                            <xsd:element name="evaluationResult" type="xsd:boolean" minOccurs="0" maxOccurs="1"/>
                            <xsd:element name="denyReasonDescription" type="xsd:string" minOccurs="0" maxOccurs="1"/> 

                            <!--
                                    policyData contains an xml based document containing the additional policy data

                                    e.g. variables and their values. 

                            -->
                            <xsd:element name="policyData" type="xsd:string" minOccurs="0" maxOccurs="1"
                        </xsd:sequence>
                    </xsd:complexType>
          <xsd:complexType name="policyResultRequest">  

                        <xsd:sequence>


<xsd:element name="correlator" type="xsd:string" />
                            <!-- 

                                    evaluation Result is the verdict

                                        FALSE = Policy Denial

                                        TRUE  = Policy Acceptance

                            -->
                            <xsd:element name="evaluationResult" type="xsd:boolean" />
                            <xsd:element name="denyReasonDescription" type="xsd:string" /> 

                            <!--
                                    policyData contains an xml based document containing the additional policy data

                                    e.g. variables and their values. 

                            -->
                            <xsd:element name="policyData" type="xsd:string" minOccurs="0" maxOccurs="1"
                        </xsd:sequence>
                    </xsd:complexType>
                    <xsd:complexType name="policyResultResponse">  

                        <xsd:sequence>
                        </xsd:sequence>
                    </xsd:complexType>
                    <xsd:element name="evaluatePolicyRequest" type="callable_policy_local_xsd:evaluatePolicyRequest" /> 

                    <xsd:element name="evaluatePolicyResponse" type="callable_policy_local_xsd:evaluatePolicyResponse" />
                    <xsd:element name="policyResultRequest" type="callable_policy_local_xsd:policyResultRequest" />
                    <xsd:element name="policyResultResponse" type="callable_policy_local_xsd:policyResultResponse" />
            </xsd:schema>
        </wsdl:types>
        <wsdl:message name="PEM1_evaluatePolicyRequest">
            <wsdl:part name="parameters" element="callable_policy_local_xsd:evaluatePolicyRequest" /> 

        </wsdl:message>
        <wsdl:message name="PEM1_evaluatePolicyResponse">
            <wsdl:part name="result" element="callable_policy_local_xsd:evaluatePolicyResponse" /> 

        </wsdl:message>
        <wsdl:message name="PEM1_policyResultRequest">
            <wsdl:part name="parameters" element="callable_policy_local_xsd:policyResultRequest" />     

        </wsdl:message>
        <wsdl:message name="PEM1_policyResultResponse">
            <wsdl:part name="result" element="callable_policy_local_xsd:policyResultResponse" /> 

        </wsdl:message>
        <wsdl:portType name="PEM1_evaluatePolicy">
            <wsdl:operation name="evaluatePolicy">
                    <wsdl:input message="callable_policy:evaluatePolicyRequest" /> 

                    <wsdl:output message="callable_policy:evaluatePolicyResponse" /> 

            </wsdl:operation>
        </wsdl:portType>
        <wsdl:portType name="PEM1_PolicyResult">
            <wsdl:operation name="policyResult">
                <wsdl:input message="callable_policy:policyResultRequest" use="literal" /> 

                <wsdl:output message="callable_policy:policyResultResponse" use="literal" /> 

            </wsdl:operation>
        </wsdl:portType>
        <wsdl:binding name="PEM1_evaluateBinding" type="interface:PEM1_evaluatePolicy">
            <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
                <wsdl:operation name="PEM1_evaluatePolicy">
                    <soap:operation soapAction="" style="document" />
                    <wsdl:input> 

                        <soap:body use="literal" />
                    </wsdl:input>
                    <wsdl:output>
                        <soap:body use="literal" />
                    </wsdl:output>
        </wsdl:binding>
        <wsdl:binding name="PEM1_PolicyResultBinding" type="interface:PEM1_PolicyResult">
            <soap:binding style="document" transport="http://schemas.xmlsoap.org/soap/http"/>
                <wsdl:operation name="PEM1_PolicyResult">
                    <wsdl:input> 

                        <soap:body use="literal" />
                    </wsdl:input>
                    <wsdl:output>
                        <soap:body use="literal" />
                    </wsdl:output>
                </wsdl:operation>        

        </wsdl:binding>
    </wsdl:definitions>
 >
5.7.1.2.1.1 Web services EvaluatePolicyRequest  message
The evaluatePolicyRequest, Message is sent by a Web Services client to a server in order to request policy processing. 
The policy evaluation interface makes it possible for an external application to evaluate a request containing a set of parameters. The parameters in the request includes a callable URL, a time stamp and a container for arbitrary additional data provided as name-value pairs


[image: image1]
Figure 1: Synchronous evaluatePolicyResponse  message to original destination





5.7.1.2.1.2 Web Services EvaluatePolicyResponse Message 

The evaluatePolicyResponse message, is returned by a server in response to the evaluatePolicyRequest message as shown in Figure 1. When evaluated, the resulting policy data in the evaluation process is returned to the address included in the callbackURL together with information on the outcome of the requests, that is, if the policy evaluation request was allowed or denied and a description of the deny reason. 
If the request was allowed, the application calling the Web Service must use a generated correlator id an evaluationResult specifying success or failure of the policy evaluation and in the case of failure a description of the reason in denyReasonDescription parameter. 








5.7.1.2.1.3 Web Services policyResultRequest Message 
The policyResultRequest message, is returned by the PEEM implementation server after some time in response to the evaluatePolicyRequest message as shown in Figure 2. When evaluated, the resulting policy data in the evaluation process is returned to the address included in the callbackURL together with information on the outcome of the requests, that is, if the policy evaluation request was allowed or denied and a description of the deny reason.

If the request was allowed, the application calling the Web Service must use a generated correlator id an evaluationResult specifying success or failure of the policy evaluation and in the case of failure a description of the reason in denyReasonDescription parameter. 

[image: image2]
Figure 2: Asynchronous policyResultRequest message response to same or different destination






Note that in order for such a 3 way interaction (PEEM requestor, PEEM enabler implementation, PEEM response destination) to be supported by this specification, the PEEM response destination resource needs to fully support this specification, and the PEEM enabler implementation must be able to act as both Web services server and Web Services client. Finally, note that in this case, any interactions between PEEM and other resources than the PEEM requestor can be conducted using this specification (in other words, PEEM enabler implementation would act as a Web Services client, with the other resources acting as Web Services servers)
5.7.1.2.1.4 Web Services PolicyResultResponse Message for responses to a different destination

The PolicyResultResponse message, is returned immediately by the destination as set at the callbackURL and in response to the received policyResultRequest from PEEM implementation server as shown in Figure 2. the concerned message is sent empty.




5.7.1.2.1.5 Version Control
The following table shall apply to the PEM-1 interface; the column Application identifier lists the used application identifiers on PEM-1 and OMA.
Table 5.7.1.3.4.1.1 : WSDL Target Name Space used in PEM-1 

	Target Name Space
	First applied

	http://www.openmobilealliance.org/schema/PEM1/v1_0
	OMA PEEM V1.0


Name space versioning will be used for new functionality beyond the OMA PEEM V1.0 release & shall be introduced by post-V1.0 versions of this specification to the SOAP applications as follows:

1. If possible, the new functionality shall be defined optional.

2. If backwards incompatible changes can not be avoided, the new functionality should be introduced as a feature, see 5.7.4.2.1.5.1.

3. If the change would be backwards incompatible even as if it was defined as a feature, a new version of the interface shall be created by changing the application identifier of the Web Services application, see 5.7.4.2.1.5.2.

5.7.4.2.1.5.1 New Feature
The base functionality for the PEM-1 interface is the OMA PEEM V1.0 standard and a feature is an extension to that functionality.  
5.7.4.2.1.5.2 Changing the version of the interface
The version of an interface shall be supported by adding a new namespace.
End Change

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

The recommendations are:

1) Agree to the technical approach described and include in the PEM-1 TS the proposed Normative References, Informative References and text for section 5.7.1 PEM-1 Template Bindings of the PEM-1 TS. 
With correlator





resultResponse





With correlator





Create correlation id





policyResultRequest





evaluatePolicyResponse





evaluatePolicyResponse





Perform evaluation





evaluatePolicyRequest











 : PEEM Server





 : Web App





Perform evaluation





evaluatePolicyRequest











 : PEEM Server





 : Web App








NO REPRESENTATIONS OR WARRANTIES (WHETHER EXPRESS OR IMPLIED) ARE MADE BY THE OPEN MOBILE ALLIANCE OR ANY OPEN MOBILE ALLIANCE MEMBER OR ITS AFFILIATES REGARDING ANY OF THE IPR’S REPRESENTED ON THE “OMA IPR DECLARATIONS” LIST, INCLUDING, BUT NOT LIMITED TO THE ACCURACY, COMPLETENESS, VALIDITY OR RELEVANCE OF THE INFORMATION OR WHETHER OR NOT SUCH RIGHTS ARE ESSENTIAL OR NON-ESSENTIAL.

THE OPEN MOBILE ALLIANCE IS NOT LIABLE FOR AND HEREBY DISCLAIMS ANY DIRECT, INDIRECT, PUNITIVE, SPECIAL, INCIDENTAL, CONSEQUENTIAL, OR EXEMPLARY DAMAGES ARISING OUT OF OR IN CONNECTION WITH THE USE OF DOCUMENTS AND THE INFORMATION CONTAINED IN THE DOCUMENTS.

USE OF THIS DOCUMENT BY NON-OMA MEMBERS IS SUBJECT TO ALL OF THE TERMS AND CONDITIONS OF THE USE AGREEMENT (located at http://www.openmobilealliance.org/UseAgreement.html) AND IF YOU HAVE NOT AGREED TO THE TERMS OF THE USE AGREEMENT, YOU DO NOT HAVE THE RIGHT TO USE, COPY OR DISTRIBUTE THIS DOCUMENT.

THIS DOCUMENT IS PROVIDED ON AN "AS IS" "AS AVAILABLE" AND "WITH ALL FAULTS" BASIS.

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 1 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

© 2006 Open Mobile Alliance Ltd.  All Rights Reserved.
Page 9 (of 13)
Used with the permission of the Open Mobile Alliance Ltd. under the terms as stated in this document.
[OMA-Template-InputContribution-20060101-I]

