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1 Reason for Contribution

Document PEEM-2007-0049 (PEEM TS issue list) has been created; This contributions proposes a solution to one of the issues in the issues list by adding parts in the PEM-1 TS for Faults.
- Handling of Faults and mandatory faults in the PEM-1 interface - PEM1-7a and PEM1-7c 

2 Summary of Contribution

Added additional text to describe the usage of application level or WSDL based faults in the PEEM enabler when using the SOAP binding.

This as well modifies the WSDL files for PEM-1 which are as well part of this contribution as attachments.
3 Detailed Proposal

----------- start 1 of modified PEM-1 TS sections -------------
2.1 Normative References

	[ASN.1 Notation]
	· ASN.1 notation:

· ITU-T Rec. X.680 | ISO/IEC 8824-1 

· ITU-T Rec. X.681 | ISO/IEC 8824-2 

· ITU-T Rec. X.682 | ISO/IEC 8824-3 

· ITU-T Rec. X.683 | ISO/IEC 8824-4 

http://www.itu.int/ITU-T/studygroups/com17/languages/

	[ASN.1 encoding]
	· ASN.1 encoding rules:
· ITU-T Rec. X.690 | ISO/IEC 8825-1 (BER, CER and DER) 
· ITU-T Rec. X.691 | ISO/IEC 8825-2 (PER) 

· ITU-T Rec. X.693 | ISO/IEC 8825-4 (XER) 

· ITU-T Rec. X.694 | ISO/IEC 8825-5 (XSD mapping) 
http://www.itu.int/ITU-T/studygroups/com17/languages/
· RFC 3641 (GSER) , http://tools.ietf.org/html/rfc3641 


	[IOPPROC]
	“OMA Interoperability Policy and Process”, Version 1.1, Open Mobile Alliance™, OMA-IOP-Process-V1_1, URL:http://www.openmobilealliance.org/

	[PEEM RD]
	“Policy Evaluation, Enforcement and Management Requirements”, Open Mobile Alliance, OMA-RD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/release_program/docs/CopyrightClick.asp?pck=RD&file=OMA-RD-Policy_Evaluation_Enforcement_Management-V1_0-20050112-C.pdf

	[PEEM AD]
	“Policy Evaluation, Enforcement and Management Architecture”, Open Mobile Alliance, OMA-AD_Policy_Evaluation_Enforcement_Management-V1_0, 
URL: http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-AD-Policy_Evaluation_Enforcement_Management-V1_0_0-20060625-D.zip

	[RFC 793]
	“Transmission Control Protocol”, DARPA INTERNET PROGRAM PROTOCOL SPECIFICATION prepared by the Information Sciences Institute, University of Southern California, September 1981, URL:http://www.faqs.org/rfcs/rfc793.html


	[RFC2119]
	“Key words for use in RFCs to Indicate Requirement Levels”, S. Bradner, March 1997, URL:http://www.ietf.org/rfc/rfc2119.txt

	[RFC2234]
	“Augmented BNF for Syntax Specifications: ABNF”. D. Crocker, Ed., P. Overell. November 1997, URL:http://www.ietf.org/rfc/rfc2234.txt

	[RFC 2396]
	"Uniform Resource Identifiers (URI): Generic Syntax", Berners-Lee, T., Fielding, R. and L. Masinter, August 1998, URL: http://www.rfc-editor.org/rfc/rfc2396.txt

	[J2SEBLOB]
	“Interface Blob”, java.sql, J2SE v.1.4.2, URL: http://java.sun.com/j2se/1.4.2/docs/api/java/sql/Blob.html

	[SOAP 1.1]
	“Simple Object Access Protocol (SOAP 1.1)”, W3C Note, 08 May 2000, URL: http://www.w3.org/TR/2000/NOTE-SOAP-20000508/

	[SOAP 1.2]
	“SOAP Version 1.2 Part 0: Primer”, W3C Recommendation , June 24 2003, URL: http://www.w3.org/TR/2003/REC-soap12-part0-20030624/

	[WSDL 1.1]
	“Web Services Description Language (WSDL) Version 1.1”, W3C Note March 15 2001 , URL: http://www.w3.org/TR/wsdl

	[UDDI 2.0]
	“Universal Description, Discovery, and Integration”, W3C, Month Year , URL:

	[WS-Policy 1.0]
	Web Services Security: SOAP Message Security 1.0 4 (WS-Security 2004)

OASIS Standard 200401, March 2004


	[Username Token Profile 1.0]
	Web Services Security Username Token Profile 1.0 OASIS Standard 200401, March 2004, URL: http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-username-token-profile-1.0



	[X.509 Token Profile 1.0]
	Web Services Security, 3 X.509 Certificate Token Profile, 4 OASIS Standard 200401, March 2004, URL: http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-x509-token-profile-1.0



	OWSER
	http://www.openmobilealliance.org/release_program/owser_v1_1.html

	PEEM WSDL
	PEEM WSDL mapping definition files http://www.openmobilealliance.org/ftp/Public_documents/ARCH/Permanent_documents/OMA-SUP-PEM1-WSDL-V1_0-20071004-D.zip

	
	<< Add/Remove reference rows as needed! >>


----------- stop 1 of modified PEM-1 TS sections -------------
----------- start 2 of modified PEM-1 TS sections -------------

5.4.2 PEM-1 SOAP binding

This section defines a messaging protocol based on SOAP, to be used when invoking PEEM policy processing.

The present document is applicable between ANY resource and a PEEM enabler implementation.

SOAP messages will be passed from one SOAP processor to another using HTTP/1.1 as the protocol binding. A SOAP method is an HTTP request/response that complies with the SOAP1.1 encoding rules.

HTTP implicitly correlates its request message with its response message; therefore, an application using this binding can chose to infer a correlation between a SOAP message sent in the body of a HTTP request message and a SOAP message returned in the HTTP response. Similarly, HTTP identifies the server endpoint via a URI [URI], which can also serve as the identification of a SOAP processor at the node.

5.4.2.1 General  (Web Services)

The key technologies in relation to PEEM are only considered here. These comply to OWSER [OWSER].

SOAP messages over the PEM-1 interface shall make use of HTTP 1.1 IETF RFC 2616 [HTTP1.1].
SOAP [SOAP1.1] message represents the information needed to invoke a service or reflect the results of a service invocation, and contains the information specified in the service interface definition.

SOAP 1.1 is a standard, extensible, framework for packaging and exchanging XML messages, a convenient mechanism for referencing capabilities (typically by use of headers).

[SOAP 1.1] Part 1 defines an XML-based messaging framework: a processing model and an extensibility model.

[SOAP 1.1] Part 2 defines three optional components: a set of encoding rules for expressing instances of application-defined data types, a convention for representing remote procedure calls (RPC) and responses, and a set of rules for using SOAP with HTTP/1.1

WSDL 1.1 is a language for describing Web services.

WSDL describes Web services starting with the messages that are exchanged between the requester and provider agents. The messages themselves are described abstractly and then bound to a concrete network protocol and message format.

Use of SOAP base application

With the clarifications listed in the following sub-clauses the SOAP Protocol defined by W3C in SOAP V1.1 shall apply.

5.4.2.1.1 Securing SOAP Messages
For secure transport of SOAP messages, see [WS-Security 1.0].

Web Services Security provides end-to-end message-level security for web services through an implementation of the WS-security standard. WS-Security defines a mechanism for adding three levels of security to SOAP messages: 

· Authentication tokens. WS-Security authentication tokens [Username Token Profile1.0] let the client provide a user name and password or X509 certificate [X.509 Token Profile 1.0] for the purpose of authentication headers. 

· XML encryption. WS-Security's use of W3C's XML encryption standard enables the XML body or portion of it to be encrypted to ensure message confidentiality. 

· XML digital signatures. WS-Security's use of W3C's XML digital signatures lets the message be digitally signed to ensure message integrity. The signature is based on the content of the message itself (by applying the hash function and public key), so if the message is altered en route, the signature becomes invalid. 

5.4.2.1.2 Routing considerations
This clause specifies the routing considerations for the web services interface.

Every endpoint has an address associated with it, which is used to locate and identify the endpoint. This address consists primarily of a Uniform Resource Identifier (URI), which specifies the location of the endpoint.

The URI is used in conjunction with any Headers to define an endpoint’s SOAP Address Filter. By default, this filter verifies that an incoming message has a To message header that matches the endpoint’s URI and that all of the required endpoint headers are present in the message.

The WSDL of a deployed Web Service (also called dynamic WSDL) includes an <address> element that assigns an address (URI) to a particular Web Service port

5.4.2.2 Web Service for PEM-1 interface
This clause specifies a Web Service that allows a Web Services client and a Web Services provider to send an input request for policy processing to PEEM, and allows the Web Services provider to respond with an output response, if dictated by the invoked policy.  The input request contains parameters needed for the policy processing, and the output response contains parameters produced by the policy processing. 

The PEM-1 interface protocol is defined as a Web Services as per xmlns:callable_policy=http://www.openmobilealliance.org/wsdl/PEM1/v1_0/service
5.4.2.2.1 Web Services Messages
This section defines the Web Services calls for policy evaluation request and response based on the SOAP [SOAP 1.1] protocol. The Service is specified in WSDL [WSDL1.1].

The policy evaluation interface makes it possible for an external application to evaluate a request containing a set of parameters. The Attributes of Name/Value pairs shall be sent in the XML formatted parameter as a XML formed string. The used XML format shall be specified in the type parameter of the call.

Editor Note: Need to reconcile statement about passing XML formed string with the use of ASN.1

Every Message is defined by means of the [SOAP 1.1] syntax, according to the rules in W3C .

The following messages are defined in this specification:

Table 5.7.1.3.1.1: Messages

	Message-Name
	Section

	evaluatePolicyRequest
	5.7.1.2.1.1

	evaluatePolicyResponse
	5.7.1.2.1.2

	policyResultRequest
	5.7.1.2.1.3

	policyResultResponse
	5.7.1.2.1.4


Below is shown the WSDL service description for policy evaluation and response. The WSDL is split in three files. One containing the request/response to PEEM, one containing the Policy result call-back and finally one describing the WSDL faults.  Please see the WSDL files in [PEEM WSDL]
The pem_1_REQ_V1_0.wsdl WSDL file contains the interface description for the policy enforcement point calling the PEEM for a policy evaluation using the evaluatePolicyRequest method as listed below. The faults are defined in the pem_1_faults_V1_0.wsdl file as well defined in [PEEM WSDL].
<xsd:complexType name="evaluatePolicyRequest_type">
   <xsd:sequence>
      <xsd:element name="callbackUrl" type="xsd:string" minOccurs="0" /> 
      <xsd:element name="timeStamp" type="xsd:dateTime" /> 
      <!--
         policyData contains an xml based document containing the additional policy data
         e.g. variables and their values. 
        -->
      <xsd:element name="policyData" type="xsd:anyType" minOccurs="0" maxOccurs="1"/>
   </xsd:sequence>
</xsd:complexType>
<message name="PEM1_evaluatePolicyRequest">
   <part name="parameters" type="callable_policy_local_xsd:evaluatePolicyRequest_type" /> 
</message>
The response is then returned in Synchronous mode in the evaluatePolicyResponse or as part of an asynchronous policyResultRequest as described above. The evaluatePolicyResponse is listed below.
<xsd:complexType name="evaluatePolicyResponse_type">  
   <xsd:sequence>
      <xsd:element name="correlator" type="xsd:string" minOccurs="0" maxOccurs="1"/>
      <!-- 
         evaluation Result is the verdict
         FALSE = Policy Denial
         TRUE  = Policy Acceptance
        -->
      <xsd:element name="evaluationResult" type="xsd:boolean" minOccurs="0" maxOccurs="1"/>
      <xsd:element name="denyReasonDescription" type="xsd:string" minOccurs="0" maxOccurs="1"/> 
      <!--
        policyData contains an xml based document containing the additional policy data
        e.g. variables and their values. 
        -->
      <xsd:element name="policyData" type="xsd:anyType" minOccurs="0" maxOccurs="1"/>
   </xsd:sequence>
</xsd:complexType>
<message name="PEM1_evaluatePolicyResponse">
   <part name="result" type="callable_policy_local_xsd:evaluatePolicyResponse_type" /> 
</message>
The pem_1_RSP_V1_0.wsdl WSDL file contain the definition of the asynchronous response, where PEEM uses the policyResultRequest as listed below to send the result of a policy request to a defined receiver. The policyResultRequest is listed below. The receiver shall return the policyResultResponse which is an empty acknowledge. 
<xsd:complexType name="policyResultRequest">  
   <xsd:sequence>
      <xsd:element name="correlator" type="xsd:string" />
      <!-- 
         evaluation Result is the verdict
         FALSE = Policy Denial
         TRUE  = Policy Acceptance
        -->
      <xsd:element name="evaluationResult" type="xsd:boolean" />
      <xsd:element name="denyReasonDescription" type="xsd:string" /> 
      <!--
         policyData contains an xml based document containing the additional policy data
         e.g. variables and their values. 
        -->
      <xsd:element name="policyData" type="xsd:anyType" minOccurs="0" maxOccurs="1"/>
   </xsd:sequence>
</xsd:complexType>
<message name="PEM1_policyResultRequest">
   <part name="parameters" type="callable_policy_resp_local_xsd:policyResultRequest" />     
</message>
5.4.2.2.1.1 Web services EvaluatePolicyRequest  message
The evaluatePolicyRequest, Message is sent by a Web Services client to a server in order to request policy processing. 

The policy evaluation interface makes it possible for an external application to evaluate a request containing a set of parameters. The parameters in the request includes a callable URL, a time stamp and a container for arbitrary additional data provided as name-value pairs


[image: image1]
Figure 1: Synchronous evaluatePolicyResponse  message to original destination
5.4.2.2.1.2 Web Services EvaluatePolicyResponse Message
The evaluatePolicyResponse message, is returned by a server in response to the evaluatePolicyRequest message as shown in Figure 1. When evaluated, the resulting policy data in the evaluation process is returned to the address included in the callbackURL together with information on the outcome of the requests, that is, if the policy evaluation request was allowed or denied and a description of the deny reason. 
If the request was allowed, the application calling the Web Service must use a generated correlator id an evaluationResult specifying success or failure of the policy evaluation and in the case of failure a description of the reason in denyReasonDescription parameter. 
5.4.2.2.1.3 PEEM Web Services binding - Error Messages
All the ordinary Policy results are returned as part of the EvaluatePolicyResponse or via the asynchronous policyResultRequest call. In the case of other errors like misformed XML data or similar the WSDL Fault called PEM1_ServiceException is used. 

The PEM1_ServiceException is defined with three data items.

The first data item is a unique identifier for the message, i.e. the text in the first column of the table below. This allows the receiver of the message to recognize the message easily in a language-neutral manner. Thus applications and people seeing the message do not have to understand the message text to be able to identify the message. This is very useful for customer support as well, since it does not depend on the reader to be able to read the language of the message.

The second data item is the message text, including placeholders (marked with %) for additional information. This form is consistent with the form for internationalization of messages used by many technologies (operating systems, programming environments, etc.). Use of this form enables translation of messages to different languages independent of program changes. This is well suited for Web Services messages, as a programming language is not defined. A proposal for the text is given as column 2 in the table below.
The third data item is a list of zero or more strings that represent the content to put in each placeholder defined in the message in the second data item.

The following is the standard list of error codes that the PEEM implementation implementing the SOAP binding must support. Additional errors can be added by implementations for other errors; however these errors need to be implemented for interoperability.

	Error Code
	Error text
	Required parameters in the fault

	accessDenied
	Access denied
	N/A

	InternalServerError
	Internal Server Error (Code = %)
	Error code

	OperationAborted
	Operation was aborted (Reason = %)
	Reason code

	MissingSecurityElement
	Missing security element in request
	N/A

	MissingSecurityHeader
	Missing security header in request
	N/A

	RequestTimeToSkewed
	The request time was too skewed (Now: %)
	Current time in PEEM server

	IncompleteBody
	The request body of the call is incomplete
	N/A

	
	
	

	UnknownRuleSetRef
	Unknown Rule Set referenced
	N/A

	ExternalPolicyNotAllowed
	External policies not allowed for this application
	N/A

	ExternalPolicyNotSupported
	External policies is not supported by this PEEM implementation
	N/A

	CallBackNotAllowed
	Use of Call Back mode for the result is not allowed for this application
	N/A

	CallBackNotSupported
	The Call Back mode is not supported by this PEEM implementation
	N/A

	CallBackErroneous
	The Call Back provided is not OK (%)
	The Call back URI

	MandatoryPolicyVariableMissing
	Mandatory Policy parameters are missing (%)
	Name of the parameters

	MalformedPolicyData
	The Policy data provided is malformed
	N/A


5.4.2.2.1.4 SOAP Error Message
In addition to the WSDL/Application errors defined above SOAP errors can be returned from the PEEM implementation due to lower layer protocol errors. These are following the standard SOAP and HTTP standards. See [SOAP 1.1], [SOAP 1.2] and [WSDL 1.1].
5.4.2.2.1.5 Web Services policyResultRequest Message

The policyResultRequest message, is returned by the PEEM implementation server after some time in response to the evaluatePolicyRequest message as shown in Figure 2. When evaluated, the resulting policy data in the evaluation process is returned to the address included in the callbackURL together with information on the outcome of the requests, that is, if the policy evaluation request was allowed or denied and a description of the deny reason.


If the request was allowed, the application calling the Web Service must use a generated correlator id an evaluationResult specifying success or failure of the policy evaluation and in the case of failure a description of the reason in denyReasonDescription parameter. 


[image: image2]
Figure 2: Asynchronous policyResultRequest message response to same or different destination
Note that in order for such a 3 way interaction (PEEM requestor, PEEM enabler implementation, PEEM response destination) to be supported by this specification, the PEEM response destination resource needs to fully support this specification, and the PEEM enabler implementation must be able to act as both Web services server and Web Services client. Finally, note that in this case, any interactions between PEEM and other resources than the PEEM requestor can be conducted using this specification (in other words, PEEM enabler implementation would act as a Web Services client, with the other resources acting as Web Services servers)

5.4.2.2.1.6 Web Services PolicyResultResponse Message for responses to a different destination

The PolicyResultResponse message, is returned immediately by the destination as set at the callbackURL and in response to the received policyResultRequest from PEEM implementation server as shown in Figure 2. the concerned message is sent empty.

5.4.2.2.1.7 Version Control

The following table shall apply to the PEM-1 interface; the column Application identifier lists the used application identifiers on PEM-1 and OMA.
Table 5.7.1.3.4.1.1 : WSDL Target Name Space used in PEM-1 

	Target Name Space
	First applied

	http://www.openmobilealliance.org/schema/PEM1/v1_0
	OMA PEEM V1.0


Name space versioning will be used for new functionality beyond the OMA PEEM V1.0 release & shall be introduced by post-V1.0 versions of this specification to the SOAP applications as follows:


1. If possible, the new functionality shall be defined optional.

2. If backwards incompatible changes can not be avoided, the new functionality should be introduced as a feature, see 5.7.2.2.1.7.1.

3. If the change would be backwards incompatible even as if it was defined as a feature, a new version of the interface shall be created by changing the application identifier of the Web Services application, see 5.7.2.2.1.7.2.

5.4.2.2.1.7.1 New Feature

The base functionality for the PEM-1 interface is the OMA PEEM V1.0 standard and a feature is an extension to that functionality.  

5.4.2.2.1.7.2 Changing the version of the interface
The version of an interface shall be supported by adding a new namespace.

----------- end 2 of modified PEM-1 TS sections -------------

4 Intellectual Property Rights

Members and their Affiliates (collectively, "Members") agree to use their reasonable endeavours to inform timely the Open Mobile Alliance of Essential IPR as they become aware that the Essential IPR is related to the prepared or published Specification.  This obligation does not imply an obligation on Members to conduct IPR searches.  This duty is contained in the Open Mobile Alliance application form to which each Member's attention is drawn.  Members shall submit to the General Manager of Operations of OMA the IPR Statement and the IPR Licensing Declaration.  These forms are available from OMA or online at the OMA website at www.openmobilealliance.org.

5 Recommendation

To discuss and agree on the detailed proposal.
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